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-(AIS) SECURITY MANUAL.

PURPOSF, This Notice provides change two to COMDTINST
M5500.13A.

ACTION, Area and district commanders, commanders of
maintenance and logistics commands, commanding officers of
headquarters units, Commander, Coast Guard Activities Europe
and Far East shall ensure compliance with the provisions of
this Change.

RY OF CHANGES. There is one significant change.
Chapter 20 is added to consolidate and clarify policies on
declassification and destruction of classified computer
media.

PROCEDURE%

a. Remove and insert the following pages:

Remove Insert

Pages i thru iv Pages i thru iv, CH-2

Pages 20-l thru 20-11, CH-2

"G-TDS" appears to read "G-TPS".b . Pen change wherever
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COMDTNOTB 5500

c. Make pen and ink changes to page 18-2 paragraph 18.8.3
and 18.B.8, by changing "DOD 5220.2244, Industrial
Security Manual for Safeguarding Classified
Information, Chapter XIII, Security Requirements for
ADP Sy8tem8" to 'Chapter 20 of this manual".

Chief, Office of Cornand, ptml
a n d  Comunlcations ,

Encl: (1) CH-2 to COMDTINST M5500.13A
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1. PURPOSE. This notice provides change one to COMDTINST M5500.13A.

2. SL!lARY OF CHANGES. There is one significant change marked by a
vertical line in the left margin. .

a .  6.E.: Guidance on application of ADP position sensitivity
criteria is deleted. Commandant (G-01s) shall be contacted when
assistance is needed In determining ADP position sensitivity.

3. ACTIOS . Remove and Insert the following pages:

Remove Insert

Pages i and ii Pages I and ii, CH-1

Pages 6-3 thru 6-5 Pages 6-3 and 6-4, CH-1
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3. D. 2. Whenever there is a significant change to the physical
facility, hardware configuration, system software
configuration, or application system.

3. At least every five (5) years for existing installations
and facilities.

[Reference: OMB A-130, Management of Federal Information
Resources dated 12 December 19853

B. PERFORHANCE OF RISK ASSESSMENTS.

1 . Mainframes and minicomputers.

a. The International Security Technology/Risk Analysis
and Management Program (IST/RAMP) shall be used for
mainframe and minicomputer systems. Initial risk
assessments will be funded by Commandant (G-TDS).
Subsequent analyses shall be performed by local

P
ersonnel
G-TDS).

with technical assistance by Commandant
Risk assessments of computer facilitres may

be accomplished by either Coast Guard personnel or
contractors. If contractors are to be used, approval
must be granted by Commandant (G-TDS).

b. IST/RAMP is an automated quantitative model of an AIS
security environment which runs on Transportation
Computer Center's Amdahl. RAMP is used to assist
analysts in estimating future losses to automated
systems caused by damage, delay, fraud, disclosure,
and theft threats. RAMP can also be used to evaluate
alternative off-site back-up strategies tor master
files. RAMP users require an Amdahl user ID and data
library, which may be obtained from Commandant
(G-TDS). Since RAMP provides numerous analytical
capabilities, training is usually required;
Commandant (G-TDS) can provide additional
information.

2. Standard Terminals. The Standard Terminal Risk
Assessment Methodology (STRAM) provided as a separate
enclosure to this Manual shall be used for all standard
terminal systems.

3. Other Microcomputers. The "Other Microcomputer" risk
assessment methodology provided as a separate enclosure
to this Manual shall be used for other microcomputers and
office information systems.
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3. c. 4. a. (cont'd) properly make the choice between security
and operational requirements. This requires
understanding by the commanding officer of the degree
of organizational dependence upon AIS and its
importance to mission accomplishment.

There may be instances where the criticality of a
function is such that the risks imposed by the use ot
AIS are unacceptable or that the COntrOlS required to
achieve an acceptable level of security are
impractical or impossible to implement. In these
cases1 the commanding officer may determine that
automated support is unwarranted and unnecessary to
manage adequately the risk to mission accomplishment.
Except for controls mandated for classified
information processing, the commanding officer 1s the
final authority in any conflict between operational
and AIS security considerations.

b. Security control implementation. The.commanding
officer is responsible for preparing a plan to
implement controls which provide a cost-effective
level of security. In preparing the plan, the
commanding officer must consider the risk potential
resulting from growing dependence upon automated
systems ; the magnitude of the security problem; and
the potential effect on organizational resources.

C . Security control effectiveness review.
Organizational and operational changes as well as
changes in threats, demand continuing review of the
effectiveness of Security controls to achieve the
optimum level of AIS security. Effectiveness review
is an important process in documenting security
techniques and ensuring that an applied technique nas
not created a more serious vulnerability or risk.
The collective effectiveness of applied Security
controls provide the basis for future security
actions and assist in identifying problem areas and
additional security requirements.

Activities needing assistance in developing or implementing
their risk management program should contact Commandant
(G-TDS) for assistance.

D. RISK ASSESSMENT REQUIREHENTS. AIS security risk assessments
shall be accomplished as follows:

1. Prior to the approval of design specifications for all
new Coast Guard computer installations and facilities.
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3. C. 3. a. Cost-Benefit Analysis. In this phase, the judgment
of the risk assessment team as to the acceptability
of various controls is reviewed by an appropriate
management official. When this review has been
completed, management approves controls which
effectively reduce the degree of risk to an
acceptable level. Security controls may have
significant operational, budgetary, and time
implications. Management will have the information
needed to decide between risks and cost
considerations.

b. Qualitative. This type of risk assessment
methodology is targeted towards the microcomputer
environment. The qualitative risk assessment
acheives it's intended results in a more intuitive
format by means of a checklist or survey format. A
user completes a questionnaire and based on the
responses, Calculates or tallies the results which
may be compared against predetermined baseline values
to establish the current security posture of the
installation. The baseline values or controls are a
function of the required security for the type of
processing being performed. Checklists and baseline
controls must be used with caution since they don't
necessarily ensure adequate protection at a given
site: each computer site and operating environment is
different,

4. Security Control Selection, Implementation and
Effectiveness Review.

a. Security control selection. A well conducted risk
assessment will normally result in the identification
of numerous interrelated controls. In this phase,
the risk assessment team evaluates the
acceptability/unacceptability of various controls
based on their cost and effectiveness and selects
those which will reduce the degree of risk to an
acceptable level. The commanding officer must
approve security controls based on cost (funds and
personnel) to implement them, impact on operations,
planned changes in AIS operations, and other factors
important to management.

To properly select security controls, the commanding
officer must consider the possible degradation Of
operations by the controls. There may be significant
disruption of managerial, operational, and
administrative procedures attributable to these
controls. Because of the potential effect on the
organization, Only the commanding officer can
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3. C. 3. a. Threat and Vulnerability Analysis. Individual
threats relevant to the facility undergoing risk
assessment are identified. Threat identification is
a difficult analytical process which must consider
both known and reliably postulated threats. Threats
may be actual, in which case there is documented
evidence of a harmful event having occurred
previously, or they may be postulated. Lack of
evidence of threat agent activity can be expected
since penetration of systems is difficult to detect
by current audit procedures. Threat occurrence rates
are derived by analyzing identified weaknesses and
establishing a likelihood of occurrence. A
vulnerability analysis evaluates existing physical,
technical, and administrative controls.
Vulnerabilities are usually controllable: the
remainder of the risk management process seeks to
develop cost-effective techniques for reducing the
level of risk.

Loss Exposure Analysis. The results of the previous
two steps are combined to compute a quantified
measure of risk exposure. This quantified measure
is the Annual Loss Exposure (ALE). The ALE is used
to reduce the wide range of threats and
vulnerabilities to a common denominator, the expected
loss in dollars per year. ALE is the estimated
dollar loss per event multiplied by frequency of
occurrence of that event per year. When the ALE is
known for each identified threat, threats may be
rank-ordered to identify unacceptable risk exposures
and to prioritize the selection of security controls.
Additionally, the sum of all ALE's represents the
total risk exposure for the ADP system/facility on an
annualized basis.

Security Control Selection and Cost. Security
controls identification is the process of reviewing
identified risks (loss potential) and determining
appropriate remedial action. Alternate ways of
avoiding, preventing, detecting, minimizing, and
recovering from the occurrence of threats are
proposed and their cost estimated. Effective
controls should be derived from cost/benefit or other
types of economic and value assessment.
Identification of areas of exceptionally high or
unacceptable risk must be directly related to
organizational mission, goals, and objectives as
stated by the commanding officer.
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3. c. 2. (cont'd) activity.
three phases:

The plan will achieve maturity atter
(a) initial development, (b) update after

the initial risk assessment, and (c) update after
selection, implementation and test of security controls.
Thereafter the plan will be updated after any significant
changes to the system or subsequent risk assessments.

3. Risk Assessment. Risk assessments are divided into two
basic categories as follows:

a. Quantitative. This type of risk assessment
methodology is aimed at the mainframe and
minicomputer environments. It provides management
with an understanding of the potential risk as
measured by the expected annual loss exposure in
resources (dollars, productivity, etc.) and
identifies how the loss will affect users of the
system. It results in the quantitative evaluation of
the degrees of damage or loss associated with each
threat. For example: What is the probability of
loss of a tape library and what are the economic and
operational consequences of that loss? This
evaluation forms the basis for action to manage the
risk by identifying effective security Controls and
the cost of implementing those controls. The
quantitative risk assessment process consists of the
following steps:

- Planning and Organizing.

- Value Analysis.

- Threat and Vulnerability Analysis.

- Loss Exposure Analysis.

- Control Selection and Cost.

- Cost-Effectiveness Analysis.

Plan and Organize. Depending on the facility being
reviewed and the availability of resources, the risk
assessment may be accomplished by CG personnel or by
contract. The risk assessment team is selected and a
Risk Assessment Plan prepared. The level of effort
and schedule for completing the risk assessment is
established and responsibilities assigned.

Value Analysis. The cost and time to repair or
replace AIS hardware, software, and facilities and
correct or recreate information 1s estimated. The
cost of disclosure of information is also estimated.
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3. B. 3. (cont'd) volume of data being handled, and the overall
criticality of the AIS operation. The more complex the
operation, the more susceptible the site. The latter may
be composed of large scale, multi.-user, on-line, shared
operations which may be made more vulnerable depending
upon the privileges extended to the users. Simple query
privilege represents a lesser vulnerability than that
found in systems where the user has programming
capability. Existing security controls must be taken
into account when determining vulnerabilities. The
existing level of security must be evaluated and any
weaknesses in the current system of physical,
administrative, and technical controls identified and
documented. The existence of vulnerabilities has a
direct relationship to the threat occurrence ratio.

Cm RISK HAHAGEHBNT PROGRAH.

1. General. The Coast Guard risk management program
involves an iterative process composed of the following
elements:

a. Activity AIS Security Plan.

b. Risk Assessment.

C . Security Controls Selection, Implementation, and
Effectiveness Review.

At the completion of these steps, a basis exists for
determining what risks are present in the, AIS
environment, documenting the AIS security posture, and
deciding whether or not to expend funds to enhance AIS
security. A description of the three phases of the Coast
Guard risk management process is given below:

2. Activity AIS Security Plan. The Activity AIS Security
Plan summarizes activity AIS security policy and provide
guidelines for all AIS security procedures to be used by
the activity. The plan is the most important activity
level document for implementing the security policies set
forth in this instruction. The security plan establishes
local security policies; defines security program scope
and objectives: and assigns responsibilities to carry out
the provisions of this instruction at the local level.
It should address both short range and long range
security goals of the activity. It addresses all aspects
of AIS security (i.e., physical, personnel,
administrative, hardware, software, communications,
emanations, and data for the AIS activity). The plan
should be a living document for the management and
control of the total AIS security environment of the
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3. A. 3. d. Denial of service. This includes intentional or
accidental loss in system reliability or continuity
of operations.

4. The risk management program considers risks in the
following automated information system environments:
physical, administrative, personnel, hardware, software,
communications, emanations, and data (information).

B, RISK ASSESSMENT PRINCIPLES, A risk assessment is an analysrs
of assets and vulnerabilities, and threats to those assets to
determine the level of risk to an AIS. Rrsk is "measured"
either quantitatively or qualitatively by determining the
impact of threats on the facility, system, information,
personnel, and the supported organizations or other users.
While the complexity of the risk assessment depends on the
scope and characteristics of the AIS under review, the
following elements are always considered in the analysis.

1. Varyinq Security Requirements. Not all applications,
systems, or facilities require the same level of
protection. To determine the relative importance of each
application and the facility itself, a systematic
assessment must be used to determine the effect of
unauthorized data disclosure, manipulation, destruction,
and the effect of loss of data processing capabilities
for varying periods of time.

2. Threats. A threat is any action or event, whose
occurrence iS likely to adversely aftect the facility OK

system: the potential for harm from a particular source.
Major threat groupings are: natural hazards, accidents,
and intentional acts.

(a) Natural disaster - tornado, hurricane, earthquake,
flood, lightning, windstorm, fire, rain, mud, leer
snow, etc.

(b) Accidents - unintentional acts caused by computer
programmersr computer operators, maintenance
personnel, or data processing customers.

(c) Intentional acts - deliberate acts causing damage or
disruption by anyone including an unauthorized user
of the system, or an authorized, disgruntled user.

3, Vulnerabilities. A vulnerability is a weakness that may
be exploited by a threat agent to cause harm to the AIS
activity. General factors considered in determining
vulnerability include the geographical location, the
operational and security modes, the sensitivity and
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CHAPTER 3. RISK HANAGERENT AND RISK ASSESSMENT

A. RISK HANAGEUENT PRINCIPLES.

1. Security is a management problem. Risk management 1s an
element of management science concerned with identifying,
measuring, and minimizing the effects of unknown future
events and their potential adverse consequences. A good
risk management program can assist a manager in
optimizing the amount of security for his automated
information system (AIS).

2. A risk management program requires a Critical
examination - a risk assessment - of the AIS environment
and the risks to which AIS assets are exposed. A risk
assessment consists of an analysis of threats and
vulnerabilities to the AIS and provides a basis for
determining how much protection currently exists and how
much additional protection is required. Risk assessment
methodologies vary depending on the characteristics of
the AIS; the methodology for evaluating risks for
microcomputers differs from that of a mainframe computer.
Although some minimum requirements for Security Controls
exist, each AIS site must be evaluated separately to
determine the appropriate controls for that site since
each site and operating environment 1s different.
Security controls are implemented after consideration of:
the AIS exposure to risk (from the risk assessment),
value of assets, criticality of operations, cost (funds
and personnel) to implement controls, impact on
operations, planned changes in AIS operations, dnd other
factors important to management. Risk management is an
ongoing effort: risks must be reevaluated periodically
and whenever changes occur to the AIS environment to
ensure adequate protection is achieved.

3. The objective of risk management is to achieve
cost-effective controls (safeguards) against deliberate
or inadvertent:

a. Loss/destruction of assets. Assets include system
hardware, system software, application software,
documentation, and data.

b. Modification of assets. Assets include System
hardware, system software, application software,
documentation, and data.

C. Unauthorized disclosure of intormatron. Information
includes classified, privacy, financial, asset1
proprietary or any other type deemed worthy of
protection.
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2. B. 5. b. (2) A legally enforceable provision that all
controls applicable to the contractor will be in
effect before commencing contract performance;

(3) A declaration as to whether the contractor or
the government owns and/or manages the controls
designed or developed for this contract.

6. Each user authorized to use an automated information
system abides by the security requirements implemented by
the AIS Security staff (ADPSO, ADPSSO, and NSO) as
applicable and only for authorized purposes. The user
informs the AIS security staff of the levels and types of
data they process or access.

7. All Coast Guard and contractor personnel shall use
automated information systems only when authorized to do
so.
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3-. B. 4. Headquarter's program managers who sponsor (i.e., design,
develop, acquire, or implement) automated information
system hardware, software, network, or sensitive
application projects must ensure the system they sponsor
provides adequate security as determined by the
requirements of this Manual. Where an automated system
is or will be run at multiple activities or sites, the
sponsoring program manager is responsible for ensuring
the system has been certified in accordance with this
Manual for multi-site distribution.

5. Contracting officers who administer contracts for AIS
hardware, software, maintenance, supplies, or services
ensure that contract specifications comply with the
security requirements of this instruction.

a. Solicitation specifications will include, where
applicable, the followlng:

(1) Rules of conduct which a contractor and
contractor employees must follow.

(2) A description of the personnel security
clearances required for access.

(3) A description of the controls the contractor and
the systems must provide.

(4) A list of the Department of Transportation and
Coast Guard directives or other policies,
standards, and procedures that apply.

(5) Methods and procedures which will be used to
determine the effectiveness of the controls.

(6) A requirement that the risks be periodically re-
evaluated and that the activity's contracting
organization be advised when new countermeasures
are required.

b. When a contractor is being considered, the activity's
contracting officer, with assistance from the AIS
security staff, will evaluate the proposal or offer
for award considering AIS security requirements
including:

(1) A determination that the proposal demonstrates
that the contractor will provide adequate
protection;
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2. B. 2. b. (10) Provide annual self-audit review results to the
ADPSO.

C. Network Security Officer8 (NSO) assist the ADPSO in
implementing the AIS security program, including:

(1)

(2)

(3)

(4)

Ensure control8 and requirements are included in
the network design and that individual node8 of
the network comply with these control8 and
requirement, prior to connecting to the network.
Security requirement8 will be agreed to in
writing by the network DAA and the DAA of the
network node (i.e., automated information system
connected to the network.

Develop and promulgate the standard security
procedures governing network operations.

Ensure all required network controls are
utilized and controls used at network nodes
fully support the security integrity of the
network.

Maintain liaison with all ADPSSO in the network.

d. Command Security Managers:

(1) Ensure adequate physical protection of the
installation housing the AIS facility is
provided.

(2) Assist in the performance

(3) Assist in the performance
evaluation.

of risk assessments.

o f  s e c u r i t y  t e s t  and

(4) Assist ADPSO in managing an AIS security
awareness and training program.

3. Commanding officer8 or managers of AIS actlvitles within
offices, areaat districts, regional maintenance and
loqistics commands, or Headquarter's units must implement
those security controls neceauary to protect the
automated information systems and information within
their command or organization. The requirements and
guidance provided by this Manual, the ADPSO, ADPSSO, and
NW, are used where applicable.
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2. 0. 2. a. (11) Assume the AIS security staff responsibilities
for any staff member not appointed.

(12) Conduct an annual AIS security program self-
audit and provide self-audit review results for
all activities within the command or office to
Commandant (G-TDS).

b . ADP System Security Officers (ADPSSO) assist the
ADPSO in implementing the AIS security programr
including:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

Be the focal point for all security matters for
automated systems for which assigned.

Implement the AIS security program as it applies
to assigned automated systems.

M,aintain an inventory of automated systems,
sensitive applications, and essential functions
(application,s) supported by an automated system
and a security survey for each system.

Provide input to the ADPSO for the AIS Security
Plan with regard to all assigned automated
system(s).

Prepare and maintain contingency plans for
assigned system and critical applications.

Conduct or assist the ADPSO in the performance
of risk assessments, sensitive application
certification reviews, security test and
evaluations, and audits for assigned system.

Implement appropriate Security controls required
by directive or determined to be cost-effective
by the activity.

Monitor system activity, including
identification of the levels and types of data
handled by automated systems, assignment of
passwords and review of audit trails, outputs,
etc., to ensure compliance with security
directives and procedures.

Maintain liaison with remote facilities served
by automated systems to ensure compliance witn
applicable security requirements.
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2. B. 2. a. ADP Security Officers (ADPSO) coordinate Headquarters
office, area, district, or Headquarter's unit
implementation of the AIS security program,
including:

(1)

(2)

(3)

(4)

(5)

(6)

(7)
.*

(8)

(9)

Be the focal point for all AIS security matters
for the the command.

Ensure an ADPSSO and NSO are assigned in wrltlng
where applicable.

Develop and maintain an AIS Security Plan to
protect command or office automated information
systems. Submit a copy of the AIS Security Plan
to Commandant (G-TDS).

Maintain an inventory of automated systems,
sensitive applications, and essential functions
(applications) supported by an automated system.

Coordinate or assist in the preparation and
maintenance of contingency plans for automated
systems and essential applications.

Coordinate the implementation of the command or
office risk management program and assist in the
performance of risk assessments, sensitive
application certification reviews, and security
test and evaluations.

Ensure command or office accreditation support
documentation is developed and maintained and
accreditations and requests for accreditation of
automated systems and networks are completed as
required.

Coordinate with the command security manager for
01s program on matters concerning AIS security
issues in accordance with the security
organization structure established by the
commanding officer.

Promptly report all AIS security Violations to
the commanding officer. Copies of reports shall
be forwarded to Commandant (G-01s) and (G-TDS)
via the chain of command.

(10) Be custodian of command or office AIS security
documentation.
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-I. . B. 1. c.

d.

e.

f.

9.

h .

1.

Ensure contingency plans are prepared for each
automated system and critical function (application).

Ensure a risk assessment is conducted for each
automated system and network.

Grant or request systems accreditation in accordance
with guidance in chapter 13, Accreditation.

Ensure each office, area, district, or Headquarter's
unit-unique sensitive application is certified based
on formal review of application security controls.

Ensure appropriate personnel security procedures are
established and enforced for those personnel
operating or using automated systems.

Ensure AIS security awareness and training is
provided Coast Guard and contractor personnel
operating and using automated systems.

Ensure contract specifications for AIS hardware,
software, services, and supplies contain appropriate
security requirements.

Detailed responsibilities for AIS security staff and
command security manager are defined below.

2. AIS Security Staff. The AIS security staff organization
will vary within each Headquarters office, area1
district, Headquarter's unit and Activities Europe. AIS
security staff positions and responsibilities are:

- ADP Security Officer (ADPSO) - Headquarters office,
a r e a , maintenance and logistic command, district, and
Headquarter's unit level.

- ADP Systems Security Officer (ADPSSO) - Any activity
(e.g., division, branch, district unit) having an
automated information system.

- Network Security Officer (NSO) - Headquarters office,
area, maintenance and logistic command, district, and
Headquarter's unit level.

Large commands might have a different individual assigned
to each position while in smaller commands one individual
might assume the duties for all positions. The
commanding officer ultimately has the discretion as to
the resources applied within his command to meet the
requirements contained in this Manual.
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2. A. 2. Commandant (G-TTs):

a. Establishes communications security (COMSEC) security
policies, standards, and procedures.

b. Establishes TEMPEST security policies, standards, and
procedures.

C . Assists Commandant (G-g$sm) in the performance of risk
assessments when requested.

3. Commandant (G-01s):

a. Performs oversight inspections and reviews of Coast
Guard security programs.

b. Establishes policy, standards, and procedures
applicable to the physical protection of
installations housing automated systems.

C . Participates in the performance of risk assessments
and security test and evaluations when requested.

d. Establishes policy, standards, and procedures
concerning civilian employee security clearances.

e. Determines the position sensitivity and the
investigative requirements for civilian AIS
positions.

f. Investigates security violations resulting from
theft, fraud, or misuse of equipment.

B. PROGRAl'l UIPLEHENTATION.

1. Chiefs of Headquarter's offices, area and district
commanders: commanding officers of Regional Maintenance
and LOglstlCs Commands: Commander, Activities Europe; a
commanding OfflCeCs of Headquarters units implement AIS
security policy, standards, and procedures contained in
this Manual within their command or office, including:

nd

a. Designate and appoint in writing an ADP Security
Officer (ADPSO) to act as the focal point for all
command or office AIS security matters. Notify
Commandant (G-TDS) of the ADPSO's name, address, and
phone number and update the information as changes
occur.

b. Ensure a single management ofticlal (ADPSSO or NSO)
is assigned responsibility for the security of each
automated information system or network within the
command or oftice.
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CHAPTER 2. AREAS OF RESPONSIBILITY

A . PROGRAM NANAGENBNT. The Chief, Office of Command, Control,
and Communications (G-T) is the program director for the AIS
security program: the Chief, Data Systems Division (G-TDS) is
the program manager. The Chief, Office of Operations (G-o)
is the pro
overall an8

ram director for Coast Guard security programs
Chief, Intelligence, Investigations and Security

Division (G-01s) is the program manager. Commandant (G-TDS)
will ensure the AIS security program is consistent with
overall Coast Guard security requirements as determined by
Commandant (G-01s).

1. Commandant M: 6 -cm
a.

b.

C .

d.

e.

f.

g-

h.

i.

j.

k.

Establishes AIS security policies, standards, and
procedures.

Prepares, updates,
Manual.

and disseminates the AIS Security

Coordinates the Coast Guard-wide implementation of
the AIS Security program.

Provides generic or model AIS Security Plan,
contingency plans (for disaster recovery and
continuity of operations), and other AIS security
documentation.

Approves Coast Guard risk assessment methodologies.

Coordinates or assists in the performance of risk
assessments of automated information systems.

Coordinates or assists in the certification of
sensitive applications.

Assists in the security test and evaluation of
automated information systems when required.

Provides technical recommendations to those
responsible for AIS accreditation and sensitive
application certification.

Coordinates an AIS security training and awareness
program.

Is custodian of AIS security documentation.
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1. D. 13. For

a.

b.

b.

those Systems relying upon remote terminal devices:

security characteristics of remote terminals and
interface devices, if required, as well as security
measures for the areas in which they are located,
shall be prescribed by the organization having
security responsibilities for the central computer.

Measures and procedures required to ensure overall
system integrity shall be agreed upon before remote
terminals and other supporting devices are connected
to the central computer.

Remote terminal user organizations shall comply'wlth
approved security measures and compliance with
security procedures issued by the host central
computer installation.

14. Each Headquarter's office, area staff, district,
Headquarter's unit, and Activities Europe shall establish
a security awareness and training program to assure Coast
Guard and contractor personnel involved in the
management, operation, programming, maintenance, or use
of automated systems are aware of their security
responsibilities and know how to fulfill them.

15. Each Headquarter's office, area staff, district,
Headquarter's unit, and Activities Europe shall report
the results of an AIS Security program self-audit to
Commandant (G-T) annually. bee Chapter 15, AIS tiecurlty
Documentation Requirements.

e. WAIVERS. When a commanding officer believes the requirements
of this manual cannot be met without adverse impact on
operations: he may submit a request for waiver of specific
requirements to Commandant (G-TD&) via the chain of command.
The request for waiver must provide information in sufficient
detail to clearly demonstrate the relationship between the
requirement and the adverse impact. Inquiries for guidance
and interpretation are encouraged and should be addressed to
Commandant (G-TDS).

P. CONFLICTS. The AIS Security Program is a sub-program within
the broader Coast Guard security Program. In the event of
Conflict between the requirements of this manual and
COMDTINST M5500.11, security Manual, the requirements ot
COMDTINST M5500.11 shall take precedent. Conflicts in
requirements may also occur when other department/agency
security requirements are applicable. When a commanding
officer determines that a conflict in requirements exists, he
shall notify Commandant (G-01&) and (G-TDs) of the conflict
in writing.
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1. D. 9. Military and civilian personnel who will be involved in
classified or sensiqive computer operations and who will
occupy positions designated ADP sensitive, shall be
appropriately cleared and granted access prior to
occupying such a position. Interim clearance and access
may be authorized, where deemed necessary! by the
activity commanding officer.

10. For each newly acquired automated information system:

a . All requirements (e.g., general functional systems
requirement, detailed functional systems requirement,
or statement of work) for systems handling, or
intended to handle, sensitive or classified
information shall contain provisions for appropriate
security controls.

b . Appropriate security-related specifications shall be
included in all hardware and software procurement or
acquisition packages.

C. In no event will hardware, software, or services be
procured for use in systems handling classified or
sensitive information without full prior
consideration of the requirements of this Manual.

See Chapter 19, New Systems - Security Requirements.

11. When two or more data processing installations connect to
a network within a single command, a Network Security
Officer (NSO) shall be designated to establish
appropriate security requirements for network users.
Users of the network shall fully implement security
controls prescribed by the NSO-

12. When one or more data processing installations connect to
a network involving two or more commands (e.g., a Coast
Guard-wide or inter-district network), each command shall
designate a Network Security Officer (NSO). The NSO
shall establish, in conjunction with the network manager,
appropriate security requirements for network users
within the command for which the NSO is responsible.
Users of the network shall fully implement security
controls prescribed by the NSO.

1-7



1. D. 4. Each automated system shall be designated as classified,
sensitive, or nonsensitive based on the sensitivity and
criticality of information processed. The following
criteria apply:

a. Classified (Level I) - Classified information
including Confidential, Secret, Top Secret, and
higher.

b . Sensitive (Level II) - Information requiring
protection under the provisions of the Privacy Act of
1974, unclassified national security-related
information, information designated "For Official Use
Only," and other information which relates to
asset/resource, proprietary, or contractual
information.

C . Nonsensitive (Level III) - Information which does not
warrant a higher designation.

5 . Each activity having an automated system shall develop,
maintain, and periodically test contingency plans which
address emergency response1 back-up, and recovery actions
required to provide reasonable continuity of data
processing support should events occur that prevent
normal operations. See Chapter 4, Contingency Planning.

6 . Each Headquarter's office, area staff, district,
Headquarter's unit, and Activities Europe having an
automated system handling classified or sensitive
information shall establish a formal risk management
program to assist in identifying and assessing relative
threats, vulnerabilities, and risks, as well as controls
to reduce risks to an acceptable level. See Chapter 3,
Risk Management and Risk Assessment.

7 . Each activity having an automated system designated
classified or sensitive shall undergo a periodic and
detailed review leading to formal accreditation, the
formal approval of a system to be operated at what has
been determined to be an acceptable level of risk. See
Chapter 13, Accreditation.

8. For each activity having an automated system with a
classified or sensitive designation, positions whose
purpose and function merit such, shall be designated ADP
sensitive. See Chapter 6, Personnel Security.

l - 6



1. c. 2. c. Information regarding individual privacy of United
States citizens as provided for in the Privacy Act of
1974 as described in COMDTINST M5260.2.

d. Privileged, proprietary, and other information
properly designated "For Official Use Only," as
described in COMDTINST M5500.11, Security Manual, and

e . Other informatkon which must be protected from
unauthorized disclosure, alteration, loss, or
destruction because of possible damage to personnel
or property.

3. Protect funds, supplies, and materiel managed or
disbursed through the use of an automated information
system from theft, fraud, misappropriation, or misuse.
This includes automated asset/resource accounting or
authorizing systems, operations which are involved in the
control and distribution of funds, or the processing of
information which offers the opportunity to divert
economically valuable resources (e.g., supplies, dollars,
o r  data ) .

D. PROGRAM REQUIREHENTS.

1. Each Headquarter's office, area staff, district,
Headquarter's unit, and Activities Europe having an
automated system shall have a qualified ADP Security
Officer (ADPSO), appointed in writing, responsible for
implementing the instructions contained in this Manual.
In addition, ADP System Security Officers (ADPss~), and
Network Security Officers (NSO) shall be appointed as
appropriate, in writing, to assist the ADPSO in
implementing the AIS security program. See Chapter 2,
Areas of Responsibility.

2. Classified and sensitive information handled by Coast
Guard automated systems and associated telecommunications
equipment and systems shall be properly safeguarded
against unauthorized access1 use, modification,
destruction, or other denial of service through the
integrated employment of appropriate physical, personnel,
administrative, hardware, software, communications, and
emanations security controls. See separate chapters for
discussion of appropriate security controls.

3. Each automated information system shall be provided a
level of security commensurate with the importance of
system operation to overall mission accomplishment: the
v a l u e , sensitivity, and criticality of the information
being processed: the value of the facility, hardware, and
software: and the relative risks to the system.

l-5



1. B. 16.

C!.

17.

18.

19.

20.

(Cont'd) The term sensitive information is sometimes
used for unclassified, sensitive information. This type
of information includes, but is not limited to, certain
personal, budget, financial and management information,
and information generally categorized as For Official Use
Only (e.g., proprietary and privileged information).

Tempest - The study and control of spurious electronic
signals emitted from electrical equipment.

Threat - The source of an adverse event that can cause a
loss. Threats are categorized as either natural hazards,
accidents, or intentional acts.

Trusted Computer System - A system that employs
sufficient hardware and software integrity measures to
allow its use for processing simultaneously a range of
sensitive and/or classified information. The National
Computer Security Center has defined application-
independent. evaluation criteria to classify systems into
four broad hierarchical divisions of enhanced security
protection with varying degrees of trust.

vulnerability - A weakness in the physical layout,
organization, procedures, personnel, management,
administration, hardware, or software that may be
exploited to cause harm to an automated information
s y s t e m .

POLICY. Coast Guard personnel shall:

1. provide adequate and effective protection of all
automated information system resources, including
computer facilities and equipment, peripherals, remote
terminals, programsr associated documentation, supplies,
information, and personnel associated with computer
operations.

2. Protect classified information and sensitive information
handled by automated systems against espionage, sabotage,
fraud, misappropriation, misuse, or inadvertent or
deliberate compromise, specifically:

a. Information classified, in accordance with Executive
Order 12356, as important to national security,

b. Unclassified, national security-related information
which has been determined to have value to foreign
adversaries as described in National Security
Communications Advisory Memorandum (NACAM) 84/l,

1-4



B. 12. Office Information System (01s) - Any electronic system
designed and used solely for document management
purposes: i.e., preparation (word processing), storage,
retrieval, manipulation (sorting, indexing, etc.), and
distribution (electronic mail). Office information
system equipment excludes typewriters, office copy
machines, and other devices which have no text editing
capability.

13. Risk Assessment (or Risk Analysis) - An analysis of
assets and vulnerabilities, and threats to those assets
to determine the level of risk to an AIS. Risk is
"measured" either quantitatively or qualitatively by
determining the impact of threats on the facility,
system, information, personnel, and supported
organizations or other users.

14. Securit
+

- The effectiveness level of the controls which
ow access to an AIS such that only properly authorized

individuals, or processes operating on their behalf, will
have access to read, write, create, or delete
information, or interfere with the timely processing of
information. Also the measures required to protect
against unauthorized (accidental or intentional)
disclosure, modification, or destruction of automated
systems and data, and denial of service to process data.
Components include Physical Security, Administrative
Security, Personnel Security, and Technical Security
(hardware, software, and communications).

15. Sensitive Application - The set of procedures
Tpredominantly but not necessarily exclusively automated)
which define the arithmetic computations and data
handling operations of classified (Level I) or sensitive
(Level II) data to achieve a specific purpose. An
application has automated processes programmed in a
language (e.g., assembly, BASIC, COBOL, Wang glossary) or
off-the-shelf application package which permits automatic
processing of the information. Text files or data base
files containing (storing) but not processing sensitive
information are not sensitive applications.

16. Sensitive Information (or Data) - Information that, as
determined by a competent authority, must be protected
because its unauthorized disclosure, alteration, loss, or
destruction will at least cause perceivable damage to
someone or something. Classified information is a
separate category of information, and is always
designated as classified (e.g., Confidential, Secret, Top
Secret).

l-3



1. 6. 6. Certification - The of f ic ia l  authorizat ion that  is
granted to a sensitive application attesting to the
adequacy of its security controls. Certification is made
based on an independent review of security controls of
the AIS facility and the application program and manual
interfaces to determine if  security design specifications
are correct and have been properly implemented.

7. Contingency Plan - A contingency plan provides a course
of actlon to be fol lowed during or fol lowing an emergency
or other abnormal event which causes or may cause a
disruption in data processing services for essential
functions (appl icat ions) . Contingency plans address both
the data processing support and the function itself.

8. Controls (or Countermeasurea or Safeguards) - The
physical , personnel, administrative, hardware, software,
and communications measures used to protect against
unauthorized (accidental  or intentional )  disclosure,
modification, or destruction of automated systems and
data, and denial of service to process data.

9. Data Sensitivity (LEVELS I, II, AND III) - Categories of
data used to determine the degree of protection to be
afforded data and automated information systems
processing such data. This is a CG categorization which
groups other  recognized data/information categories for
the convenience of prescribing automated information
system security requirements.

a . Level  I . Class i f ied data.

b . Level XI. Unc lass i f ied , sensit ive  data  (ca l led
sensitive)  requiring special  protection:  for example,
Pr ivacy Act , For Official Use Only, technical
documents restricted to limited distribution.

C . Leve l  I I I . Al l  other unclassif ied data.

10. Designated Approving Authority (DAA) - The DAA is the
of f ic ia l  having responsibi l i ty  for  the accreditat ion of
an AIS.

11. Mode of Operation - The security environment and method
of operating an AIS or network. Modes include:
Multi level  Security,  Control led Security,  Systems High
Security, Dedicated Security Mode, Periods Processing,
and Least Privilege.

1 - 2



CHAPTER 1. AIS SECURITY POLICY

A, SCOPE AND APPLICABILITY. Security requirements and guidance
contained in this manual are applicable to all automated
information systems owned by or operated on behalf of the
Coast Guard. Systems which support Department of Defense or
other department or agency missions are also subject to the
security requirements of the supported department/agency.

B. DEFINITIONS.

1.

2.

3.

4.

5.

Accreditation - The official authorization that is
granted to an AIS facility to process classified or
sensitive information in its operational environment.
Accreditation is based on the determination the AIS is
operating at an acceptable level of risk, after a
comprehensive security evaluation and consideration of
other management factors (e.g., criticality of
operations, 'cost to implement controls, impact on
operations, planned changes in AIS operations.)

AIS - See Automated Information System

AIS Activity - Any operating or staff unit of the Coast
Guard operating an AIS, or commercial firm providing AIS
services to the Coast Guard under contract.

AIS Security Staff - Individuals assigned responsibility
for and who function as action officials for AIS security
within their respective organization. An ADP Security
Officer must be designated, as a minimum, at major
commands (Headquarters' offices, area staffs, districts,
and Headquarters' units, and Activities Europe); other
staff designations provide for a hierarchy of
responsibilities within the command and may be assigned
at the discretion of the commanding officer. AIS
security staff designations include:

ADP Security Officer (ADPSO)
ADP Systems Security Officer (ADPSSO)
Network Security Officer (NSO)

Automated Information System (AIS) - Automated
information systems include traditional ADP systems
(mainframes and minicomputers), microcomputers, office
information 9 stems, networks which connect them, and
applications ‘fsoftware) which run on them.
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ENCLOSURE (1)

ENCLOSURE (2)

ENCLOSURE (3)

ENCLOSURE (4)

ENCLOSURE (5)

ENCLOSURE (6)

ENCLOSURE (7)

ENCLOSURE (8)

ENCLOSURE (9)

Note: Double

ENCLOSURES

AIS SECURITY DEFINITIONS

AIS SECURITY REFERENCES

MICROCOMPUTER RISK ASSESSMENT METHODOLOGY

STANDARD TERMINAL RISK ASSESSMENT METHODOLOGY **

GENERIC CONTINGENCY PLAN **

SENSITIVE APPLICATION DESIGN GUIDE (SADG) **

SENSITIVE APPLICATION CERTIFICATION (SAC) REVIEW
METHODOLOGY **

SAMPLE AIS SECURITY PLAN **

OMB A-130, MANAGEMENT OF FEDERAL INFORMATION
RESOURCES

asterisks (**) denotes those enclosures distributed
separately, normally only to major commands and HQ offices.
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5.

6.

7.

c. Area and district axmanders; amtnanding officers of Kegional
Maintenance and Logistics Canminds: Cmmnder, Activities Europe; and
axnnanding officers of Headquarters units shall:

(1) Protect autanated information systems and the information they
contain by ensuring the AIS security program policies,
procedures, and standards described in this instruction are
follcwed.

(2) Designate an individual, called the ADP Security Officer (ADPSO),
to inplementtheprogramarxl  act as point of contact for AIS
security matters. Notify Cannandant (G-TDS) oftheADPsT)'s name,
address, and phone number and update the information as changes
occur.

d. All Coast Guard and contractor personnel shall use autamted
informatim system3 only When authorized to do so. Each authorized
user shall abide by the security requirements implemented for the
s y s t e i n .

AcTION. Area and district amtmnders; cmmanders of mintenance and
logistics camands; unit omnanding officers: and Cmmander, OS Activities
Europe shall ensure appliance with this Instruction.

REmKrs. The AIS Security Program Self-Audit Report, RCS-GJl'DS-16232 is
required per Chapter 15 of this mual.

I. F. rvv;~l,L;h
i*ilief, Office of CIJ~tlniL,nd, Conlrol & Communication5
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4. DISCUSSION.

a. A&mated informtion system
au-ted systms (hardwar

security addresses the protection of
e, software, and processing envirornnent) and

the protection of the information they contain. Governmant
information is a valuable resource. As enployees andagents of the
govmb we are accountable to theplblic at large for-we
mnage allgoverrmntresources, including information. wehavea
continuing responsibility to protect the confidentiality and integrity
of the information we use and to ensure essential agency functions are
carried out.

b. AIS security is amnagemntproblem, mt atechnicalone and the
responsibility for protecting our information resources lies with each
mmmnd and ultimately with each of us as individuals. Managers of
autunated systerne mst assess the risks of unauthorized tmdification
and disclosure of information, and denial of service of their systems
andthenenplay~oontrolsneededtoreduce~riskstoan
acceptable levei. This instruction describes the requirements for an
AIS security program whi& will allow ammanding officers, AIS
mnagers, and Coast Guard personnelwho use au-ted systems tomeet
the reguiramants of m A-130 and their responsibilities to the
public.

c. The Coast Guard AIS securityprogramis new. AIS securityplicy and
procedwxswille~lve aswelearnmre abouthmwe canprotectour
au-ted systems and information. Ccnstructive comtlents about the
programandthisManualarewelmne.

5. RESRXSIBILITIES.

a. FdmMndant (Ml is theprogramdirector for theAIS security program;
c<rrmandant (G+lDS) is the program mnager. Bt(G-O)isthe
program director for Coast Guard security program3 overall and
Cammdant (-1s) is the program manager. c!ummdmt (GJrDs) shall
ensure the AIS Security program is axsistent tith overall Coast Guard
security reguirernents as determined by CamMndant (MIS).

b. Chiefs of Heakluarters offices shall:

(1) Protect autanated informaticm systmts and the information they
contain by ensuring the AIS security program policies,
procedures, and standards described in this instruction are
follcWed.

(2) Designate an individual, called the ADP Security Officer (ADPSO),
to i.@menttheprogramandactas point of contact for AIS
security matters. Notify Cmmmdant (WTD!3) 0ftheADPSO's name,
address, and phone nurker and update the infomtion as changes
OCClX.



U.S. Department
of Transportatio
united states
CoastGkmd

Commandant
hired States G!%?%?J

MAILINQ ADDRESS:

Washington, D.C.
20593-!iml

Phone: (21112) 267-1382

COMDTINSI' M5500.13A

 IN,9TFSJcTICN M5500.13A

Sub j: Automated Inform&m Systetne (AIS) Security Manual

1 .

2.

3.

2 4 3UL 1931

PURPOSE. This instruction provides U. S. Coast Guard policy, procedures,
standards, and guidance for inplementing the Autamted Information Systems
(AIS) security program*

DIREEl'I~~. Cmmandant Instructions M5500.13 andC550Q.14 are
cancelled.

The Office of Managmt and Budget (OMB) Circular A-131il,
Management of Federal Information Resources, requires federal agencies to
assure an adequate level of security for all agency autanated information
systems, whethermintained in-houseor cmmercially. Agencies mst:

a. aSSure automated SySterrrS operate effectively and acClJrat&y,

b. assure appropriate physical, personnel, administrative, and technical
controls are irtplmted, and

C . assure the continuity of operation of autamted systems that support
critical agency functions.

To achieve these objectives, agencies are required to irrplementand
maintain an autanated inform&ion systems security program which
addresses four primary elements: applications security, persamel
security, AIS facility security, and security awareness and training.
The programmstbe omsistentwithgovernment-wide policies, procedures,
and standards issued by the Office of Management and Budget, the
Department of Cuttmerce, the Department of Defense, the General Services
Administration, and the Office of Personnel Management. Prcqrams nust
also incorporate additional requirements for securing national security
information in accordance with appropriate national security directives.

MSTRlDUTK)N-9)Lb 125
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CHAPTER 4, CONTINGENCY PLANNING

A . GBNBRAL. A contingency plan provides a course of action to
be followed during or following an emergency or other
abnormal event which causes or may cause a disruption in data
processing services for essential functions (applications).
Contingency plans address both the data processing support
and the function itself. In most cases separate plans should
be prepared for the AIS facility providing data processing
support and for the individual functions. Contingency plans
for AIS facilities (also called disaster recovery and
continuity of operations plans) provide for reasonable
continuity of data processing support. Contingency plans for
applications provide for continuity of essential functions by
program managers and end users in the event automated support
is interrupted. The application contingency plan should be
consistent with the contingency plan for the AIS activity at
which the application is processed. Plans for systems which
support essential functions of the activity should be fully
documented and operationally tested periodically.

B, POLICY. Program managers and end users of AIS applications
are responsible for establishing and maintaining alternative
arrangements by which they can continue to deliver those
products and services deemed essential in the event of a
disruption of the primary source(s) of data processing
support, where applicable.

Managers of AIS facilities are responsible for maintaining
plans for continuing to provide operational support for
essential functions, considering the needs of their users to
the maximum practicable extent. Program managers, end users
and AIS facility managers must coordinate their plans closely
with each other to achieve essential and cost-effective
support. Where essential functions are involved, plans are
to be thoroughly documented, periodically tested, and updated
as necessary to reflect changes in circumstances.

CL!, RBQCJIRBMENTS.

1. Each application owner and end user accountable for an
essential function using data processing support shall:

a. Determine and document the essentiality of the
products and services of the pertinent automated
information systems.

b . Notify the cognizant AIS facility manager of the
essentiality of each automated information system
supporting the function, and subsequently withdraw
these notifications when applicable.
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4. c. 1. c. Develop, document, test, and keep current a
contingency plan for delivering the products and
services of each essential function in the event of a
disruption of the primary source of AIS support. To
the degree practicable, these plans should be
consistent with the disaster recovery and continuity
plans of the supporting installation. These
contingency plans are the independent product of the
end user organization, and it is the prerogative of
the program manager to make arrangements in lieu of
or supplementing AIS facility disaster and continuity
plans as necessary to satisfy the needs of the
program.

d. Identify and safeguard each plan and its related
documentation in accordance with COMDTINST M5500.11,
Security Manual.

2 . Each commanding officer responsible for managing an AIS
facility providing data processing support for essential
functions shall:

a .

b .

C .

d.

e.

f.

Develop a disaster plan to allow recovery from
service interruptions in a timely manner with the
minimum practical impact on the users.

Develop a continuity of operations plan to provide
reasonableedata processing support should events
occur that prevent normal operations at the
installation.

Maintain an inventory of applications processed by
the facility which support essential functions,
adding to and deleting records from this data base
upon notification from end user program managers#
where applicable.

If the installation provides support to an essential
function, thoroughly document, periodically test, and
modify the disaster and continuity plans as necessary
to keep pace with changing conditions.

Identify and safeguard each plan and its related
documentation in accordance with COMDTINST M5500.11,
Security Manual.

Address in their plan, as a minimum, the following
three elements:
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4. c. 2. f. (1) Emergency response - Procedures to cover the
appropriate emergency reaponse to a fire, flood,
civil disorder, natural disaster, bomb threat,
or any other incident or activity, which will
protect lives, limit damage, and minimize the
impact on data processinq operations.

(2) Backup operations - Backup operations procedures
to ensure that essential data processing
operational tasks can be conducted after
disruption to the primary data processing
facility. Arrangements should be made for a
backup capability, including the needed files,
programs, magnetic tape and paper stock,
preprinted forms, etc., to operate the essential
systems functions in the event of a total
failure.

(3) Recovery actions - Recovery actions and
procedures to facilitate the rapid restoration
of a data processing facility following physical
destruction, major damage, or loss of data.

3. If unplanned disruption of services would not have a
critical impact on mission accomplishment, commanding
officers of AIS activities shall inform the Headquarter's
office, area, district, or Headquarter's unit ADPSO of
that fact and a contingency plan will not be required.

D . SCOPE OF TEE APPLICATION CONTINGENCY PLAN. The focus of the
application continqency plan are the preparatory and
emergency actions required to ensure continued availability
of the essential functions of the application. The scope and
depth of the plan is influenced by the activity's AIS
environment, the criticality of the functional application
being supported, and the user's AIS support requirement.
Actions should include, as appropriate, interim manual
processing requirements to achieve a minimum level of
performance for extreme emergency situations and actions
associated with reduced or alternate processing capability
documented in the AIS Facility Contingency Plan. The
contingency plan should identify:

1. Actions to be taken in advance to reduce the effect of
lost or impaired service.

2. Actions required if the normal AIS environment is
impaired or disrupted. The impairment or disruption can
range from a few minutes to a few days depending upon the
cause or situation. The contingency plan addresses this
entire range as it applies to how functional requirements
are met. Three situations could occur:
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4. D. 2. a.

b.

C .

Limited loss of AIS capability. Impact will vary
depending upon the urgency or loss potential of
individual tasks.

Interruption to AIS operations. The duration of the
interruption will depend on the time needed to
restore normal operations.

Major damage or destruction of the facility or
contents. When the activity providing AIS support
becomes untenable, backup or repair of the AIS
facility is necessary to restore normal operations.

3. Actions required if the AIS activity suddenly had to
expand processing capability to accommodate a national
emergency or some other critical event.

E. SCOPE OF TBB AIS FACILITY CONTINGENCY PLAN. The focus of the
AIS facility contingency plan are the preparatory and
emergency actions required to ensure continued availability
of the essential data processing requirements as determined
by the requirements of application owners and end users. The
scope and depth of the plan is influenced by the activity's
AIS environment, the criticality of the functional
application being supported, and the user's AIS support
requirement. The contingency plan should identify:

1. Actions to be taken in advance to reduce the effect of
lost or impaired service.

2 . Actions required if the normal AIS environment is
impaired or disrupted. The impairment or disruption can
range from a few minutes to a few days depending upon the
cause or situation. The contingency plan addresses this
entire range as it applies to the activity's AIS
environment. Three situations could occur:

. .
a . Limited loss of AIS capability, Impact will vary

depending upon the urgency or loss potential of
individual tasks. Typical causes are:

(1) Failure of key peripheral hardware unit(s) or
communication circuits.

(2) Failure of electric utilities.

(3) LOSS of key application programs, preprinted
forms, or documentation.

(4) Partial loss of air-conditioning.

(5) Unavailability of key personnel.
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4. E. 2. b. Interruption to AIS operations. The duration of the
interruption will depend on the time needed to
reatore normal operations. Typical causes are:

(1) Failure of major AIS hardware unit(s) or air-
conditioning unit.

(2) Failure of electric utilities.

(3) Fire, flood, or sabotage in or near the AIS
operating environment.

(4) Intrusion of smoke, dirt, or dust.

(5) Unavailability of operations personnel caused by
bomb threat, etc.

c. Major damage or destruction of the facility or
contentx. When the activity providing AIS support
becomes untenable, backup or repair of the AIS
facility is necessary to restore normal operations.
Typical causes are :

(1) Natural acts (earthquake, flood, tornado,
lightning, etc.).

(2) Civil disorders (bombing, explosions, fire,
etc.).

(3) Mechanical breakdowns (water pipe bursting,
malfunction of fire suppression systems,
junction box fire, etc.).

3. Actions required if the functional application or user is
denied information or service. The degree to which the
functional user is affected will be determined by the
actual or potential delay or denial of services and time
required to recover. The user and not the AIS security
staff judges the impact upon a functional application or
user. The user is responsible for telling the AIS
activity what priority is placed on the workload. Only
the functional user can determine the criticality of AIS
Support to operational mission accomplishment and the
urgency of the requirement for AIS services.

4. Actions required if the AIS activity suddenly had to
expand processing capability to accommodate a national
emergency or some other critical event.
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4. P. TESTING AND EVALUATION. Periodic testing and &valuation of
contingency plans help ensure their success should they have
to be implemented. Contingency plan tests and evaluations
should be made at a frequency commensurate with the risk and
magnitude of loss or harm that could result from disruption
of data processing support: normally, at least annually.
Testing can be as extensive as transferring the entire AIS
operation to an off-site facility or as minimal as conducting
a fire alarm test. The depth and scope of the operational
testing is dependent upon the practicality and importance of
demonstrating that the plan works. Those testing the
contingency plan should note that the plan addresses not only
how to recover from a power loss, but also what to do if the
AIS operation is destroyed. To account for the broad range
of emergencies and disruptions, the team should develop
bcenarios, control and evaluate the test of these scenarios,
and evaluate the results. This evaluation provides insight
into improving the contingency plan. The contingency plan,
the test plan, and the test results contribute to ensuring
that AIS operations can be continued under abnormal
situations and that there is adequate AIS security.

G . ?lODEL CONTINGENCY PLUS. Commandant (G-TDS) will provide
model contingency plans for the mainframe and minicomputer
environments and standard terminal environment. The model
plans provide a basic outline and generic text and forms
which may be used in the development of local contingency
plans. The model contingency plans are provided on standard
terminal floppy disks.

Contingency plans for essential functional applications will
vary widely depending on the nature of the function and the
data processing support thus making model plans meaningless.
Commandant (G-TDS) can assist program managers and end users
developing these plans by discussing various alternatives to
meet requirements.

4-6



CHAPTER 5. PEYSICAL SECURITY

A. GEWBRAL.

1. Physical security and environmental controls shall be
used to provide an acceptable level of security against
potential threats, identified by risk analyses, to AIS
operations. Physical security is required for spaces in
which the AIS equipment is located, vital support areasr
media libraries, administrative areas in which sensitive
input and output is handled, remote terminal locations,
areas in which portable terminals are used or stored, and
other areas in which risk to the system, data, or
operation8 may occur. Commandant (G-01s) establishes
physical security policy and procedure: 8ee COMDTINST
MSS00.11, Security Manual for related guidance.

2. The great number and diversity of automated systems and
installations within the Coast Guard make it
inappropriate to establish universal, physical security
standards. An acceptable physical security environment
shall be achieved through the implementation of the
following basic physical security requirements.

a. Positive physical access controls shall be
established to detect and, if possible, prevent
unauthorized entry into the AIS facility and other
critical area8 which support or affect the operation
of AIS equipment or the processing of data by the
equipment.

b . Physical access to data files and media libraries
shall be limited to individual8 who require access in
the performance of their official duties.

C . The effect6 of all types of natural disasters, such
as fire and floods, shall be prevented, controlled,
or minimized to the extent economically feaaible by
the use of detection, extinguishing systema, and well
conceived and tested contingency plans.

3. Physical security and environmental controls shall be
consistent with requirements and guidance contained in
the Federal Information Resources Management Regulation
(FIRMR) Part 201-7, Security of Information Resource
Systems: the Federal Property Management Regulations
(FPMR) Part 101-20; and the National Fire Prevention and
Control Administration's Handbook RP-1, Standard Practice
for the Fire Protection of Essential Electronic Equipment
Operations: and applicable local building codes.
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5. A. 4. Additional physical security and environmental control
requirements for automated systems which process
classified information are provided in Chapter 18,
Classified Information Processing.

B. SITE SELBCTION MD DESIGN CONSIDBRATIONS.
factors shall be considered in AIS

The following
facility site selection

and design.

1. Incorporate into the initial facility design provisions
for controlling access.

2. Avoid sites below ground or other locations subject to
flooding.

3. Keep windows to 2 minimum due to the risk of forced
entry.

4. Avoid locations within a building that are easily
accessible to the general public.

5. Select interior locations when feasible to use inherent
protection of the outer building. The environment
immediately above, below,
must also be considered.

and adjacent to the facility

6. Provide for appropriate protection of related support and
operational areas located outside the central facility.

C, ROOM CONSTRUCTION AND DBSIGN STANDARDS. The physical
security of an AIS facility depends to a large extent upon
the adequacy of the construction of the structure in which it
is housed. The following physical security construction
standards shall be used for AIS installations (computer
hardware, software, and related peripherals) whose aggregate
total cost exceeds $250,000 and shall be considered for those
system installations of lesser value.

1. Walls. Walls shall be constructed:

a . Solidly, and extending from true floor to true
ceiling.

b . With at least a one-hour fire rating (includes true
floor and true ceiling), and

C . Without windows, when practicable.
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5. c. 2. Windows. When windows in an AIS facility or vital
support area are deemed necesaaryl they shall be
protected as follows:

a .

b .

c .

When practicable, ground floor windows should be
fitted with firmly secured glass blocks or impact
resistant plastic panes.

If glass panes are used for ground floor windows they
shall be suitably barred or alarmed.

Windows above ground level shall be protected
commensurate with the risk of the window location;
e.g.8 height above ground, proximity to fire escapes
and adjacent roofs, etc.

3. Vents and Openings. The structure shall not include any
unsecured vents or openings through which entry may be
gained. ;

4. Physical Accea8 Controls,

a . Doors. Exterior and interior doors shall be of
sufficient strength and installation to prevent
unauthorized entry into the facility and shall be
hinged to prevent their removal. Emergency exits
shall be secured from the inside and shall be
equipped with panic-type hardware.

b . Access Control System. Doors shall be equipped with
a proprietary lock (e.g., Beat lock). Employee
entrances shall be equipped with a cypher lock or
electrically released lock (e.g., card access system)
to prevent unauthorized entry.

5 . Intrusion Detection System. An intrusion detection
system that provides a remote alarm to a manned security
or response station shall be installed to detect
unauthorized off-duty entrance to the apace.

6. Utility Systems. In designing utility systems for AIS
facilities, special attention shall be given to the
following factors:

a . Electrical conduits, including lightning rods, muat
be placed where they will not endanger data on
magnetic tapes in use in the computer area or stored
in the media library.
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5. C. 6. b.

C.

d.

e.

Pipes for fluids must be located where leakage into
electrical equipment will be minimized.

Air conditioning systems for AIS equipment
temperature controls must be equipped with fire
dampers to retard spreading of fire or introduction
of chemical agents or smoke into the equipment area.

Lead-ins and shut-offs for utilities vital to the
facility operations must be located with minimum
exposure to possible tampering.

Communications lines associated with AIS operations
shall be protected.

7. Construction Materials For Fire Resistance. Materials
used in AIS facilities for walls, floors, partitions,
acoustical treatment, raised floors and supports,
suspended ceiling or other construction in the equipment
room shall have a National Fire Protection Association
flame spreading rating of 25 or less.

0. Fire Detection and Extinguishing Systems. Effective fire
detection and appropriate fire extinguishing systems
shall be included in the design of each AIS facility.
See additional guidance provide below.

Planning Protection Against Water Damage. Below ground
or basement sites are particularly vulnerable to flooding
from backed up sewer lines, broken water mains, heavy
rains, swollen streams. If such a site is used,
provisions shall be made for drains, pumps8 and emergency
power for pumpsl and barriers to divert flood waters from
the facility, sealing walls and floors against water
seepage or other protection measures determined to be
applicable to the facility. In addition, no matter where
the computer facility is located, a fire on the floor
above will generally result in excessive build-up of
weight and water that may produce leakage into the
facility. The use of drains, bunkers, and channels
should be considered to alleviate potential problems of
this nature. Floor-to-floor integrity designed into
buildings is often lost by drilling holes for utilities.
These holes should be sealed to prevent their use as a
path for fire or water.
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5. D. PROTBCTIOR OP AIS SUPPORT ARBAS. AIS facilities depend upon
the continued availability of various utilities and the use
of other support areas to-stay in operation. Since the
8ource of utilities to the facility may be in other
structures or area8 (e.g., power transformer, emergency
generator8) appropriate phyeical security controls for these
resources must be planned. When on-line AIS equipment is .
housed in separate structures, these structure8 require
comparable protection.

1. Utility rooms (e.g., electrical c108et8, transformer
VaUlt8r air conditioning room8r etc.) shall be equipped
with proprietary locks.

2 . Separate etructures housing e88ential utility source8
shall be of adequate construction to preclude
unauthorized entry, including solid construction doors
equipped with proprietary lockb, and protected hinges,
window8 or other potential entry opening8 appropriately
barred or screened, and alarm systems to detect
unauthorized entry.

3 . Communication8 terminal boards and associated equipment
related to AIS teleprocessing shall be in controlled
acces8 room8 with proprietary locks.

B. PROPBCTXOU OF AXS ADIIUISTRATIVB ARBAS, AIS administrative
area8 are those area8 associated with an AIS activitv which
do not house AIS equipment. The physical security *
Consideration8 for such area8 will vary considerably and the
protective mea8ureb used will depend upon the determination
aade by management in light of the sensitivity of the data
involved. Consideration shall be given to:

1. Extent to which acce88 to the area need8 to be controlled
while the material8 are being handled.

2 . Measures needed to protect the data concerned while the
area is unattended, and

3 . Measures needed to compartmentalize (separation of
duties) the AIS related administrative functions.

F. PROTBCTIOU OF RBMOTB TBRMINALS MD MOBILE EQUIPWENT,

1. Remote Terminals. AIS operations usually require use of
remote terminal. Because of location, such terminals are
especially vulnerable to misuse. Control systems shall
provide for systems disconnect of the terminals when not
under the immediate control of an authorized userr and
shall require authentication of the user. Physical

5-5



5. F. 1. (cont'd) security controls are necessary to protect the
terminals from tampering and to supplement the security
provided by the control aystem.

a . Terminal Location. Remote terminals shall be located
in a room or area which ahall be locked when the
terminal is not under the immediate surveillance of
an authorized user.

b. Disconnect Locks. To disable a terminal when
unattended, it may be equipped with a disconnect
lock, with properly controlled keys.

2. Portable Terminals. Management officials authorizing use
of this equipment shall be responsible for assuring
proper use of the equipment and for its being properly
protected. This equipment shall be used only in areas in
which sensitive data will not be exposed to unauthorized
individuals. This equipment shall be stored in
controlled space secured with a proprietary locking
system when not in use. Removal of this equipment from
Coast Guard buildings or spaces is subject to property
removal controls. In addition, a checkout log shall be
maintained for this equipment which shows to whom the
equipment is checked out, purpose for which its outside
use is authorized, date and time of removal and date and
time of return. Users under these conditions shall
assure that sensitive data and authenticators are not
compromised by such use.

3. Mobile AIS Equipment. Mobile AIS equipment, i.e., on
board ships, aircraft, used in support of Coast Guard
missions must be used and safeguarded in a manner which
will protect the Coast Guard's interests. The cognizant
security element shall be consulted for appropriate
guidance on the security of the equipment and the data
concerned.

G. PROTECTION OF AIS MEDIA LIBRARIES. AIS data storage
llbrarles for magnetic tapes, disc packst floppy dish Or
any other pertinent media shall be protected in accordance
with the sensitivity of the information stored therein and
its importance to Coast Guard missions.

1. AIS Media Library Construction. Media libraries shall
meet the construction standards prescribed above for AIS
facilities.
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5. G.

8.

I.

2. Supplemental Protection for Sensitive (Unclassified)
Media. When circumstances warrant1 sensitive data should
be given additional protection, such as being stored in
locked containers within the media library when a limited
quantity of the media includes such data. When the
quantity is extensive, it may be more practical to
upgrade the security of the complete AIS media library by
use of high security doors, sensor alarms, guard checks
and other appropriate measures.

DESTRUCTION OF SENSITIVE AIS MATERIALS MD WASTE.

1.

2.

3.

4.

AIS Input/Output and Waste Materials which contain
sensitive information may be destroyed by any means which
assure that the sensitive data cannot be retrieved. The
method of destruction shall depend upon the sensitivity
of the data, destruction resources available, and the
volume of materials. Cognizant security personnel should
be consulted on destruction methods such as shredding,
pulverizing, burning, etc.

User offices furnished computer-generated reports shall
be responsible for determining what reports and input
documents they hold contain sensitive data which requires
destruction.

AIS Facility Managers shall be responsible for
protection, disposal, or destruction of input documents,
computer-generated products, and AIS related materials
which they hold. The application system manager shall
have the responsibility for advising the AIS facility
manger as to the sensitivity and specific disposal
actions to be taken with each identifiable item.

AIS-Related Materials which contain no sensitive
information may be disposed of by any means the holder
deems appropriate.

PROTECTION AGAINST HAGNETXSM EFFECTS, Possible damage to AIS
magnetic storage media can result from its exposure to
magnetic forces, either fro deliberate attempts to damage the
stored data or from inadvertent placing of the media too
close to electrical currents capable of demagnetizing it. To
minimize the danger, AIS magnetic storage media shall be kept
at least twenty (20) inches from storage room exterior walls,
from high voltage circuits and from lightening discharge
conduits.
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5, J. PROTECTION OF ESSENTIAL AIS OPERATING RECORDS. AIS facility
mangers shall provide for appropriate protection of all AIS
operating records which are essential to the continuity of
operations or for the recovery of operations following and
emergency stoppage. Suitable off-site storage shall be
provided for back-up records for use in event of natural or
malicious destruction of such records at the facility.

K. PROTECTION OF SENSITIVE AIS RECORDS IN TRANSIT. Coast Guard
offices transmitting sensitive AIS records between facilities
by mail or messenger are responsible for assuring that the
materials are properly protected while in transit, including
proper packaging, controlling, and addressing. They shall
maintain controls to assure that all transmitted materials
are received by addressees.

L. ENVIRONMENTAL SECURITY. AIS equipment, media and related
utilities are highly sensitive to damage and disruption by
fires that may occur in the equipment room, media storage
libraries or other areas vital to the functioning of a
computer system. The resulting disruption of operations,
loss of vital records and the possible effects upon the
mission necessitate the inclusion of fire safety as a key
element of an AIS facility physical security program. The
degree of environmental protection required varies from one
facility to another. Such factors as the value of the
equipment, operational requirements for uninterrupted system
availability, local site considerations, and the uniqueness
and resulting difficulty in replacing system components will
influence the amount of resources committed to ensure that an
adequate level of environmental security is provided. The
following standards shall be used for AIS installations
(computer hardware, software, and related peripherals) whose
aggregate total cost exceeds $250,000 and shall be considered
for those system installations of lesser value.

1. Fire protection codes and standards. Adequate fire
protection for AIS equipment is achieved through a
combination of minimizing the exposure to fire damage,
assuring prompt detection, and providing adequate means
to extinguish the fire. Commanding officers of AIS
activities shall ensure AIS facilities conform to the
standards contained in the National Fire Code, Volume 7,
specifically the National Fire Protection Association
(NFPA) Code NO. 75, "Standard for the Protection of
Electronic Computer/Data Processing Equipment": NFPA 72,
"Automatic Fire Detectors": NFPA 80, "Fire Doors and
Windows": and NFPA 70, "National Electrical Code." AIS
facilities shall also comply with appropriate Coast Guard
and OSHA Occupational Safety and Health standards
regarding the design and implementation of local fire
protection systems.
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5. L. 2. Computer room fire prevention. Fire prevention is
heavily dependent upon the physical characteristics of
the area housing the equipment. Experience has shown
that fires are more likely to start in adjacent offices
or rooms (rather than in the facility itself), and then
spread to the data processing area. Adjacent spaces
should also be considered when planning a fire protection
system.

a. Facility construction. All materials used in the
construction of computer rooms or related facilities,
to include those composing walls, floors, partitions,
finish, acoustical treatment, raised floors, raised
floor support, and suspended ceiling, shall have an
NPFA flame-spreading rate of 25 or less.

b . Operational practices. Within the facility, good
housekeeping and operating procedures are essential
to maintaining a noncombustible environment. Lint
from'moving paper and cards ignites very easily and
burns rapidly. The space under raised floors
collects lint and should be cleaned regularly. Paper
stocks and magnetic tapes, other than small
quantities for immediate usec should not be stored in
the main computer room or in auxiliary AIS equipment
rooms.

C . Power-off controls. The power-off controls for the
electrical system shall disconnect the ventilation
system serving the computer equipment room and the
power to all electric equipment in the roomr except
lighting. Disconnecting devices shall be placed at
locations readily accessible to operating personnel,
preferably at designated exit doors. These devices
shall be covered to prevent inadvertent or accidental
operation.

d. Smoke exhaust. Computer equipment rooms should be
equipped with a smoke exhaust capability to minimize
possible hazard to personnel, equipment, and storage
media. Air conditioning systems should be equipped
with dampers to prevent the spread of fire, smoke,
and chemical agents.

3. Computer room fire detection systems. Prompt detection
is a major factor in minimizing fire damage to an AIS
facility. Facilities housing essential equipment shall
be equipped with fire detection equipment which detects
the by-products of combustion. Consideration should be
given to locating detection sensors in rooms or areas
adjacent, above, or below a computer equipment room where

5-9



5. L. 3. (cont'd) a significant danger of fire exists. Detection
systems should be specifically engineered for each AIS
facility: however, the following detection system design
characteristics are desirable:

a.

b .

C .

d.

e.

Detectors should be located so as to detect equipment
fires as early as possible.

The detection system should be capable of indicating
the area of the room where the potential fire exists.
This will permit rapid inspection of the area by
computer room personnel before further unnecessary or
expensive action is initiated.

An alarm should be connected to a monitor panel
within the center and at a continuously manned guard
or fire station, particularly, if the facility is
sometimes unmanned.

A l a r m  s y s t e m s , particularly those which are designed
to activate quenching systems, should be equipped
with a delay feature that will permit inspection of
the possible trouble area and evacuation of the room
before extinguishing agents are released.

The detection systems shall be designed and installed
so that it cannot be easily deactivated, either
maliciously or accidentally. Assistance of a fire
marshal, or local fire department, should be obtained
during the planning, design, and installation of a
fire detection system.

4. Computer room fire extinguishing measures. The type of
-fire extinguishing equipment utilized will vary in
accordance with the physical characteristics of the
facility, the mission (sensitivity) of the computer
system, and the value of the equipment and data. A
minimum degree of fire protection shall be provided by
hand-held extinguishing equipment and additional
protection shall be provided by an area extinguishing
system, as determined by risk assessment.

a . Portable firefighting equipment. Fire extinguishing
equipment shall be immediately available for use in
cdntrolling fires in a computer equipment area. A
carbon dioxide or halon fire extinguisher of at least
15-pound capacity shall be available for use on
electrical fires. Water type fire extinguishers
shall be available for use on non-electrical fires.
Extinguishers shall not be located further than 50
feet from any piece of computer equipment. The
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5. L. 4. a. (cont'd) location and usage (i.e., water or
electrical) of the extinguishers shall be indicated
through the use of clearly recognizable signs posted
high enough on the wall over the extinguisher so as
to be visible from any point in the room. S u c t i o n
devices for removing raised floor panels shall be
available at each extinguisher location, if
appropriate. Hand-held extinguishing equipment shall
be marked to indicate the type of fire for which it
is intended. Periodic training, (not less than once
a year) shall be given all computer room personnel on
the safe and appropriate operation of all
extinguishing equipment installed at each AIS
facility.

b . Area extinguishing systems. The two primary agents
used in area extinguishing systems are water and
halon. Water systems are generally used to limit
damage to the facility itself, but, by their nature,
pose a significant threat to AIS equipment. Halon
systems, while more expensive, protect both the
facility and the equipment from extensive damage.
The relative advantages and disadvantages of water
sprinkler systems and halon volumetric deluge systems
must be weighed against cost, computer room
construction characteristics, and operational
recovery requirements. The use of carbon dioxide
(CO2) systems is discouraged since they represent a
significant life safety hazard. If one or a
combination of the conditions listed below is present
at computer installations, an area or volume flooding
extinguishing system should be used to supplement
hand-held extinguishers:

(1)

(2)

(3)

(4)

If the construction of the computer room
contains any combustible material not meeting
the flame spreading rating cited above.

If a significant amount of combustible material
is used or stored within the computer room.

If the system is operated in real time to
support a critical Coast Guard mission.

Where unique local conditions warrant the
additional protection afforded by an area
extinguishing system.
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5. L. 4. c. Fire drills and other related training. Managers of
AIS facilities shall assure that orientation and
training classes are held periodically to enable
personnel who work in or around a computer room to
become familiar with facility fire emergency
equipment and procedures.

5. Fire protection of data storage areas. Because data
storage media will sustain combustion they represent a
different type of fire hazard. Also, magnetic tapes,
tape reels, and disk pack containers become distorted and
unusable at temperatures above 150 F. Because of this
greater sensitivity to heat, the walls, floors, and
ceilings of a storage area should have a a-hour fire
rating. The most commonly used means of protecting
storage media is by a water sprinkler system. The
temperature setting of the heads initiates operation
before any major damage is done to storage media. When
this type of extinguishing system is used, sufficient
drains mtist be placed in the floor to prevent unnecessary
water collection in the affected are. Carbon dioxide and
Halon 1301 systems are equally suitable for use in data
storage areas. An appropriate number of portable fire
extinguishers should also be placed in these areas.

6. Protection of computer supplies. Computer supplies are
the most combustible material used in a data processinq
facility. As few paper, ribbons, and chemical supplies
as possible should be stored in the computer facility
itself. A central storage location which is as fire
resistant as practical should be utilized. This area
should be equipped with suitable fire alarms and
extinguishing systems, if deemed appropriate, after
considering value, criticality to operation, and
proximity to the computer facility.

7. Protection against water damage. Plastic sheeting should
be avarlable to protect vital pieces of equipment from
damage by water rrom water sprinkler systems-or leakage.
Equipment must be powered down when water or high
humidity is present. Plastic covers should be removed
promptly when no longer required to prevent excessive
heat build-up.

8. Local fire or police assistance. The district safety
officer of each AIS Installation should assure that
adequate procedures have been established to obtain
firefighting assistance from the appropriate local fire
departments. This shall include provisions for adequate
alarm and communication procedures, and ensuring computer
room personnel are familiar with fire contingency plans
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5. L. 0. (cont’d) and necessary actions in the event of a fire.
Local  f ire department and district safety off ice
personnel should be invited to visit  the faci l ity,  review
the fire protection system being utilized, and discuss
with appropriate personnel, matters involving f ire
protection of the computer facility. Local law
enforcement agencies should also be contacted to review
plans for providing support in the event of riot or other
civil emergencies where they may be called upon to
prevent disruption of essential data processing
ac t i v i t i e s  a t  the  f a c i l i t y .
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CHAPTBR 6. PERSONNEL SECURITY

A. GENERAL. Personnel are generally considered to be the most
significant threat to an automated information system: thus
the selection of reliable and trustworthy personnel is a
major factor in achieving AIS security. Personnel hiring and
placement practices should ensure that each individual who is
involved with an AIS has a high level of competence, loyalty,
and integrity. The demands for competence, loyalty, and
integrity may vary depending on the sensitivity of the system
and the nature of the individual's responsibilities.

B, SCOPE, This chapter identifies the criteria to be used
within the Coast Guard for positions directly or indirectly
associated with an AIS. This chapter highlights criteria
relative to responsibilities associated with AIS. The
criteria apply to any position, regardless of civilian
classification series or grade having access to an automated
s y s t e m . Additional guidance is contained in COMDTINST
5510.10, Civilian Personnel Security Program and COMDTINST
M5510.16, Military Personnel Security Program.

C. DISCUSSION.

1. The Office of Management and Budget (OMB) Circular A-130
established position sensitivity standards for personnel
associated with AIS. Federal Personnel Manual (FPM),
Chapter 732, Subchapter 2, dated January 6, 1984
established four levels of sensitivity for ADP positions.
DOT Order 1630.5 implements the FPM guidance for the

department. Four categories have been established for
designating computer and computer-related positions.
They are Automated Data Processing (ADP) IV, III, II, and
I which are comparable to the personnel security
requirements identified as Special Sensitive, Critical
Sensitive, Noncritical Sensitive, and Nonsensitive,
respectively. Application of the criteria for
designating category levels of individual positions
normally does not fit a precise formula. A determination
must be made on the basis of judgment, considering
numerous factors, including:

a . The degree of supervision or review afforded the
occupant of the position.

b . The extent of AIS security and protective measures in
effect.

C . The sensitivity of the data being processed.

d. The degree to which the data being processed is
accessible by individuals through outside terminals.
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6. C. 1. e.

f.

9.

The extent to which the activities associated with
the position are performed in isolation from
concurrent processes.

The extent to which responsibility for violations or
attempted violations of AIS security can be
established.

The degree of accessibility to other data in a system
through intrusion by telecommunications or time-
sharing.

D. PPll CRITERIA FOR DESIGNATING POSITIONS. Specific criteria
for assigning positions to one of the ADP-IV, ADP-III, ADP-II
and ADP-I categories include:

1. ADP-IV (Special Sensitive) - Includes any position which
-agency head determines to be at a level higher than
Critical Sensitive based on one of the following
criteria:

a. The greater degree of damage that an individual by
virtue of occupancy of the position could effect to
the national security.

b . Special requirements concerning the position under
authority other than Executive Order 10450, Security
Requirements for Government Employees, such as DCID
114, Director of Central Intelligence Directive.

C. Any position determined to impose a risk in terms of
AIS security above that of the critical-sensitive
level.

2. ADP-III (Critical Sensitive) - Includes any position in
which the incumbent:

a. Has access to Top Secret National Security defense
information.

b. Is responsible for the planning, direction, and
implementation of a computer security program:

C. Has major responsibility for the direction, planning,
arrd design of a computer system, including the
hardware and software;

d. Can access a system during the operation OK
maintenance in such a way, and with relatively high
risk for causing grave damage or realize a
significant personal gain.
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6. D. 2. Such positions may involve:

a. Responsibility for the development and administration
of agency computer security programs, and also
including the direction and control of risk analysis
and/or threat assessments.

b. Significant involvement in life or mission critical
systems.

C . Responsibility for the preparation or approval of
data for input into a system which does not
necessarily Involve personal access to the system,
but with a relatively high risk for effecting grave
damage or realizing significant personal gain.

“,. Relatively high risk assignments associated with or
directly involving the accounting, disbursement, or
authorization for disbursement from systems of:

tl) dollar amounts of SlO million per year or
greater, or

t2r lesser amounts if the activities of the
individual are not subject to technical revie:.:
by higher authority at the Critical-Sensitive
level to insure the integrity of the syster.

e. Positions involving major responsibility for the
direction, planning, design, testing, maintenance,
operation, monitoring, and/or management of systems
hardware and software.

f. Other positions designated by the agency head that
involve relatively high risk for effecting grave
damage or realizing significant personal gain.

3. &DP.:.II (Noncritical Sensitive) - Includes any position in
which the incumbent is responsible for the direction,
planning, design, operation, or maintenance of a computer
system, and whose work is technically reviewed by a
higher authority at the Critical Sensitive level to
insure the integrity of the system. Such positions may
involve:

a. Access to Secret or Confidential national security
materials, information, etc.

6-3



6.~.3. b. Responsibility for systems design, operation,
testing, -maintenance, and/or monitoring that is
carried out under technical review of higher
authoritv at the Critical Sensitive level, to insure~A

integrity of the system. This level includes,
is not limited to:

E.

F.

the
but

(1)

(2)

Access to and/or processing of proprietary data,
information requiring protection under the
Privacy Act of 1974, and Government developed
privileged information involving the award of a
contracts.

Accounting, disbursement, or authorization for
disbursement from systems of dollar amounts less
than $10 million per year.

C . Other positions as designated by the agency head that
involve a degree of access to a system that creates a
significant potential for damage or personal gair.
less than that in Critical Sensitive positions.

.3. AD?-1 (Nonsensitive positions) - Includes all ADP
computer positions not falling into one of the above
sensitive positions.

APPLICATIQ_N_OFCRIT'_R_L_A. The designation of position
cstegcries should normally follow a risk assessment for the
?.IS in question. Contact Commandant (G-01s) if assistance is
r.eeSed in determining position sensitivity catagory.

INVESTIGAT-IGNREQUIREMENTS. All Coast Guard and contractor
personnel employed in positions designated as ADP positions
(ADP-I through ADP-IV) must undergo an investigation in
azccrdance with FPM Chapter 732 and receive proper clearance
if classified information is processed. The scope and
comprehensiveness of the investigation is based on the
sensitivity of the position. Investigations and clearances
must be performed prior to performance of duty unless a
specific waiver is granted by Commandant (G-01s).
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. E. 3. a. POSitiOnS responsible for the implementation of the
USCG's AIS security

P
rogramr including the direction

of risk assessments e.g.# ADPSO, ADPSSO, and NSO).

b. Positions responsible for systems which process
sensitive applications, such as Personnel Management
Information System (PMIS), Marine Safety Information
System (MSIS), Joint Uniform Military Pay and
Personnel System (JUMPPS), Automated Mutual
Assistance-Vessel Rescue (AMVER), and Civilian
Personnel (CIVPER). The preceding list illustrates
some existing Coast Guard sensitive applications; it
is not all inclusive. Also to be included are
positions associated with new systems which will be
similar in scope and sensitivity such as the Law
Enforce’ment Information System (LEIS). Coast Guard-
wide systems should be reviewed by management to
determine initial sensitivity designation.

C . ADP positions/billets requiring an unrestricted user
identification number or unrestricted privileges. ,
such as system administrators, system managers) and
systems engineer and technician positions.

d. Any contract personnel, including standard terminal
system administrators/managers, who are responsible
for direction, planning, design, implementation,
operation, or maintenance of automated system
hardware, system software, and application software.

e . Positions determined by risk assessment or threat
assessment to be of a particularly sensitive nature
or to provide an individual with a great degree of
access throughout a system that processes sensitive
applications.

4. ADP-I (Nonsensitive positions) positions are other
positions involved in computer activities not covered by
ADP-IV, ADP-III, or ADP-II.

P. INVESTIGATION REQUIRBI¶ENTS. All Coast Guard and contractor
personnel employed in positions designated as ADP positions
(ADP-I through ADP-IV) must undergo an investigation in
accordance with FPM Chapter 732 and receive proper clearance
if classified information is processed. The scope and
comprehensiveness of the investigation is based on the
sensitivity of the position. Investigations and clearances
must be performed prior to performance of duty unless a
specific waiver is granted by Commandant (G-OXS).
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CRAPTBR 7 . ADHINISTRATIV5 SECURITY

A. GENERAL-

1. Administrative security consists of management
constraints, standard operational security procedures,
security accountability controls, and those additional
administrative actions necessary to protect AIS
resources. Administrative security controls define who,
what, where, when, how, and how often actions are taken
in the work flow process to ensure the integrity and
confidentiality of AIS resources. It is at those points
in the process where control passes from one function,
element, or individual to another, that control can be
l o s t .

2. The control principles described in this chapter apply to
software development and maintenance activities as well
as data processing "operations." Control of software
during the development and maintenance processes are as
important to the overall security of operations as
control over the central processor.

3. Each AIS activity shall prescribe administrative security
requirements in the form of an AIS security standard
operating procedure (SOP) to guide the actions of
programmersr equipment operators, and other data
processing specialists. Specific requirements shall be
based on the security threats identified by the risk
analysis conducted for the system or facility and the
administrative controls described in this chapter. The
SOP may be included as part of a command instruction or
the Activity AIS Security Plan. The SOP shall include
assignment of responsibility for assuring awareness of
all employees concerned of the administrative security
requirements, and for checking their compliance with the
requirements.

4. Additional administrative control requirements for
automated systems which process classified information
are provided in Chapter 18, Classified Information
Processing.

8. MANAGEMENT CONSIDERATIONS. The security of an AIS or
-facility can be no greater than the reliability and
trustworthiness of its staff. Management constraints to be
exercised in promoting AIS security interests include
election of suitable individuals to fill AIS positions,
assuring employee awareness of their security obligations,
monitoring their compliance with security requirements,
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7. B. (cont'd) tailoring duty assignments to reduce opportunities
for security controls to be circumvented and maintaining
positive controls to assure that unauthorized persons are
unable to access the data.

1.

2.

4.

cJe

6.

Personnel Selection. Selection and retention of a
reliable AIS staff is a personnel management function.
Personnel security requirements, including requirements
for clearances and background investigations, are
prescribed in Chapter 6.

Training. AIS staff members must be properly trained in
exercising security precautions and must be periodically
checked on their compliance with established
requirements.

Delineation of Responsibilities. Duties, privileges,
responsibilities, and specific limitations of all
personnel, involved in the operation of a facility
processing sensitive (Level II) data shall be specified
in writing and periodically reviewed for adequacy by
management or security personnel. All personnel actively
involved in AIS (operators, programmers, analysts, and
AIS management) should have their security
responsibilities incorporated as a job duty/function in
the Officer Support Form (OSF), Enlisted Performance
System (EPS) or Critical Job Element (CJE).

Separation of Duties. When AIS functions are prone to
manipulation (e.g., payroll, inventory control, etc.)
duty assignments should be made so that one individual
does not exercise complete control over the entire AIS
function. This not only provides a balance against
possible fraud, but also assists in checking for errors.

F3z;E:;;zf,on. AIS staff members must be sufficiently
to assure that they maintain and adequate

level of competence in applying the specified security
controls. Supervisors shall appropriately limit access
to AIS equipment and data by employees who are
inadequately trained or whose reliability and
trustworthiness has not been established. Supervisors
need to be particularly alert to potential threats to the
system posed by employees who are the subject of adverse
personnel actions or whose trustworthiness has become
questionable.

Misuse of Functions and Privileges. Coast Guard
employees or other individuals authorized access to a
Coast Guard computer system who knowingly misuse or abuse
a system shall be subject to disciplinary actions as well
as any criminal penalties which may result from data
alteration, system misuse, or diversion of system
resources for personal gain or profit.
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7. B. 7. Protection Against Disgruntled Employees. Employees, who
are about to be discharged or against whom adverse action
is being taken, are a threat to destroy equipment or data
files, modify them for their personal benefit, or commit
other hostile acts. Administrative procedures should be
in place to promptly and completely terminate access to
AIS resources by disgruntled and disaffected personnel.
The use of administrative leave should be considered as
an avenue of removing the potentially disruptive and
dangerous threat of personnel being separated for cause.

C, IDENTIFICATION OF SENSITIVE INPORHATION. The administrative
controls required for an AIS depend on the value of AIS
assets, including the sensitivity of the information
processed. The organizational component (user) requiring
data processing support is responsible for identifying those
applications which process sensitive information. Specific
responsibilities include:

1.

2.

3.

4.

AIS users shall notify the ADPSO or ADPSSO that sensitive
information is to be processed, accessed, or requested.

Each ADPSO or ADPSSO shall maintain a list of sensitive
applications processed by the AIS installation. This
inventory shall include the application program name,
identifier, user(s), and an indication of the sensitivity
of the information processed (e.g., Privacy Act, FOUO).

The ADPSO or ADPSSO shall inform the AIS installation
manager of all applications that process and/or access
sensitive information and shall advise him of the
security controls appropriate for his processing
environment.

AIS users shall adhere to the Federal Register
publication requirements for a system of records subject
to the Privacy Act and observe the appropriate waiting
period prior to requesting that such information be
processed or accessed by an AIS.

D. CONTROL OF ACCESS TO AIS AREAS. AIS areas are those in which
AIS equipment is located, vital support areasp AIS media
libraries, remote terminal locations, administrative areas in
which sensitive AIS data or systems control records are being
processed, and similar locations. Appropriate management
controls must be established to specify who is authorized to
have access into the AIS area, to positively identify the
authorized individuals and to exclude those who do not have
authorization. Provisions must be made for admitting
maintenance personnel and other appropriate individuals into
the AIS area under conditions which do not permit them to
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7. D. (cont'd) have access to the data or to interfere with the
AIS operations. The AIS security SOP should prescribe how
access is to be controlled and who is responsible for
assuring that the controls are applied.

1. Administrative Access Controls. Management controls and
procedures shall be established to supplement the
physical security measures implemented to restrict access
to essential computer equipment and support areas. These
controls should specify who is to have access to what
areast what identification, if any beyond personal
recognition, is required and who shall be responsible for
granting access to visitors and maintenance personnel.
Additional access control requirements for AIS media
storage areas are specified below. Access controls shall
address both duty and non-duty hours.

2. Designation as a Limited Access Area. AIS areas (e.g.,
computer rooms, tape libraries, output distribution
areas) that process or store sensitive information shall
be designated as a "limited access arear" however,
exterior signs indicating such are not required unless
the facility is located in a place which invites
unauthorized and unescorted traffic. Entry to these
areas shall be restricted to those personnel with a valid
requirement and authorization to enter.

3. Authorized Individuals. Lists of authorized individuals,
updated as required, should be provided to those
responsible for exercising access controls. Such lists
should identify those who need full access to the AIS
area, those who are to be admitted for maintenance or
other specified repetitive purposesl etc.

4. Personal Identification. Positive personal
identification shall be required for access to AIS areas.

5 . Excluding Unauthorized Individuals. Normal physical
security measures such as locking of entrances or placing
a receptionist at unlocked entrances to an AIS facility
should provide proper screening. Locked doors may be
equipped with proprietary locks to which only authorized
individuals have keys or cipher combinations. Access to
limited areas within an AIS facility can also be
controlled in the same manner.
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7. D. 6.

7.

8.

Visitors. Visitors to the AIS areas shall be subject to
appropriate screening measures which identify to the
proper authority the visitor's identity and purpose of
the desired visit. If the visit is approved, the visitor
shall be escorted or kept under surveillance during the
visit. Visitor sign-in/sign-out registers shall be
maintained.

Security of AIS equipment room(s) during non-operational
hours. All equipment rooms shall be secured upon the
completion of the duty day or at any other time the
facility is unoccupied, such as during a fire drill, bomb
threat, etc. Strict accountability will be maintained
over keys, combinations, or identification numbers which
permit access to the facility. A security survey1 risk
assessment, or audit may disclose vulnerabilities of the
facility in the after-hours environment. These may
include entry into the computer room through an overhead
crawl space, beneath raised flooring which extends beyond
the controlled area of the equipment roomr or through air
conditioning vents or ducts. During non-duty hours,
computer facilities processing sensitive information
shall have entrances protected by a minimum of two
separate, independent barrier/other security systems.

Controlling Access to Remote Terminals and Portable
Computers. Administrative procedures to control access
to AIS areas in which remote terminal devices and
portable computers are located must be provided to
supplement hardware/software features used to limit use
of the devices. The AIS areas shall be locked when
unattended to safeguard against theft, damage, or misuse
of the equipment.

e. OPERATIONAL PROCEDURES. Good AIS operating practices and
procedures provide controls which protect data from
accidental or unauthorized modification, destruction, or
disclosure during input, processing, or output operations.
The following controls shall be considered and incorporated
in the SOP where practicable.

1. Control of Work Flow. Positive control of both automated
and manual processing shall be provided for those
activities processing sensitive information. Controls
should be detailed and explicit, especially when passing
from function to function, so that historical
documentation of such handling may be used as the basis
for internal review and audit. The following procedures
are intended to provide security for sensitive operations
and should be used where appropriate.
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7. E. 1. a. Control documents. Each request for service or job
submitted by a user should be verifiable through the
use of ID numbers or passwords assigned to authorized
users/ prior to acceptance. Once accepted, the job
should be controlled by means of a single control
document containing such pertinent information as
identification of the submitter, processing to be
performed, control or transaction totals,
classification and sensitivity of processing, program
and file requirements, run time, output verification
instructions and distribution. This control document
should identify all procedural requirements and be
verified by supervisory personnel at major functional
transfer points (e.g., upon receipt and logging, when
scheduled for production, when programs and files are
identified and withdrawn from the library, when
passed to operations).

b. Input/output control. An input/output control group
should be established to screen materials and control
their transfer between external activities and
internal operations. All material entering and
leaving the facility (hardcopy printouts, magnetic
tape reels, card decks) should pass through this
control group for review prior to release. Functions
performed during input/output control should include:
receipts for input; preparing the master control
document; recording of document counts and control
totals: initiation of corrective action on improper
inputs: submitting source documents to data
preparation: checking results of data validation
runs: identification of library requirements (tapes,
disks): submitting jobs to operations for processing:
receipts for output; reviewing process accounting
data to verify counts1 hash totals, and
reasonableness of processing time: reviewing output
for processing errors! proper security markings, and
caution statements, if required, approving release of
materials.

C . Scheduling and job control. Well-defined procedures
for scheduling, processing, and verifying job control
instructions are essential to the security of
sensitive operations.

(1) Scheduling. Whether manual or automated, job
scheduling activities define the data, programs,
and system components to be interacting during
any given period of processing. Effective
procedures should specifically identify job
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7. E. 1. c. (1) (cont'd) classes by security classification and
degree of cumulative as well as individual
sensitivity, in addition to the various types of
resources required.

(2) Job control. To ensure adequate control, job
execution rnstructions should be well detailed
(run time, dependent jobs, core requirements,
input/output devices). Job control or command
language capabilities and instructions should be
complete and fully utilized so as to minimize
need for manual intervention. Job stream
controls are useful in enforcing user
identifications: specifying task, storage and
device requirements: and stating required
responses to exceptional circumstances (e.g.,
execution abort, device malfunction, data
errors). All job control instructions and

.' instruction decks should be safeguarded and job
streams validated by supervisory personnel prior
to being passed to operations for execution.

(3) Logs. System journaling facilities and
operating logs should detail systems activity,
to include all runsI errors, restarts,
interrupts, control instructions, and operator
intervention. Operator console records, in
particular, should be reviewed daily, or at the
end of each shift, by supervisory personnel for
indication of effectiveness of security
c o n t r o l s . Accurate historical documentation is
essential for performance audit and effective
compliance determination, therefore copies of
logs shall be maintained for at lease 90 days.

2. Start-up, Shutdown, and System Failure Procedures.

a. System operations are especially susceptible to
exploitation of vulnerabilities during both scheduled
and unscheduled 'changes of operational state
occurring during system start-up, shutdown, or
failure. For this reason1 operational and security
controls must be intensified, enforced, and reviewed
for compliance to minimize the possibility of system
compromise.

b . State-of-the-art system software and control features
provide for "failsoft" and automatic restart
capabilities which can make system failures
transparent to users and often inconsequential to
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7. E. 2. b.

c .

d.

e .

(cont'd) system operators. In systems supporting
remote access resource sharing devices,
susceptibility to exploitation peaks during these
conditions. Such instances shall be fully documented
and investigated by system security personnel for
evidence of exploitation.

Detailed logs, records, or other documentation of
operational states at the time of failure are
essential in order to provide audit trails for use in
analysis of system failures.

Frequent operational failures caused by unreliable
hardware, software, or procedures create an
environment within which effective security is
difficult to achieve. These conditions should be
corrected promptly where secure operations are
required.

For those systems processing sensitive data, detailed
procedures and checklists shall be developed which
identify actions to be taken during initial start-up,
scheduled shutdown, unscheduled shutdown, and restart
after unscheduled shutdown to ensure system
integrity. Procedures should include requirements
such as load a fresh, certified copy of supervisor
software, obtain approval from system security
officer to commence restart sequence, protect all
removable storage items, disconnect remote terminals,
and observe and record all system indicators to
determine causes of shutdown.

3 . Magnetic Storage Media Control.

a. Identification of AIS Storage Media. Containers,
tape reels, disk packs or other storage media must be
positively identified to assure that the data they
contain is not release in error. Intermediate (e.g.,
scratch tapes) and final magnetic storage media shall
be marked to clearly identify their contents (e.g.,
"FOR OFFICIAL USE ONLY" or "FOR OFFICIAL USE ONLY-
PRIVACY ACT DATA") to prevent their accidental
release and to warn individuals of the need for
special handling.

b . Loqs. Magnetic storage media shall be controlled in
a library to ensure that it does not result in
unauthorized disclosure of sensitive information.
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7. E. 3. b.

C .

a.

e.

f.

g*

(cont'd) Accurate accounting. for sensitive
information shall be ensured by taking both periodic
and unscheduled inventories of all files and storage
media containing sensitive information. The results
of such reviews and/or audits shall be documented.
Additionally, extracts or working copies of existent
files and/or data bases shall be similarly
controlled.

Storage. Magnetic storage media shall be placed in
either a lockable container and/or stored in a room
or vault with the appropriate physical security
requirements to insure it's integrity.

Prevention of Inadvertent Destruction. Steps shall
be taken to prevent accidental erasure, over-write OK
destruction of AI.5 storage media containing essential
data such as master files or system programming.
Specjfic operational instructions should also be
established to cover such incidents as dropped disk
packs, etc.

Media Library Controls. AIS media library procedures
shall require that all pertinent media be stored in
authorized locations, be properly accounted for, and
be released only under prescribed conditions.
Normally the only exceptions to central media library
storage are when it is in use in the AIS equipment
room or when it is stored remotely in an authorized
location for backup purposes.

Control of Access to Data Storage Areas. Besides the
physical security measures established for data
storage areas, appropriate managerial controls must
be implemented to reinforce these physical controls.

Magnetic Media Sanitization. Administrative controls
muat be implemented to prevent unauthorized
individuals from obtaining sensitive data from
internal memory work areas1 scratch disks, and
scratch tapes. Administrative procedures shall be
implemented that require the overwriting of main
storage memory disks or tapes following the
processing of sensitive information. Magnetic tapes
may also be sanitized through the use of a bulk
degausser. Appropriate allowances must be made for
the release of memory dumps and associated data
records to the vendor's technical personnel when
required for debugging or problem resolution.
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.?. E. 3.

4.

5.

h. Disposal of Residue Materials Containing Data.
Operating procedures shall assure that any sensitive
residue to be destroyed is handled in such a manner
that exposure to unauthorized individuals is
precluded.

Hardcopy Output Control.

a .

b.

C .

Identification of Output. Output products shall be
labeled "FOR OFFICIAL USE ONLY" or "FOR OFFICIAL USE
ONLY-PRIVACY ACT DATA" a8 applicable to warn
individuals of the need for appropriate handling.
Any one or a combination of the following labeling
methods may be used.

(1) Computer-generated page markings that
conspicuously identify products as containing
sensitive information.

(2) Stamps or labels.

(3) Cover sheets attached to the products that warn
that the contents are subject to special handling
under the Privacy Act.

Logs. Procedures shall be established for
maintaining correct, current accounting of all human
readable (e.g., english, binary, hexadecimal dumps,
tape prints, etc.), sensitive information in a
computer facility. Similar procedures shall be
maintained for each transfer of storage media
containing sensitive information either to or from a
computer facility (local or remote).

Inventories.-r Accurate accounting for sensitive
information shall be ensured by the ADPSO taking both
periodic and unscheduled inventories of all printed
media containing sensitive information. The results
of such reviews shall be documented.

Erasure of Sensitive Information.

a. Erasure of sensitive information stored on magnetic
storage media shall be accomplished by either
degaussing or overwriting. To preclude the
unauthorized recovery of temporary sensitive
information residing on magnetic storage media, one
of the following actions shall be taken:
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7. E. 5.

6.

7.

a .

a.

b .

(1) Erasure of personal information.

(2) Use of a dedicated pool of magnetic storage
media.

(3) Assign storage media or space therein to named
individuals.

Sensitive information that is to be transferred on
magnetic media outside of the AIS installation where
it is generated, altered, or copied shall be placed
on storage media that was erased prior to recording.
Appropriate steps shall be taken to ensure that the
media after recording, does not contain unauthorized
sensitive information.

Waste Disposal. Paper products, such as listings, cards,
paper tape, and carbons, will be disposed by burning,
shredding or pulverizing. Under no circumstances will
paper products be reused (e.g., re-spliced papert scratch
pads) in a form that would permit access to sensitive
data.

Security of Operational Software. Once software has been
accepted and certified for operational use, it shall be
kept under close and continuous control in order to
ensure that unauthorized changes are ,not made. For the
most sensitive software, a master copy should be
safeguarded and never used for actual production
operations. Production copies of this software should be
generated from the master copy and refreshed frequently
or compared side-by-side to the master to ensure its
integrity. A program library can provide the necessary
control and protection of software.

Modification of Operational Software. Modification and
maintenance of sensitive operational software shall be
accomplished under rigorously controlled conditions which
first validate the cause of any operational failure, the
presence of any design flaws, or the new requirement
necessitating change. Procedures shall be implemented so
that a formalized approval and/or authorization process
is followed whenever modifications are made to sensitive
programs. Upon completion of maintenance or
modification, independent verification of the changes
shall be accomplished prior to placing software back into
operational status. A record of changes made and a copy
of the modification shall be maintained, preferably with
a program run manual. The use of these procedures should
be considered for computer programs other than sensitive
programs. COMDTINST M5234.2, ADS Documentation Standards
Manual provides additional guidance in this area.
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7. E. 9. Maintenance of Documentation. The preparation and
maintenance of prosram documentation (see COMDTINST
M5234.2, ADS Documentation Standards Manual, is important
as a security measure1 as well as an operational
necessity. AIS managers should require, particularly
with respect to programs used to process sensitive data,
the secure maintenance of documents and records which
fully and accurately describe the system and changes made
to it. This documentation is critical when performing
the sensitive application certification review. Guidance
contained in the ADS Documentation Standards Manual is
applicable in concept, intent, and direction to all
systems, but level of detail may vary with the
sensitivity and complexity of the system.

P. AUDIT PROCEDURES. Audit trails are designed to enable the
AIS facility manager or ADPSSO to determine what actions have
transpired bhich may affect the security operations of the
system and permit supervisors or managers to review
operations to determine if any abuses are occurring. To be
effective, these records must determine what transactions
were made, when, and in what sequence. There are two
categories of audit trails, manual and automated. All
procedures must be accomplished under the control and with
full knowledge of the ADPSSO. Following are types of audits
which, when used as mutually supportive mechanisms, will
serve as the principal tools used in evaluating the security
posture of an automated information system:

1. Manual/automated logs.

a.

b.

System user access roster. A current roster
maintained by the ADPSSO of all personnel authorized
access to the system. This roster contains the name,
grade, organization, and security clearance/special
access authorization, user identification code,
functional responsibilities (e.g., programmerr
operator, maintenance, customer, etc.), and file
access authorizations where applicable.

Operational/support access roster. A record
maintained of all personnel who require unescorted
entry to restricted operational areas; e.g., central
computer facility, tape library, remote terminal
areasr etc. This record should include as a minimum,
the name, grade, organization, and security
clearance/access authorization of each individual
requiring routine access to the area.
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7. F. 1. c.

d.

e.

f.

Visitor log. A record maintained of all visitors who
require access to the restricted operational areas
and who are not approved for unescorted access. This
record should include the visitor's name, grade,
organization, as well as the date, time entered and
departed, purpose of visit, and the signature of the
escort.

Library logs. Records used to maintain current
inventory and control access to magnetic storage
media maintained in the library (e.g., "sign-out"
logs which list media identification,
classification/sensitivity, date and time of release
and return, and disposition).

Customer service logs. Records to control release of
products/material outside the confines of the
computer processing environment. Such records
include names of users (organizations and designated
representatives) and authorized transactions.

Reproduction logs. Record of what materials have
been reproduced, their classification/sensitivity, by
whom, for what purposer and disposition.

2. Application Software. Automated, internal programs can
be introduced on line into file-oriented systems to audit
computer accesses and interactions with system programs
and
for

a.

b.

C .

d.

files. As a minimum, such programs should provide
the following:

System access log. A record made of the entry,
identification of terminal, identification of user/
time/date, time used, and input/output device
dedication.

Protected file usage log. A record of the file being
opened and closed, identification of userr activity
taken against the file, and identification of
terminal access to file.

Transmission log. A record of the identification of
terminal receiving acknowledgment, identification of
user request and files involved, date/time, and
identification of communication port/line.

Secondary storage log. A record of the recorded area
of memory assignment by classification/sensitivity,
time area was dedicated, and time area was released.
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7. F. 2.

3.

e. Suspected violations log. A record of the type of
suspected violation, identification of terminal,
identification of userr and date/time of suspected
violation.

Security Verification Programs. Security verification
programsl or slave programsr provide continuous checks on
the hardware and software security of the system's
operations. Actual responses are compared to known
correct responses to verify that the system is responding
properly. A summary of all tests should be recorded and
reviewed periodically by the ADPSSO.

G. USER IDENTIFICATION AND AUTHENTICATION. System controls
shall be used to require that user identity be established
and authenticated, and that data access is limited to that
for which the user is specifically authorized. Passwords are
the most common form of authentication. Biometric
authentication devices may be used in addition to passwords
if a risk analysis indicates the needed for increased
protection.

1. Passwords. Passwords are character strings used to
authenticate an identity: passwords control access to an
AIS by assuring unequivocal authentication of the user's
claimed identity. Knowledge of the password that is
associated with a user ID is considered proof of
authorization to use the capabilities associated with
that user ID.

a. Passwords shall be handled, stored, and controlled at
the level of the most sensitive data in the system.
Knowledge of passwords will be limited to persons
with a need-to-know. Normally, this should be one
personr the user. In all cases1 the ADPSO/ADPSSO
shall ensure that the user holds appropriate
clearances (or functional need-to-know for
unclassified, sensitive applications) and has a valid
operational requirement to access the system.
Individuals assigned passwords are responsible for
assuring that the passwords are not intentionally or
inadvertently compromised. Before an initial
password is issued, the individual users will be
briefed on:

(I) Password exclusiveness,

(2) Measures for safeguarding passwords,

(3) Prohibition against revealing to others, and
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7. G. 1. a. (4) Requirement to inform the AD!?SO/ADPSSO
immediately of any detected misuse of passwords
or other practices potentially dangerous to
system security.

b . In those instances where the ADPSO or ADPSSO issues
passwords, user notification shall be made by direct
personal contact with the individual user, whenever
possible. If distance precludes direct contact with
the user (e.g., remote terminal access), the ADPSSO
may authorize an individual to act for him in the
issuance of passwords.

C . In systems involving central issuance of passwords, a
password shall be retired when the time limit on its
use has expired, the user's duties no longer justify
having a password (e.g., retired, discharged, or
otherwise separated from the duties or function for
which the password was required), or the user is no
longer trusted. Passwords, as unique identifiers of
individual authority and privilege, must not be
allowed to migrate between individuals even though
employed on the same project. Check-out sheets, if
used at the command, for departing personnel should
include a line item for the ADPSO/ADPSSO to ensure
password ret i rement.

d. If overstrike or character suppression capability is
not available when logging on to the system, users
shall assure that passwords are not left on
terminals, in desks, or with printouts or other
materials to which other individuals have access,

e . Passwords can be generated by either the ADPSO,
ADPSSO, or the user depending on operating conditions
and command policy. Passwords shall be no less than
6 alphanumeric characters in length to minimize the
risk of passwords being "guessed" by automated trial-
and-error techniques. Passwords selected should be
words that are not difficult to remember, but should
not be based upon information readily identifiable
with the individual. Passwords based on family
member namesI birthdays, etc. can be easily guessed
and should be avoided. The recommended method for
the development of a password is to take a group of
words or phrases familiar to the user and combine all
or portions of them to form the password. For
example: the password EVOTTUPA is derived from the
phrase, "Every Other Tuesday is PAyday" and can be
easily memorized.
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7. G. 1.

2 .

f. Passwords shall be changed as frequently as needed to
protect their integrity, and as a minimum, at least
every six months. They shall be changed whenever
compromise is known or suspected.

Protection of Passwords. To be effective, access to
oasswords must be limited to those who have

8.

responsibility for using or maintaining them. Passwords
shall be protected at a level commensurate with the
sensitivity of data contained in the system. Passwords
shall be promptly deleted from the system when the user
no longer is authorized access (e.g., resignation,
retirement, reassignment to other duties, etc.).

RBPORTIHG AIS MISUSE, ABUSE, MD ERRORS. The effectiveness
of the security controls prescribed for Coast Guard automated
systems and support facilities depends upon the competency,
integrity, and dedication of each individual concerned with
system user not only in applying the controls, but also in
reporting any systems errors or abuses which come to their
attention.

1. Misuse or Abuse of AIS. Most Coast Guard systems are
designed for simplified system usage and for providing to
the user a variety of system resources. This increases
the susceptibility to misuse or abuse of the system by
individuals who are not authorized to access the
information or who improperly copy, alter, or destroy
data or use systems resources for unauthorized purposes.

a. Deliberate misuse or abuse of Coast Guard resources,
including the use of timesharing services to which
the Coast Guard subscribes, makes the individual
subject to disciplinary action and criminal
prosecution.

b . Incidents of loss, theft, or damage to computer
equipment, software, and data or attempts to access
sensitive information by persons not properly
identified or authorized shall be reported
immediately to the appropriate AIS facility manager#
the ADPSSO, and the command security manager. The
command security manager shall coordinate
investigations when circumstances warrant.
Commandant (G-01s) shall be notified of all
investigations in a written report: the report shall
be marked "For Official Use Only." The ADPSSO shall
maintain a log of all AIS related security incidents
for each system he for which he is responsible.
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7. H. 1. c. Reporting requirements shall be communicated to Coast
Guard personnel who are engaged in the operation,
programming, and administration of Coast Guard
computer systems, related facilities, and related
activities, to include commercial time-sharing.

2. Inadvertent Receipt of Data. Input or output may be
misrouted or mishandled, thus possibly resulting in
unauthorized access to sensitive data: This can occur as
the result of a malfunction of system hardware or
software, the misrouting of data through communications
lines, or human errors in distributing input or output.
Individuals who inadvertently receive such data shall
promptly report this fact and return the data to the
appropriate system administrator or AIS facility manager.
Automated system managers shall maintain a log of these
events for subsequent diagnostic analysis by appropriate
systems and security personnel. Corrective measures
shall be initiated to eliminate the causes of misrouting
of input/or output materials.

3. Escape of Data from System Controls. Any authorized user
of a Coast Guard system who discovers a system failure
which results in the output of data to which he is not
authorized shall report details of the system failure to
the appropriate AIS facility manager.

7-17





CHAPTER 8. HARDWARE SECURITY

A. GEWBRAL.

1. Hardware resident architectural features are becoming an
increasingly important element in the enhancement of
total automated system security. Depending upon the
relative age, sophistication, and design of the computer
system, hardware based security controls represent an
important factor that must be considered when evaluating
the security environment and capabilities of an automated
s y s t e m . Conversely, the lack or absence of hardware
embedded security features and/or the presence of known
hardware architectural vulnerabilities that can be
exploited by a penetrator will require the use of
compensatory actions in other elements of the AIS
security program.

2. Hardware controls function as part of the system itself,
in contrast to the external protective measures discussed
in other chapters. As AIS hardware technology becomes
more sophisticated, system security will be increasingly
dependent upon these controls. Administrators of
operational systems and those engaged in planning and
designing future automated systems should be familiar
with these controls and the effect they have in enhancing
the total security of a system. They shall be evaluated
in the acquisition and implementation of any new AIS.
The implementation of these measures may depend upon the
sophistication of the computer system, the sensitivity of
data processed by the system, and the presence or absence
of other security factors as identified by risk
assessment. This chapter discusses general guidance in
this highly technical and rapidly evolving aspect of
computer security.

B, HARDWARE SECURITY POLICY. Persons responsible for designing,
ZZveloping or acquiring new systems or implementing
significant modifications to existing systems which process
classified or sensitive information shall use cost effective
hardware security controls, or features. Funding support for
retrofitting hardware security controls for existing systems
not undergoing significant modifications, will be evaluated
by Commandant (G-TDS).

C, HARDWARE SECURITY FEATURES.

1. Integrity Features. Processor architecture should.Include certain equipment controls that are intended to
assure the functional correctness and operational
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COMDTINST M5500.13

a. c. 1.

2.

3.

4.

5.

(cont'd) reliability of the system. Such equipment
features as parity characters and validity checks enhance
system security, as well as provide protection against
equipment malfunctions.

Memory and Storage Protection. Hardware controls,
supplemented by system software, should be exercised by
the system over the memory address to which a user
program has access.

User Isolation. A computer system should have the
capability to effectively isolate users from each other
and from access to the protective controls of the
operating system. The principal hardware controls that
accomplish this function are base-addressing registers,
bounds registers, and checking circuits that ensure that
programmed memory addresses are actually limiting access
to authorized programs and data. Length check register
and hardware enforced storage locks also provide user
isolation.

Supervisor/Executive Protection. Entrance to the
supervisory or executive mode should be hardware
controlled.

Identification and Authentication. Certain hardware
measures can be utilized in remotely accessed computer
systems to provide improved means of identifying users
and/or terminal devices. These include the use of
hardware generated characters that identify the terminal
to the central system, and magnetically encoded badges or
cards which can activate the terminal device.

D. DESIRED EIARDWARB SECURITY FEATURES. The following features
or capabilltles should be included in any new automated
information systems when supported by the findings of a risk
assessment.

1. The execution state of a central processor should include
one or more "protection state variables," which determine
what instructions should be executed by the processor.
For example, a processor might have a master mode/user
mode protection state variable, in which certain
instructions are illegal except in master mode.
Modification of the protection state variables will be so
constrained by the operating system and hardware that a
user cannot access information for which he has no
authorization.
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0. D. 2. The ability of a central processor to access locations in
memoryr including primary and auxiliary memoryl should be
controlled. For example, in user mode, a memory access
control register might allow access only to memory
locations allocated to the user by the operating system.

3. The operation of certain instructions should depend on
the protection state of the central processor. For
example, instructions which perform input or output
operations would execute only when in master mode. Any
attempt to execute an instruction which is not authorized
should result in a hardware interrupt which will permit
the operating system to interrupt and/or abort the
program containing the illegal instruction.

4. All possible operation codes with all possible tags or
modifiers, whether legal or not, should produce known
responses by the computer.

5. All registers should be capable of protecting their
contents by error detection or redundancy checks. These
include those which set protection state variables,
control input or output operations, execute instructions,
or which are otherwise fundamental to the secure
operation of the hardware.

6. The contents of any register which can be loaded by the
operating system should also be storable, so as to permit
the operating system to check its current value against
its presumed value. (The term "register" as used in this
enclosure refers primarily to index or general purpose
registers, rather than an isolated address of a single
storage location within the computer.)

7. Error detection should be performed on each fetch cycle
of an instruction and its operand (e.g., parity check and
address bounds check).

8 . Error detection (e.g., parity checks) and memory bounds
checking should be performed on transfers of data between
memory and storage devices or terminals.

9. Automatic programmed interrupts should function so as to
control system malfunctions and operator errors.

10. The ability to identify remote terminals for input or
output should be a feature of hardware in combination
with the operating system.
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COMDTINST M5500.13

8. D. 11. Read, write, and execute access rights of the user should
be verified on each fetch cycle of an instruction and its
operand.

12. Processor architecture should include certain equipment
controls to ensure correctness and operational
reliability of the system. Such integrity features as
parity characters and validity checks enhance system
security, as well as provide protection against equipment
malfunctions.

13. Memory and storage protection, implemented through
hardware controls and supplemented by system software,
should be exercised by the system over the memory
addresses to which a user program has access.

14. A computer or processor-based system should have the
capability to effectively isolate users from each other,
and from the protection control portion of the operating
system. The principal hardware registers, bounds
registers, and checking circuits should ensure that
access to programmed memory addresses is limited to
authorized programs and data.

15. Entrance to the supervisory or executive mode should be
hardware controlled.

16, Certain hardware measures can be utilized in remotely
accessed computer systems to provide improved means of
identifying users and terminal devices. These include
the use of hardware generated characters that identify
the terminal to the central system, and magnetically
encoded badges or cards which activate the terminal
device when inserted into a reader.
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CHAPTER 9. SOFTWARE SECURITY

A . GENERAL.

1. Software based protective controls complement and support
hardware protectrve features designed into computer
circuitry. Increasing reliance for computer system
security will have to be placed upon safeguards installed
within executive, utility, and applications software.
Existing commercial and other standard software products
offer a wide variety of security features and varying
degrees of software protection. This chapter establishes
general policies with respect to the security
characteristics of various types of software and
emphasizes some of the more desirable features which
serve to enhance the security of computer systems.

2. Software categories include:

a. General purpose software.

(1)

(2)

(3)

System software. That which controls the
operations of the ADP equipment (e.g., operating
systems, executive, supervisors, non-hardware
input/output controllers).

Utility software. That which supports both
executive and applications software (e.g.r
sort/merge routines, data management systems,
interpreters, and converters).

Software tools. Those which are used in the
development of applications software.

b. Applications software. Functionally oriented,
problem-solving software (e.g., payroll and inventory
control). See Chapter 14, Sensitive Application
Certification.

3. Each of the preceding categories and types of software
have implications upon the overall security of the system
which the user must consider in handling sensitive
information. Additionally, many new types and categories
of software are Coming into being as both hardware and
software technology advance. Many traditional control
functions are being placed in programmable read-only
memory (PROM), or extended through inclusion in firmware
or embedded into microprocessors. These technologies
offer promise for future extension of effective security
measures. This chapter will focus on operating systems,
data base management systems, and application software.
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9. B, POLICY.

1. Software selected to process classified and sensitive
information shall demonstrate positive security
attributes and capabilities. Conversely, software known
to possess inherent security weaknesses shall not be
employed to handle sensitive information unless special
managerial or procedural controls designed to minimize
these weaknesses have been implemented.

2 . The collective security features of applications,
utility, and executive software, when used in
combination, shall be complementary and serve to enhance
the Security effectiveness of the system.

3 .

4 .

Safeguards embedded in software shall be protected
against compromise, subversion, or unauthorized
manipulation in accordance with FIPS Pub 73.

The user and master modes of system operation shall be
separated so that a program operating in a user mode is
prevented from performing control functions. As much of
the o erating system as possible should run in the user
mode Pas opposed to the master mode), and each part of
the operating system should have only as much freedom of
the computer as it needs to do its job.

5 . A remotely accessed computer system shall be provided
with the capability to identify users and substantiate
that the user is, in fact, who he claims to be.

6 . Control shall be maintained at all times over the use of
remote terminals. In instances where an isolated
terminal which accesses sensitive information is
frequently left unattended during duty hours, a "time-
out" protection feature shall be provided.

Each properly identified system user shall be permitted
by the executive or control software to access system
data and resources to which he is authorized, and no
more. File access authorization, security profile
mechanisms, and terminal access limitations are software
techniques that should be used to control or restrict
user access.

7 .

0.

9 .

9-2

System software shall ensure proper erasure of data
resident in memory segments or on-line storage areas
prior to reallocation.

Systems software shall include, wherever possible, the
means for identifying, journaling, reporting, and
assigning accountability for potential compromises or
violations of system/data base integrity.



9 . B. 10.

11.

12.

The use of encryption for the sole purpose of protecting
sensitive information transmitted over communication
circuits or processed on computer systems is authorrzed.
HoweverI when a comprehensive risk assessment indicates
that encryption is warranted, such action shall be
consistent with FIPS PUB 46.

Software permitting, passwords shall be used to restrict
access to only those data elements (fields) that a user
is authorized to access.

proprietary software products will not be used for
processing sensitive information unless full
documentation including source code is provided to the
using AIS facility.

C. OPBRATIXG SYSTBH SBCURITY FEATURES - GENERAL.

1 . Operating system controls. The operating system will
contain controls which provide the user with all
information to which he is authorized access, but no
more. If such controls are not feasible, output material
shall be generated Only within the central computer
facility under the cognizance of the ADP System Security
Officer (ADPSSO). As a minimum,
must control:

the operating system

a. All transfers of material between memory and on-line
storage devices: between the central computer
facility equipment and any remote device: and between
on-line storage devices.

b. All operations associated with allocating AIS
r e s o u r c e s  (e.g., memory, peripheral devices, etc.);
memory protection: system interrupt: and shittlng
between user and master protection modes.

C . Access to programs and utilities which are authorized
to perform the various categories of maintenance
(e.g., operations which effect authorized additions,
deletions, or changes to data) on the operating
system, including any of its elements and files.
Such controls will ensure that access is limited to
personnel authorized to perform particular categories
of maintenance.

d . All other programs (user programs) so that access to
material is made via an access control and
identification system which associates the user and
the user's terminal, in the AIS with the material
being accessed.
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9. c. 2.

3 .

4 .

Test and debugging programs. User application programs
and systems programs which do not violate the security or
integrity of the AIS, may be debugged during system
operation provided that such activity is limited to the
user mode. All other system software development,
experimentation, testing, and debugging will be performed
on a System (Or library) temporarily dedicated for these
purposes.

Shutdown and restart. The operating system must provide
for security safeguards to cover unscheduled system
shutdown (aborts) and subsequent restart, as well as for
scheduled system shutdown and operational start-up.

Other fundamental features. The following features for
the operating system are also considered fundamental to
the operation of an AIS. Unauthorized attempts to
change, circumvent, or otherwise violate these features
shall be detectable and reported within a known time by
the operating system, and simultaneously cause an abort
or suspension of the responsible user activity. In
addition, the incident shall be recorded in the audit log
and the ADP System Security Officer notified.

a.

b .

C.

d.

Memory/storaqe Protection. The operating system
shall protect the security of the AIS by controlling:

(1) Resource allocation (including primary and
auxiliary memory).

(2) Memory access outside of assigned areas.

(3) The execution of master (supervisory) mode
instructions which could adversely affect the
security of the operating system.

Memory residue. The operating system Will ensure
that sensitive material or critical elements of the
system do not remain as accessible residue in memory
or on on-line storage devices.

Access controls. Access to material stored within
the AIS will be controlled by the ADP System Security
Officer or by automatic processes operating under
separate and specific controls within the operating
system. These controls are established through the
use of hardware, software, and admlnlstratlve
safeguards.

Security labels. All classitied material accessible
by or within the AIS will be identified as to its
security classification, access or dlssemlnatlon
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9. c. 4. d. (cont’d) limitations, and appropriate
downgrading/declassification instructions: and all
output of the AIS will be appropriately marked.
Other sensitive information may be labeled as
desired.

e . Remote terminal identification. Manual and
administrative procedures and/or appropriate
hardware/software measures shall be established to
ensure that the remote terminal from which personnel
are attempting to access sensitive information has
been protected and is authorized such access. Where
a terminal identifier is used, for this purpose, it
will be maintained in a protected file. Ideally, a
dial-back system should be employed,

f. User identification. Where needed to ensure control
of access and individual accountability, each user OK
specific group of users shall be identified to the
AIS by appropriate hardware/software measures. Such
identification measures must be in sufficient detail
to enable the AIS to provide the user only that
material which he is authorized.

g. Terminal time-out. This is an automatic software
disconnection of the terminal from the computer
after a pre-determined period of time has elapsed
without communication between the terminal and the
computer. The predetermined periods of time should
decrease as the level of sensitivity of the system
accessed increases. Recommended time periods are S-
15 minutes. Factors to be considered in determining
the time period include:

(1) Effectiveness of other software protection
features such as audit trails and audit logs.

(2) Location of the terminal.

(3) Frequency of use of the terminal.

(4) Physical and procedural controls ln use.

D. OPERATING SYSTEM SECURITY FEATURES - SPECIFIC.

1. General. Operating systems generally are considered to
perform some, if not all, of the following functions:
job management, task management, file management,
recovery management, and surveillance management. Each
of these functions, by virtue of its interactions with
other parts of the system, plays an important role in the
overall security of the system. In the discussion that
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9. D. 1. (cont'd) follows, the relevant security features
associated with each operating system function will be
identified.

2. Job management. Job management consists of those tasks
which read the input job stream, initiate a job into
execution, and terminate the job. It alS0 allocates the
system input/output (I/O) resources. In particular, it
provides the user interface to the system on a job basis,
The elements of job management considered are the control
language, user interface, spooling,
job control.

job scheduling, and

a. Control language. The control language allows the
user to define the work to be performed by the
operating system. In particular, the control
language statements indicate the beginning of a job:
specifies the user's identity and password; the
programs to be executed: the files to be accessed;
and indicates the end-of-job control statement. For
example, if there is no uniquely enforced end-of-job
control statement, then one job may be able to read
another user's input job stream. The user which had
the second user's job stream appended to his could
obtain sensitive data, including the second user's
identifiers and authenticators. Finally, the
semantics of this language are important to security
because the system resources are allocated and
subsequently accessed through it.

b . User interface. The user interface of a system is
defined to be the point at which the user/ the
operator, or the system administrator (or their
programs) are identified and interact with the
system.

(1) Interactive interface. The first consideration
of the SIGN-ON procedure is to establish the
identity of the user and to prevent one user
from masquerading as another. Passwords are
commonly used to authenticate a user's identity.
The password is kept on an access list
maintained in the computer system and is used to
establish system access. If the check fails,
the user may be given additional SIGN-ON
attempts. The number of attempts should be
limited, three is recommended, and some
compensatory procedure such as disconnecting the
terminal after the limit has been reached should
be initiated. Upon successful SIGN-ON, the user
may initiate subsequent processing by use ot
control language statements. Eventually, the
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. D. 2. b. ( 1 )  (cont’d) user enters a sign-off request to the
job management process which invokes a job
termination process for that specific user.

(2) Batch interface. In the batch mode of
processing, the interface control is often
exercised administratively by a control clerk,
who personally recognizes the user, accepts the
job, submits the job for processing, and
distributes the output to the user. When there
are any doubts concerning the rights of the
user, the system or operations manager is
normally consulted. In addition to these user
interface checks by humans, the job control
language may incorporate user identifiers and
passwords.

(3) Operator interface. System operators are
involved in several tasks which have serious
security ramifications. Such functions Include:

(a) System start-up and shutdown.

(b) System recovery.

(c) Operator/system communications.

The first of these tasks is critical because
there must be assurance that the proper system
is running. The second is important because a
person attempting to penetrate a system can
often take advantage of any incomplete
processing to obtain data not authorized to him.
The third task is critical because a malicious
user must be prevented from spoofing the
operator during such communications. In the
case Of operator/system communications, for
example, messages issued by a user process ana
those issued by a system process must be easily
distinguishable. A common oversight concerns
the manner in which the system handles messages
greater than the consoles capacity (l.e., the
number of characters in a message is greater
than the length on the typewriter line). Quite
often the technique used is simply to continue
the message on the next line. A potential
problem exists in that a user could easily Issue
a message longer than a print line consisting of
one blank line and followed by an appropriate
system message to spoof the operator.
Typically, the operator control process relays
to the operator display device important
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9. D. 2. b. (3) (cont'd) information such as private device
mount requests, system error messagesr etc. In
addition to responding to these, the operator
can initiate and control certain system
functions by inputs from the operator display
device including changes in the system
information, etc. In all of these activities,
it is important that the operator not be able to
display user programs or circumvent security
mechanisms.

(4) ADP Systems Security Officer (ADPSSO) interface.
The ADPSSO may utilize the system similar to
other users (i.e., by means of a job). However ,
the ADPSSO has special privileges and
authorities for accessing and modifying the user
authorization profile. This profile usually
defines the authorized users of the system, the
sensitive files, and the user's password and
access rights. The ADPSSO or the assistant
ADPSSO may carry on a dialogue with the system
through the use of a command language. The
responsibilities of the ADPSSO in generating and
controlling passwords are described elsewhere in
this manual.

C. Spooling. Spooling involves the transter of: data
between primary/secondary storage and local or remote
I/O devices. However, tor many operating systems
there is little or no interpretation of the data or
lts Security properties during this process.
Classified jobs, for example, may not even be
recognized as such during their spooling from a card
reader. The job initiator is usually the flrst
function to perform any security relevant checks.
Consequently, the spooling function should contain
the capability to determlne the classification of
jobs or data on input to a system. Furthermore,
output containing classified information should be
appropriately labeled, including a banner preceding
and following all printed/punched media. In
addition, p r i n t e d  d a t a  s h o u l d  b e  l a b e l e d  with i t s
c l a s s i f i c a t i on .

d. Job scheduling. The primary purpose of the job
scheduler is to assign system input and output
resources to jobs. It must perform this function in
a manner which does not involve the denial of servrce
to Users or permit unauthorized access to sensitive
information. This is achieved through the use Ot
mechanisms which prevent the simultaneous allocation
of an I/O device or secondary Storage space to
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9. D. 2. d. ( c o n t ’ d ) different user jobs. Mechanisms which
prevent incorrect marking or naming of devices should
also be employed.

e. Job control. Job control consists of those processes
necessary to initiate the executive of a task, to
provide for resource sychronization, and to terminate
t h e  t a s k .

(1) Job initiator. The job initiator is responsible
for the initiation of all jobs. It verifies
that the user is authorized to use the system by
comparing the user's identification parameters
with those in the system authorization file. It
also creates control information which
identifies the job uniquely to the system
throughout the life of the job. This
information includes identification information
such as user ID, account number, etc.
Additionally, the job initiator selects from the
input queue the next available job and allocates
resources to it. This allocation depends upon
the availability of system resources and the
amount of resource sharing required. The main
storage allocator must maintain an accurate
record of available main storage space,
otherwise the base or bounds regis ters  can be
incorrectly set and allocation ot the same main
storage to two or more users may occur. Many
input/output devices such as tape drives are not
shareable. Consequently, their allocation
control is limited to granting or refusing
access to them. Direct access devices permlt
sharing: consequently, a r e c o r d  of a v a i l a b l e
mass storage space must be maintained for them.
Otherwise, simultaneous allocations of the same
space to different user jobs may occur.

(2) Resource synchronization. The possibility of
contention can occur when a process needs to
gain exclusive access to a system resource.
Such conflicts can be resolved by process
synchronization accomplished by means oi locks.
Associated with each system resource are one or
more words to be used as a lock to control
access to that resource. Accessing a system
resource to prevent contention involves the
following activities:

(a) Lock or reserve exclusive control of the
resource;
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9. D. 2. e. (2) (b) A c c e s s  t h e  resource; a n d

3.

(3)

(c) Unlock or release exclusive control of the
resource.

Resource synchronization is important for two
reasons. The use of locks reduces parallelism
in the computer system, and hence, the lock can
become a significant performance bottleneck.
Secondly, if the locks are not used by the
operating system prior to the updating or use of
control information an undefined state may be
reached which might cause information disclosure
or system interdiction.

Job terminator. The purpose of the job
terminator is to purge jobs from the system, A
job may terminate either normally or abnormally.
If it terminates abnormally due to various types
of abort conditions, the terminator must ensure
that the resources are returned to the system
and that the abnormal termination procedures do
not permit breaches of security. Moreover, this
process must ensure that no residual data is
left behind. To ensure this, main storage and
secondary storage as well as any hardware
buffers must be purged of sensitive residual
d a t a  (i.e., clear system programs).

Task management. Task management generally involves
controlling the allocation of processor and main memory
resources to system users. It, therefore, includes such
functions as: processor allocation, main storage
allocation, event synchronization, timer services, and
interrupt handling.

a. Processor allocation. The processor allocator or
dispatcher is a program which allocates the central
processor to a particular job and permits control to
be transferred to that job. It keeps tables or
queues of the current status of all jobs and
determines when their programs are ready for
execution. Control of the processor is returned to
the allocator after an interrupt is processed or upon
executing certain types of instructions within a user
of system program. The prime function of the
processor allocator should be to fairly distribute
the processor resources to all tasks and to prevent
the denial ot service to any one task. Poorly
designed scheduling algorithms for allocatlnq the
central processing unit (CPU) to programs may result
in over utilization of the CPU for some jobs while
other jobs are not serviced at all.
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9. D. 3. b. Main storage allocation. When a job is selected for
execution by the operating system, it is allocated
main storage, and the storage protection hardware 1s
properly enabled by the software. Other tunctions of
key importance are swap control and program loading.
Swap control ia concerned with the systematic
movement of programs and data between primary ana
secondary storage. There are two security
considerations relevant to this function. The first
is that the algorithms which support swapping should
not cause thrashing and subsequent degradation of
service. The second is that there must be an
accurate record of which portion ot main storage and
secondary storage is assigned to each program.
Without such a record it would be possible tor
several programs to be al located the same storage
resource. A program may be loaded lnltlally (i .e.,
before the program begins execution, or dynamically)
under program control. The program loader may do the
following to load a request:

(1) Allocate main storage (1f necessary) to contrnue
the program.

(2) Allocate mass storage swapping space (ii
necessary) for the program.

(3) Make a check to ensure that the program being
loaded is properly authorized.

C . Event SynChKOniZatiOn. Because many potentially
conflicting hardware events can occur simultaneously
(e.g. I the simultaneous execution ot several channel
programs), there must be some technique to
synchronize those events. In addition to the many
events that may occur concurrently in the hardware,
different programs and routines can also be executing
asynchronously in main storaqe due to
multiprogramming. Without synchronization scheduling
and resource allocation, conflicts would arise which
would result in a denial of service. Synchronization
can occur at the process level by waiting or posting
a process until a specified event occurs. Such an
event may be the completion of an input/output
operation. If the event has not occurred, the
processor allocator is appropriately notified and tne
process iS added to the queue of processes which are
ineligible to use the processor. When the event has
o c c u r r e d , the processor allocator is notiiied that
the process is eliqible to use the processor.
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9. D. 3. d.

e.

4 .

Timer services. Timer services may be used to
eliminate denial of service. By the use of timer
services, it iS possible to limit the use of the CPU.
Another use of timer services is security
surveillance. This function provides the time/data
recording of information for audit trails and
journaling.

Interrupt handling. The interrupt handlers, in
con junction with their corresponding hardware
features, provide a mechanism for responding to
attempted security violations such as attempts to
execute illegal instructions, to violate storage
protection, and to issue invalid input/output
commands by hardware transfer of control to
appropriate software routines.

File management. File management controls all operations
associated with input/output devices such as allocating
space on direct access storage devices, storing data,
naming and cataloging files, and moving data between main
and secondary storage. The primary functions of concern
are file access control, data access control and data
management. Operating systems typically provide
protection at the file level.

a . File access control. Since data has become more
centralized in computer system facilities, the
ability to share and protect that data becomes
increasingly important. Consequently, the need for
generally restricting access to flies rather than
permitting access is paramount. The issues are:

(1) Protection against unauthorized access to a
file.

(2) Protection against access in unauthorized ways
(e-g. I doing a "write" operation when only a
" read" operation is authorized).

(3) Protection against accidental errors in the use
of the file.

The first two issues are functions that the tile
access control mechanism addresses, while the last
one is addressed in the section on Recovery
Management. The typical tunctlons that must be
performed are:
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. D. 4. a. (1) Locate system data that describes the file,
This involves first examining the job data base.
If the file 1s Currently ln use, the job data
base will contain an entry describing the file.
If the file is not In use, the directory will be
searched for the file.

(2) Verify user's right to access the tile,

(3) Verify the user's access privileges.

(4) If the file is private, allocate a device and
verify that the correct media is mounted.

A user may access any file to which he has been
authorized access. Access to other directories is
gained by having them appear in the user's own
directory index. Directories mayl therefore, be
considered to be hierarchial. Whenever it is
necessary to locate a file, a hierarchial search is
made through the libraries known to the user.
Temporary file names should also appear in a user's
directory. If not, should there be a system crash,
there is the possibility of having data on secondary
storage with no way of accessing it. The granting of
access depends upon the unique labeling of both the
file and the media upon which the file resrdes. Such
labeling permits machine checking that the requested
media was properly mounted by the system operator.
The actual granting of access would be determined
through the use of the authorization data base. A
user's request to use a file must be rejected unless
the user has proper aUthOKiZatlOn to use the file and
the requested privileges (e.g., write, read, etc.)
are granted. A final consideration is the control
over direct access space. A limit is needed on the
total space that can be dynamically allocated to a
user. Otherwise, a user may request and be granted
all the available storage space resulting in aenial
of service to other users.

b . Data access control. Data access control consists of
scheduling and controlling the transfer of data
between main storage and secondary storage. Special
facilities are required to provide data access
control below the file level. Protection at the
record or field level requires a data definition
capability whereby the user ana his access privileges
can be specified.
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9. D. 4. c. Data management/data base management systems (DBMS).
The traditional cancept of the operating System as a
manager of physical resources has been broadened as
the concept of the integrated or corporate data base
has become more widespread. Increasing use of
inexpensive, massive on-line storage media, and
proliferation of large Integrated, on-line data bases
has caused data base management to become the prime
function of many contemporary operating systems. The
extension of operating systems into the management of
logical resources, such as is involved in the
organization, accessing, security, and storage of
data, has led to the development of data base
management almost as a separate science.
Accordingly, the subject will be treated in a
separate section later in this chapter.

5. Recovery management. The need for recovery management
functions is based upon the fact that there ~111 be
periods of operational discontinuity.
be planned or unplanned.

These periods may
Planned or scheduled periods of

discontinuity are needed tor maintenance or configuration
changes. Unscheduled periods of discontinuity may result
from hardware or software failures. In any case, the
protection mechanisms must be operative at all times to
prevent unauthorized access or denial of service. The
functions to be recovered must be explicitly detined when
the system is designed so that the requlred information
redundancy can be built into the various data and control
blocks and so that historical log keeping tacilitres can
be built into the system. This is required so that when
the system crashes, the recovery function can check the
viability of key data and reconstruct ltt if required.
Recovery management consists of hardware error control,
software error control, and the start-up, restart/ and
shutdown functions.

a. Hardware error control. Hardware fault control
routines are necessary to recover from accidental
errors and prevent denial of service. They perform
these functions by recovering from the hardware error
if possible. In most current systems, the hardware
fault control routines log all hardware errors and
determine if recovery from the malfunction is
possible. The functions that these routines provide
are machine check handling-- the recovery of errors in
either the CPU or main storage; channel check
handling-- the recovery from lost I/O interrupts;
dynamic device recovery-- the recovery from a failing
I / O  d e v i c e ; and finally, alternate path retry--the
operation on another channel when the hardware has

3-14



9. D. 5. a. (cont'd) been appropriately configured. In eacn
case, the malfunction is identified and logged,
retried, if possible, and localized to a specific
component.

b. Software error control. Software error control 1s

needed for both application software recovery and
operating system software recovery. For application
software, checkpoint/restart routines are provided.
The current problem with checkpoint/restart LS that
they record protector related data on the user
checkpoint file and neglect to check it upon restart.

(1) At times, the operating system may discover
system data to be incorrect or inconsistent as a
result of either a hardware of software error.
Provisions in current systems for responding to
such conditions vary from almost no recovery
actions to extensive recovery actions.

(2) For operating systems which provide system
recoveryr the recovery may consist of the
following:

- If the problem is in a user programr then it
may be terminated rather than terminating the
entire operating system.

- If the problem is in a system task and it is
reentrant, then the system task may be retried.

Recovery may be successful after a fresh copy oi
the routine has been loaded into main storage;
otherwise, it might be necessary to gracefully
(soft) shut down the system. These routines
minimize the discontinuity of service and
significantly increase the availability of the
system.

C. Start-up/restart/shutdown.

(1) An operating system does not operate
continuously in the same state since there are
scheduled maintenance, start-up, restartr and
shutdown periods and periods when the equipment
is idle. However, security must be in force at
all times.

(2) At system start-up, the system is loaded trom
the system files. This process initializes
operating system files, loads routines lnto main
storage, and defines the environment, the users,
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9. D. 5. c. (2)

(3)

(4)

(cont'd) the resources, and the user's access
privileges. Consequently, it is necessary to
verify that proper system and authorization data
is being loaded.

Restart 1s necessary after a computer system
failure or planned shutdown (e.g., any
maintenance period, reconfiguration, or change
in the authorization profile). The same
considerations apply to initialization as tor
the start-up process. It is necessary to verity
that both the operating system and authorization
profile has been correctly initialized and no
unauthorized changes have occurred.

shutdown is concerned with the orderly ana
logical termination of the operating system from
an operational state to an idle state. The
primary concern is the protection of resources
and information during this process. As such,
sufficient environmental data must be saved to
permit an orderly recovery or restart.

6. Surveillance management. A surveillance function is
required to assure accountability of the users of the
system and to perform security damage assessment. In
current systems, this functron has been used to enhance
recovery, to tune System operations, or to provide
accounting information. Consideration should be given to
applying the data ability from this function to achieve
individual accountability and security damage assessment.
Surveillance management consists of the security audit
function and threat monitoring.

E. DATA BASE MANAGEMENT SYSTEMS (DBMS).

1. DBMS have come into widespread use due to their ability
to promote and support integrated data bases. As with
other recent software advances, their design has been
driven by the need to promote sharing of data. It 1s
this feature that has created difficulties in ensuring
the security and integrity of these data bases.

2. Data base management systems are intended to integrate
and manage data in a nonredundant structure for
processing by multiple applications. Data management
systems are intended to permit access to and retrieval
from existing files, usually in response to single
applications, reports generation or simple information
retrieval requirements. DBMS, therefore, represent a
more difticult problem, technologically, in ensuring
positive control over data.
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9. P. DBMS SECURITY FEATURES. Protection of the data base is
essential, as it represents a considerable asset and is often
vital to mission accomplishment. COmmerCidlly ava i lab le  DBMS
have different characteristics affecting their security
suitability which should be considered when acquiring a
system for handling sensitive information. These
characteristics can be generally categorized as:

1. Data base access/manipulation methodology

2 . Data base integrity.

3 . Save/recovery/restart.

4 . Audit mechanisms and utilities.

(Detailed security implications of these aspects of DBMS will
be developed and published in a subsequent change to this
m a n u a l . )
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CHAPTBR 10 . CO?lXUNICATIONS SBCURITY

A. GENERAL. Commandant (G-TTS) is the program manager for
Communfcations Security (COMSEC) and will provide guidance in
COMDTINST M2200.3, Telecommunications Manual. System
planners and engineers designing new automated information
systems should consult Commandant (G-TTS) during the early
phases of their planning. Early coordination will aid in
establishment of proper COMSEC requirements and ensure early
inspection and technical guidance throughout the system's
installation and testing. Communications security will be
achieved by use of such controls as:

1. Encryption systems approved by the National Security
Agency (NsA),

2. Protected wire-line distribution system (PWDS) or
intrusign-resiatant  cables. These circuits are costly
and suitable only for short-distance communication
(normally within a single building or facility, which is
under continuous physical/personnel security control), or

3. Approved methods of user identification/authentication.

B. USE OF ENCRYPTION EQUIPHBNT.

1.

2.

Use of National Bureau of Standards Data Encryption
Standard (DES) equipment is effective in the protection
of Level II data and is authorized. Applicability and
cost effectiveness of DES can be determined by a risk
a s s e s s m e n t . NSA developed encryption equipment may be
recommended for certain applications using
telecommunications circuits of automated systems handling
sensitive unclassified information.

When cost factors and policy determinations prohibit the
encryption of unclassified digital communications
containing sensitive information, automated information
systems will be provided with other operationally
feasible, cost-effective protection to guard against
unauthorized manipulation and disclosure of information.
In some casesI a PWDS will provide the protection
required in lieu of encryption equipment.

C. ACCESS CONTROL PACKAGES.

1 . AIS which process For Official Use Only (FOUO), privacy,
asset/resource, proprietary, or other sensitive
information shall be safeguarded against unauthorized use
by installation of software/hardware sign-on procedures.
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10. c. 1.

2 .

3 .

(cont'd) These procedures require each authorized user
to identify and authenticate himself to the system. The
same principle may be further developed, if deemed
necessaryI by applying controls to protect individual
files within a system's catalogue and/or to restrict the
privileges allowed individual users and terminals.

Most commercially available sign-on software permits
adjustment of the number of erroneous sign-on attempts
before the remote terminal device is "locked out."
Systems which permit many or unlimited sign-on attempts
before lockout are vulnerable to automated trial and
error user password generation and dialing techniques.
Systems processing Level II information are allowed up to
three sign-on attempts prior to automatic disconnect.
For systems processing only Level III information, the
ADP system Security Officer (ADPSSO) will designate the
number of sign-on attempts allowed.

Terminal de'vices or users which are "locked-out" due to
excessive sign-on attempts should be "unlocked" only
after authorization by the designated security officer.
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CMAPTBR 11. EcIANATIO#S SECURITY

A. APPLICABILITY. This chapter is applicable to those
actlvltles processing classified information.

B. GENERAL. Automated information systems used to process
classified information have a vulnerability of compromising
emanations (TEMPEST). Commandant (G-TTS) is the program
manager for TEMPEST and is responsible for TEMPEST policy and
procedures. COMDTINST (25510.7 series, Coast Guard Policy on
Control of Compromising Emanations (0) prescribes TEMPEST
control requirements for classified information processing.
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CHAPTER 12. SECURITY TEST AND EVALUATION (ST&B)

A . GBNBRAL. Security Test and Evaluation (ST&E) is a part of
the accreditation process. The primary purpose for
conducting an ST&E is to obtain technical information to
support the DAA's decision to accredit an ADP activity or
network. The ST&E consists of two interrelated phases. The
first phase determines whether the necessary security
controls have been installed, and the second phase determines
whether the installed controls are working effectively.

The resources required for each ST&E and the level of detail
required will depend upon the sensitivity of data being
processed and the mode of operation. An activity processing
Level I data will require an in-depth review of security
controls; whereas an activity processing Level II data in a
dedicated mode will require little more than reasonable
assurance that adequate security is being provided to protect
against unauthorized destruction, modification, or disclosure
of the data, and theft, damage, or unauthorized use of the
ADP equipment. The results of the risk assessment will also
determine the scope and level of detail for the ST&E.

B. POLICY. Security Test and Evaluations are required for AIS
processing Level I or Level II data. The Designated
Approving Authority iS responsible for ensuring the ST&E is
conducted in an impartial and effective manner.

C. PROCEDURES. The following general procedures apply in
conducting a Security Test and Evaluation.

1. Include on the ST&E team, personnel who have knowledge of
the following:

a. ADP security

b. System hardware/software

C. Application software

d. Physical security

e. Personnel and administrative security

f. Telecommunications security

99 Emanations security

2. Review the risk assessment for currency and accuracy and
identify and analyze the nature of the threats and
vulnerabilities and their respective controls. This
provides a basis for the preparation of the ST&E plan.
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12. c. 3. Prepare the ST&E plan. This plan deecrihcs how each
control will be observed or exercised to determine if it
is effective. If scenarios, walk-through inspections,
documentation and procedure reviews will be used,
information should be put in the plan identifying the
controls to be evaluated by each method.

4. Conduct the ST&E. Observe or exercise the security
controls as outlined in the ST&E. Identify discrepancies
and problem areas during the ST&E so recommendations can
be made in the report to the DAA.

5. Document the resulta of the ST&E. Summarize the results
of the ST&E noting discrepancies and problem areaa.
Include a recommendation to the DAA to accredit or not
accredit (can recommend interim authority to operate if
appropriate) based on the level risk and the
effectiveness of the controls.
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CHAPTER 13. ACCREDITATION

A. GENERAL. This chapter defines accreditation requirements for
automated information systems (AIS) operated by or on behalf
of the Coast Guard.

1 . Accreditation is the formal declaration that appropriate
AIS security controls have been properly implemented for
an AIS consistent with system and data protection
requirements. The requirement for accreditation applies
to all Coast Guard AIS. The individual steps of the
accreditation process vary with the level and type of
data processed by the AIS,

2.

3.

Commandant (G-T) is responsible for accrediting Level I
systems other than standalone systems: accrediting
authority for other systems is delegated to the
Headquarter's office, area staff, district, maintenance
and logistics command, Headquarter's unit and activity
level depending on the sensitivity of information
processed. The accrediting authority, called the
Designated Approving Authority (DAA), will review the
accreditation support documentation and either concur,
thereby declaring that a satisfactory level of AIS
security is present: or not concurt indicating that the
level of risk either has not been adequately defined or
has not been reduced to an acceptable level for AIS
operations.

Automated systems not accredited may operate only if an
interim authority to operate is issued by the applicable
Designated Approving Authority. Interim authority to
operate is not a waiver of the requirement for
accreditation. The interim authority to operate permits
an activity to meet its operational mission requirements
while improving its AIS security posture. Guidance
regarding interim authority to operate is provided in
paragraph C.3.

B, DBSIGNATBD APPROVING AUTHORITY, For accreditation purposes,
Coast Guard automated systems are grouped according to the
sensitivity of data handled and the security mode of
operation. The Designated Approving Authority (DAA) for
automated information systems is as follows:

L. Level I stand-alone systems operated in accordance with
the requirements of Chapter 18, Classified Information
Processing: Office chiefs: area commanders: district
commanders: commanding officers of regional maintenance
and logistics commands: Commander, Activities Europe; and
commanding officers of Headquarter's units.

2. Level I systems other than standalone: Commandant (G-T).
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13. B. 3.

4.

Level II systems: Office chiefs; area commanders:
district commanders: commanding officers of regional
maintenance and logistics commands: Commander, Activities
Europe; and commanding officers of Headquarter's units.

Level III systems: Accreditation is not required:
HOWEVER, office chiefs; area commanders: district
commanders: commanding officers of regional maintenance
and logistics commands: Commander, Activities Europe: and
commanding officers of Headquarter's units, shall ensure
appropriate physical and environmental controls, as well
as contingency plans for those systems for which
unplanned disruption of service would have a critical
impact on mission accomplishment, are in place.

C. ACCREDITATION PROCESS.

1. Each Headquarter's office, area staff, district, regional
maintenance and logistics command, and Headquarter's unit
shall develop and maintain an AIS Security Plan or Plans
which address automated systems within the command.
Contents of the plan(s) are described in Chapter 14.
Plans are submitted for approval to the Designated
Approving Authority (DAA) responsible for accrediting the
most sensitive system in the plan.

2, Risk assessments, contingency plans, and security test
and evaluations must be completed prior to accreditation.
The responsibilities for and the scope of these actions
depends on the sensitivity of information on the system
and the system type and are described in this Manual.
The DAA accredits individual systems based on a review of
applicable accreditation support documentation. One
statement of accreditation may address more than one
system, if all systems are co-located at one activity.

3 . At time of accreditation, Coast Guard automated systems
shall be assigned to one of three categories:

a.

b .

C .

AIS for which all cost effective security controls
have been implemented will be accredited at the level
and conditions cited in the statement of
accreditation.

AIS which are operating within an acceptable level of
risk but with some cost effective controls not yet
implemented will not be accredited, but will be
allowed to operate under an interim authority to
operate.

AIS which are operating at an unacceptable level of
risk will not be accredited and must cease operations
until corrective measures have been implemented.
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13. c. 4. Interim authority to operate may be granted to systems
not accredited based on the following:

a. Existing Systems. An interim authority to operate is
granted to all CG automated information systems
processing Level II data.

An interim authority to operate automated systems
processing Level I data is granted to those systems
which meet the requirements of Chapter 18, Classified
Information Processing. Interim authority to operate
all other automated systems which process Level I
data will be granted on an individual basis. Office
chiefs: area commanders; district commanders:
commanding officers of regional maintenance and
logistics commands: Commander, Activities Europe: and
commanding officers of Headquarter's units processing
Level I data on automated systems must advise
Commandant (G-T) of the following:

(1)

(2)

(3)

(4)

(5)

Command or organization name where AIS is.
located.

Level of classified information being processed.

Brief system description including physical
location, hardware configuration, and
application software used.

Description of physical, administrative,
technical, and personnel security controls being
used.

Name, address, and phone number of ADPSO or
ADPSSO responsible for system security.

Plans for formally accrediting all existing systems
must be included in the AIS Security Plan.

b. New Systems. An activity shall request an interim
authority to operate a new AIS from the applicable
DAA. The request shall include the activity's plan
for system accreditation as provided in the AIS
Security Plan. The DAA shall base his decision to
approve interim authority to operate on the merits of
the activity's plan, including the general security
posture of the activity and the reasonableness of the
system accreditation schedule. Once the DAA has
issued the interim authority to operate, the activity
will proceed with the accreditation process as
described herein.
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13. c, 4. c. Interim authority to operate, when approved, will be
granted for a specified period of time and contingent
upon certain conditions being met. The DAA shall use
information provided by the AIS Security Plan and
other information as appropriate to determine what
specific guidance or constraints should be invoked:
e.g., standard operating procedures must be
documented, may not process Privacy Act data, or a
request for a risk assessment must be submitted by a
certain date.

5. Accreditation becomes effective when a formal, dated
statement of accreditation is issued. The statement of
accreditation will identify, as a minimum, the AIS being
accredited and the sensitivity of data authorized. Each
AIS must be re-accredited on a periodic basis not to
exceed five years. Re-accreditation is required whenever
a change has been made which voids the accreditation
conditions. A review shall be made annually, as part of
an AIS security program self-audit, to verify that
accreditation is still merited. Significant changes
which could impact the AIS posture include:

a .

b.

C .

d.

e.

f.

Change in the level and type of data being processed:

Major redesign of the application software;

Complete revision or new release to the operating
system:

Major change in the hardware:

Construction or modification of the AIS facility; and

Security violation revealing a unprotected security
vulnerability.

D, LEVEL I ACCREDITATION RESPONSIBILITIES. The following
paragraphs summarize accreditation responsibilities for
automated information systems which process Level I data.
Numbers in parentheses indicate the order of actions to be
taken. When a number is used more than once1 actions
referenced are performed concurrently.

1. Commanding officer of AIS activity:

a . Provide input to office, area1 district, or
Headquarter's unit AIS Security Plan. (1)

b . Prepare or assist in the preparation of a risk
assessment in accordance with this Manual. (3)
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13. D. 1. c. Prepare a contingency plan in accordance with this
Manual. (4)

d. Assist in conduct of security test and evaluation
(ST&E). (6)

e. Retain copy of AIS Security Plan, accreditation
support documentation, and statement of
accreditation. (9)

2. office chief: area commander: district commander:
commanding officer of regional maintenance and logistics
command: Commander, Activities Europe: and commanding
officers of Headquarter's unit or his representative:

a.

b.

C .

d.

e.

f.

h.

i.

Prepare an AIS Security Plan and submit plan to
applicable DAA for approval. Send copy of approved
plan to Commandant (G-TDS). (1)

When DAAI approve AIS Security Plan. (2)

Prepare or assist in the preparation of a risk
assessment in accordance with this Manual. (3)

Assist in the preparation of a contingency plan in
accordance with this Manual. (4)

Prepare a Security Test & Evaluation (ST&E) Plan.
Forward plan to Commandant (G-TDS) when Commandant
(G-T) is DAA. (5)

When Commandant (G-T) is DAA, ADPSO and command
security manager: Assist Commandant (G-TDS) and
(G-01s) conduct and document results of ST6E. (6)

Otherwise, ADPSO and command security manager:
Conduct and document results of ST&E. (6)

Prepare statement of accreditation and forward to
applicable DAA recommending appropriate accreditation
action. Include support documentation described in
Chapter 14. (7)

Office chief, area commander, district commander,
commanding officer of regional maintenance and
logistics command, or commanding officer of
Headquarter's unit: Accredit AIS as appropriate.
(8)

Retain original of AIS Security Plan, accreditation
support documentation, and statement of
accreditation. (9)
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13. D. 3. Commandant (G-T) or his representative:

a.

b .

C .

d.

e.

When DAA, approve AIS Security Plan and return Plan
to office chief, area commander, district commander,
commanding officer of regional maintenance and
logistics command, or commanding officer of
Headquarter's unit. (2)

When DAA, conduct and document results of ST&E.
Commandant (G-01s) will assist on a case-by-case
b a s i s . (6)

Commandant (G-T): When DAA, accredit AIS as
appropriate. Forward original to office chief, area
commander, district commander, commanding officer of
regional maintenance and logistics command, or
commanding officer of Headquarter's units. (5)

When DAA, retain copy of AIS Security Plan,
accreditation support documentation, and statement of
accreditation. (9)

Retain copy of AIS Security Plan for all other Level
I systems. (9)

E, LEVEL II ACCREDITATION RESPONSIBILITIES. The following
paragraphs summarize accreditation responsibilities for
automated information systems which process Level II data.
Numbers in parentheses indicate the order of actions to be
taken. When a number is used more than once, actions
referenced are performed concurrently.

1. Commanding officer of AIS activity:

a .

b .

C .

d.

e.

Provide input to office, area, district, or
Headquarter's unit AIS Security Plan. (1)

Prepare or assist in the preparation of a risk
assessment in accordance with this Manual. (3)

Prepare a contingency plan in accordance with this
Manual. (4)

Assist in conduct of ST&E. (6)

Retain copy of AIS Security Plan, accreditation
support documentation, and statement of
accreditation. (9)
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13. E. 2. Office chief, area commander, district commander,
commanding officer of regional maintenance and logistics
command, or commanding officer of Headquarter's units OK
his representative:

a.

b .

C.

d.

e.

f.

9=

h.

1.

Prepare an AIS Security Plan and submit plan to the
D A A  for approval.
Commandant (G-TDS).

Send copy of approved plan to
(1)

Office chief, area commander, district commander,
commanding officer of regional maintenance and
logistics command, or commanding officer of
Headquarter's unit: Approve AIS Security Plan. (2)

Prepare or assist in the preparation of a risk
assessment in accordance with this Manual. ( 33

Assist in the preparation of a contingency plan in
accordance with this Manual. (4)

Prepare a Security Test & Evaluation (ST&E) Plan.
(5)

ADPSO and command security manager: Conduct and
document results of ST&E. (6)

Prepare statement of accreditation and forward to
applicable DAA recommending appropriate accreditation
action. Include support documentation described in
Chapter 14. (7)

Office chief, area commander, district commander,
commanding officer of regional maintenance and
logistics command, or commanding officer of
Headquarter's unit:
(8)

Accredit AIS as appropriate.

Retain original AIS Security Plan, accreditation
support documentation, and statement of
accreditation. Send copy of statement of
accreditation to Commandant (G-TDS). (9)

3. Commandant (G-T) or his representative:

a. Retain copy of AIS Security Plan and statement of
accreditation. (9)

P, ACCREDITATION OF CONTRACTOR-ONNBD AIS ACTIVITIES

1. The commanding officer of the Coast Guard activity
responsible for acquiring contractor-owned AIS support
(e.g., timesharing, backup processing) shall include the
contractor-owned AIS in the AIS Security Plan.
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13. F. 2. The Designated Approving Authority shall be determined in
accordance with paragraph B.

3. Since contractor policy may preclude completion of the
accreditation process for Coast Guard-owned systems
(e.g., risk assessment, security test and evaluation),
accreditation shall be based on documented evidence of
the security posture of the contractor-owned AIS.
Documentation, which may be provided by the contractor,
shall demonstrate a security posture consistent with the
guidelines contained in this Manual.
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CHAPTER 14. SENSITIVE APPLICATION CERTIFICATION

A, GENERAL.

1. Office of Management and Budget (OMB) Circular ~-130,
Management of Federal Information Resources, requires
federal agencies to perform periodic reviews (audits) of
sensitive, computer-based applications to certify the
adequacy of security controls. An application is
considered sensitive if it contains or processes
sensitive data (e.g. classified information,
financial/accounting information, personnel data, or
trade secrets) or is an integral part of operations such
that its loss or subversion could result in failure of
the agency to complete its mission. The reviews address
the adequacy of controls that are implemented by assuring
they are functioning properly and identify
vulnerabilities that could result in compromise of
sensitive information integrity and confidentiality or
the loss of processing capability. The reviews result in
the identification of those additional controls, if any,
considered necessary to achieve adequate security of the
application.

2. Sensitive application certification (SAC) reviews are
also considered to be part of agency vulnerability
assessments and internal control reviews conducted in
accordance with Federal Managers Financial Integrity Act
and OMB Circular A-123, Internal Control Systems.
Security or other control weaknesses identified are to be
included in the annual internal control assurance letter
and report required by OMB A-123.

B, POLICY.

1. Reviews and re-certifications of sensitive applications
shall be performed at least every three years and must be
fully documented in the official agency records.

2. After completion of the system reviews, an agency
official shall certify that the system meets all
applicable Federal policies, regulations, and standards,
and that the results of the review demonstrate that the
installed security controls are adequate for the
application.
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14, c. PROCEDURES,

1.

2.

Commandant (G-TDS) will maintain an inventory of Coast
Guard-wide sensitive applications (e.g., JUMPS/PMIS,
ARMS, MSIS) and will coordinate sensitive application
certification reviews of those applications using the
enclosed Sensitive Application Certification Review
Methodology. Commandant (G-TDS) will provide the
"technical" recommendation for system certification and
the ap lication owner or user may provide operational
input Pe.g./ criticality of system to mission,
compensating factors). The certification decision will
consider both the technical and operational input.

The certification statement, signed by the certifying
official, will indicate one of three possible condltlons:
1) the system is certified: i.e., it meets applicable
Federal policies, regulations, and standards, 2) the
system is not certified and should not continue to
operate, or 3) the system is certified with qualification
and may continue to operate provided additional controls
are implemented within a specified time frame, otherwise
certification is withdrawn.

Office chiefs, area commanders, district commanders, and
commanding officers of Headquarter's units shall certify
sensitive applications which are unique to their
commands. The ADPSO shall maintain an inventory of
sensitive applications for the command. Sensitive
application certification (SAC) reviews shall be
coordinated by the ADPSO and conducted by an organlzatlon
or staff independent from the organization or staff
owning the application. The Sensitive Application
Certification Review Methodology shall be used.

The certification statement, signed by the office chief,
area commander, district commander, and commanding
officer of Headquarter's unit, will indicate one of three
possible conditions: 1) the system is certified: i.e., It
meets applicable Federal policies, regulations, and
standards, 2) the system is not certified and should not
continue to operate, or 3) the system is certified with
qualification and may continue to operate provided
additional controls are implemented within a specified
time frame, otherwise certification is withdrawn.

Those commands initiating SAC reviews should contact
Commandant (G-TDS) for further guidance.
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-4. c. 3. Owners of existing sensitive applications or designers or
new sensitive applications should evaluate the security
pOStWe of their applications prior to the conduct of the
SAC review. The Sensitive Application Design Guide
(SADG) provides general and specific design
considerations for sensitive applications in the areas of
access controls, processing controls, personnel,
contingency planning and others. The Sensitive
Application Certification Review Methodology defines the
process b

r
which applications are reviewed and provides

additiona design guidance. See Chapter 19, New System -
Security Requirements.
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CHAPTER 15. AIS SECURITY DOCXMENTATION REQDIRBMENTS

A . GENERAL. This chapter describes the documentation required
to establish, execute, and maintain an AIS security program.
AIS security program documentation provides the basis for
system accreditation by formally identifying the security
posture of the AIS activity and those responsible for
ensuring adequate controls are implemented. The following
AIS security documentation is described:

1.

2.

3 .

4 .

5.

6 .

7 .

8 .

9 .

The

ADP Security Officer Assignment Letter,

System Security Surveyr

AIS Security Plan,

Risk Assessment Documentation,

Security Test and Evaluation (ST&E) Plan,

Contingency Plan,

System Accreditation Documentation,

AIS security Program Self-Audit Report, and

Sensitive Application Certification Documentation.

scope and detail of documentation will vary between
s y s t e m s :  e.g.! the level of detail of a contingency plan for
a Prime 750 system is much greater than that of a standard
terminal cluster. On request, Commandant (G-TDS) will
provide additional guidance for the preparation of AIS
security documentation.

6, OVERVIEW OF AIS SECURITY DOCUMENTATION.

1 . ADP Security Officer Assignment Letter. This letter is
the formal identification by Headquarter's office, area
staff, district, Headquarter's unit of the individual who
has been assigned the duties of the ADP Security Officer.
When a change in assignment occurs (transfer, promotion,
retirement, etc.), this information shall be submitted to
Commandant (G-TDS) within 60 days identifying the new
ADPSO. The notice has no prescribed format. The
information required is:

a . Name of Headquarter's office, area staff, district,
or Headquarter's unit: and

b . Name of ADP Security Officer (ADPSO), routing symbol,
telephone number, mailing address, and duty hours.
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15. B. 2. System Securi$y Survey. A system security survey shall
be prepared and maintained for each new AIS. Copies of
surveys are provided as enclosures to this Manual. Each
survey requests security relevant information, including
name of ADPSSO, sensitivity of data, description of
controls in place, etc. and provides a summary of the
security posture of the system. Information from the
survey provides can be used as a source of information
for subsequent risk assessments, when required. The
survey is prepared by the ADPSSO and is forwarded to the
Headquarter's office, area staff, district, or
Headquarter's unit ADPSO. Commandant (G-TDS) will
periodically request information from the surveys to
report on AIS Security Program status.

3. AIS Security Plan. This plan is the mechanism for
establishing, implementing, and updating a Headquarter's
office's, area staff's, district's, Headquarter's unit's
or activity's AIS security program. The plan contains
AIS security policy and provides guidelines for AIS
security procedures to be used by the activity. It
documents the current AIS security environment,
eatabliahes program objectives, and outlines the plan for
program implementation. A plan must include an activity
accreditation schedule which identifies all AIS at the
activity and outlines the method for completing the steps
of the accreditation process for each AIS. Level III
should be included in the plan although they do not have
to be accredited.

a. The AIS Security Plan should address the following
areas:

(1) Scope of the AIS security program,

(2) O b j e  t ’c ives of the AIS security program,

(3) Commanding officer's policy statement,

(4) AIS security organization and assignment of
responsibilities, and a

(5) Description of the current AIS security
environment at the activity to include:

(a) Hardware

(b) Software

(~1 Physical facility and its security

(d) Personnel
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15. B. 3. a. (5) (e) Communications

(f) Administrative/operating procedures

(g) Data.

(6) Activity accreditation schedule identifying the
anticipated date when the following will be
completed:

(a) Risk assessments

(b) Contingency plan

(c) Sensitive application certification

(d) Security test and evaluation

(e) Accreditation.

b. A single AIS Security Plan shall be prepared which
addresses all automated systems within the
Headquarter's office, area staff, district, or
Headquarter's unit. At the ADPSO's discretion,
separate plans may be prepared for each activity
having an AIS or for several activities having a
similar processing environment (e.g., all system8
processing classified information). Chapter 13
discusses plan approval authority and plan
distribution.

C. The plan should serve as a comprehensive document of
security posture and plans for the commanding officer
and ADPSO. The ADPSO is responsible for developing,
implementing, and updating the plan.

d. After the initial plan has been developed, the plan
should be revised as necessary to reflect the
changing environment and requirements for AIS at the
activity.

e. The plan shall be approved by the applicable
Designated Approving Authority (DAA). The
Headquarter's office, area staff, district,
Headquarter's unit will retain original AIS Security
Plans. A copy of the approved plan shall be sent to
Commandant (G-TDS) and to each activity referenced in
the plan.
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15. B. 4. Risk Assessment Documentation. Risk assessments and the
accompanying documentation shall comply with the
requirements contained for the applicable risk assessment
methodology as described in Chapter 3. commandant
(G-TDS) can provide examples of risk assessment reports
upon request.

5. Security Test and Evaluation (ST&E) Plan. The ST&E plan
describes how AIS security will be tested: how security
controls will be exercised to determine their
effectiveness. The ST&E Plan can vary from a single page
check-off list for microcomputer based systems to an
extensive, multi-page, detailed procedure for
minicomputers processing Level I data. Model plans can
be obtained from Commandant (G-TDS).

a. The ST&E plan should include, as appropriate:

(1) Test team organization

(2) Plan of action and milestones for the test

(3) Detailed test plans and procedures

(4) Test data.

b. The ST&E should address all elements of the AIS
security environment:

(1) Hardware

(2) Software

(3) Physical facility

(4) Personnel

(5) Communications

(6) Administrative/operating procedures

(7) Data.

6. Contingency Plan. Contingency plan shall fully document
procedures for disaster recovery and continuity of
operations. The detail and scope of the plan depends
upon the characteristics of the individual activity - the
specifics of the automated system and the criticality of
applications. The contingency plan should provide
detailed procedures for all aspects of emergency, backup,
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. B. 6. (cont'd) and recovery operations. Chapter 4 of this
instruction provides requirements for a contingency plan.
Activities with existing contingency plans need not
reformat their plans provided they incorporate the
elements identified in Chapter 4,

7. System Accreditation Documentation. System accreditation
documentation consists:

a. Accreditation support documentation. Accreditation
support documentation provides information to support
the request for accreditation. It provides evidence
that the AIS activity has effectively implemented
appropriate security controls consistent with the
protection requirements for the data level
authorized, The documentation should include some or
all

(1)

(2)

(3)

(4)

(5)

(6)

(7)

of the following items of information:

Name, position, and telephone number of the
ADPSO, ADPSSO, or NSO who will serve as a
primary point of contact for the system.

Identification and location of all AIS
equipment; e.g., mainframe components, on-line
peripherals, peripheral processorsI
communications processorsI encryption devices,
remote terminals and devices, network
interfaces, etc. (Provide charts, engineering
drawings, etc.).

Line diagrams showing interconnection of AIS
equipment,
of lines.

communications lines, and protection

The level of the data being processed and the
type within each level (Privacy Act,
proprietary, personal, financial, etc.).

Description of the operating system and
applications software (vendor acronyms may be
used for industry-wide software) for the AIS.

Copy of the AIS security operating procedures
and other applicable command security
directives, security incident handling
procedures, operating procedures, AIS product
marking and distributing procedures, procedures
for control of modification to operating and
application software, etc.

Risk assessment documentation.
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15. B. 7.

8.

9.

a.

b.

C .

(8) Contingency plan and contingency plan test
results.

(9) Descriptions of all security controls.

(lo) ST&E test plans.

(11) ST&E test reports.

(12) Copies of previous system accreditations and
interim authorities to operate.

(13) AXS Security Plan.

(14) Other documentation as required by the
Designated Approving Authority.

Request for Accreditation. Commanding officers or
ADPSO'S shall submit a request for accreditation to
the appropriate Designated Approving Authority (DAA)
in accordance with Chapter 13. The request shall
include all necessary support documentation to enable
the Designated Approving Authority to make a reasoned
and fair determination.

Statement of Accreditation. If documentation
supports the request for accreditation, the DAA will
issue a "Statement of Accreditation." If the DAA
determines accreditation is not warranted, an
"Interim Authority to Operate" may be issued. A
report identifying the deficiencies in the activity's
accreditation documentation will be returned with the
interim authority.

Sensitive Application Certification Documentatron.
Sensitive application certification (SAC) reviews will be
conducted following the guidance in Chapter 14, Sensitive
Application Certification. SAC documentation, including
review plans, review reports, and sensitive application
certification statements, are'discussed in the Sensitive
Application Certification Review Methodology.

AIS Security Program Self-Audit Report (RCS-G-TDS-16232).
Chiefs of Headquarter's offices; area and district
commanders: Commander, Activities Europe: and commanding
officers of Headquarter's units shall send to Commandant
(G-T) by June 30 each year a summary statement of the
status of their AIS Security Program. The report
summarizes progress achieved toward milestones in the AIS
Security Plan and includes information concerning the
number and type of automated systems, sensitive
applications, and the status of system accreditation and
certification. Figure 15-1 provides the report content.
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AIS Security Program Self-Audjt Report

Office, area, district, or Headquarter's unit name

1. Total number of automated systems within the command. (Note:
A standard terminal cluster is counted as one system.)

2. Number of systems processing Level I data.

3. Number of systems processing Level II data.

4. Number of automated systems which have not been accredited.
Provide as an attachment a listing of Level I and II systems
not accredited. Identify systems by system name and location
(OPFAC) and sensitivity level (e.g., I or II)

5. Number of sensitive applications run on automated systems
within the command.

6. Number of sensitive applications which have not been
certified. Provide as an attachment a listing of sensitive
applications not certified. Identify systems by system name
and location (OPFAC).

7. Briefly (no more than one page) describe the commands AIs
Awareness and Training initiatives for the previous twelve
months.

Fig. 15-1
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CEAPTER 16. HICROCOFlPUTBR SECURITY

A . GENERAL. Numerous microcomputer systems including the
standard terminal are in use throughout the Coast Guard; each
system has a unique set of design features which afford
varying capabilities for protecting information and system
resources. The objectives of security for these
microcomputers are the same as those for any automated
information system: confidentiality of information, integrity
of information, and the availability of the systems and the
information or services they support. Security controls
afforded microcomputers are based on the same principles of
control (physical, administrative, and technical) discussed
in previous chapters. Each microcomputer installation must
be evaluated individually to determine the appropriate
controls to prevent threats from striking, detect that
threats have struck, and recover from the damaging effects.

The following guidance is taken from NBS Special Publication
500-120, Security of Personal Computer Systems: A Management
Guide. Ordering information: Superintendent of Documents,
Government Printing Office, Washington DC 20402.

B. PROTECTING TEE EQUIPMENT. The typical microcomputer system
installation cannot and, generally, should not be treated
like a large data center with respect to physical and
environmental protection needs. Protecting the microcomputer
system from theft and physical damage is not fundamentally
different from protecting any other valuable equipment in the
workplace (protection of information is discussed later).
The only additional factors are the relatively higher value
of microcomputer systems and the need for greater
environmental controls. The amount of protection provided
must be determined by the value of equipment and the value of
the processing capability (i.e. the system criticality). In
most cases absolute prevention of unauthorized physical
access cannot be achieved with reasonable cost constraints,
controls should be in place to ensure unauthorized access is
detected. The following controls help provide a safe
physical environment.

1. Theft and Damaae Protection.

a. Area Access Control. Systems should not be placed in
areas which have no basic physical (area) access
controls (e.g. locks on the doors and people present
during working hours). Providing such simple and
inexpensive controls will minimize not only the theft
risk; it will also help reduce exposures to some of
the more sophisticated technical problems discussed
later.
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16. B. 1. b.

C .

d.

Equipment Enclosures. In situations where it is not
feasible to secure an entire area, the equipment
should be placed in special workstation enclosures
which may be closed and locked when the equipment is
not in use. The enclosure can provide protection for
other valuable items such as documentation,
diskettes, and other equipment.

Equipment Lockdown Devices. Lockdown devices which
secure the equipment to a table or other fixed object
can be used to prevent theft. Some devices also
prevent access to the system power switch which can
help prevent unauthorized use of the equipment.

Equipment Cover Locks. It is important to prevent
unauthorized access to the inside of the equipment
itself to protect against component theft and provide
configuration control. Many systems contain valuable
expansion boards (e.g. additional memory, modems,
graphics interfaces) which have significant value.
Equipment lockdown devices often provide protection
against access to the interior of the equipment.
Devices which simply lock the equipment cover are
also available for many systems.

2. Environmental Controls. Microcomputers are designed to
operate in the typical office environment (i.e., without
special air conditioning, electrical power control, or
air contamination controls). Generally,
comfortable,

if people are
the microcomputers will be comfortable.

Nevertheless, special attention should be given to
minimizing the environmental hazards to which
microcomputer systems are exposed.

a. Electrical Power Quality. The typical microcomputer
is sensitive to the quality of its electrical power
s o u r c e . In most cases, keeping the computer
equipment on a power source separate from appliances
or office equipment will be sufficient. Inexpensive
devices are available to protect against power surges
(spikes). In some cases the computer may have to be
placed on an isolated power source. If local power
supply quality is unusually poor (e.g. large
fluctuations in voltage or frequency, voltage spikes,
or frequent outages), more extensive power
conditioning, bat tery  backup, or uninterruptible
power supply (UPS) systems may be required.

b . Heat and Humidity. The temperature and relative
humidity found in the typical office environment are
well within the operating limits of most
microcomputer systems. If equipment is used in other
environments, users should refer to manufacturer
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16. 8. 2. b.

C .

d.

e.

f.

(cont'd) specifications for the equipment. If
portable systems are being used, avoid drastic
changes in temperature or humidity. Allow sufficient
time for the equipment to adjust to the new
environment before operating the system.

Air Contaminants. The operational reliability of
microcomputer systems - including equipment and
magnetic media - is significantly affected by the
general cleanliness of the area in which it is used.
Electronic equipment naturally attract charged
particles in the air. The computer should be
positioned to reduce exposure to smoke, dust, and
other contaminants. Air filtering or air
conditioning devices help to eliminate or reduce the
level of contaminants.

Fire and Water Damage. Microcomputer systems do not
represent any more of a fire hazard than other office
equipment. Readily available handheld fire
extinguishers provide adequate protection in normal
situations. If the value of the equipment or the
information is high, additional fire detection and
suppression facilities may be required. The computer
should be positioned to minimize exposure to water
leaks or spray (e.g. overhead piping). Inexpensive
plastic covers can provide some protection against
water damage and also provide protection from air
contaminants.

Static Electricity. Static electrical charges can
build up in microcomputers, especially if carpeting
is used. A discharge can occur when a person touches
the equipment. Such a discharge could cause damage
to integrated circuit components or semiconductor
memory. Anti-static spraysI carpets, or pads should
be used where static electricity is a problem.

Radio Frequency Interference.. Radio frequency (RF)
interference 1s not generally a problem unless there
are major sources of radiation nearby. In some
isolated situations, RF interference from other
electronic equipment can cause computer equipment to
malfunction: special shielding or relocation of the
computer may be required to resolve these problems.

3. Magnetic Media Protection. Particular attention should
be given to the protection of magnetic media. Magnetic
media is the primary repository of user’s information and
is most often the most vulnerable system component to
damage. Protection requirements for fixed disk and
flexible or "floppy" disks differ.
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16. 8. 3. a. Fixed Disk Devices. Fixed disks (also known as hard
ar&s) usually are self-contained sealed units that
are relatively well protected from environmental
contaminants. Care must be exercised when moving
these units because of the danger of damage to
read/write heads or other internal components.

b. Flexible Diskettes. Virtually every microcomputer
system has at least one "floppy" disk drive.
Flexible diskettes are the most prevalent medium for
distributing software and data: the handling of
diskettes is an integral part of using a
microcomputer. The actual magnetic disk is contained
within a protective jacket. Openings in the jacket
for access by the read/write heads of the drive
mechanism, are particularly vulnerable to damage.
Smaller ("microfloppy") diskettes used on some
systems employ a rigid plastic casing with a
retractable access cover which reduces the
vulnerability to rough handling and contaminants.

All users should be made aware of potential dangers
and proper handling techniques for flexible disks,
including:

- always store in the protective jacket
- protect from bending
- insert carefully into the drive mechanism
- maintain an acceptable temperature range (SO-125 F)
- avoid direct contact with magnetic fields
- do not write directly on diskette jacket or sleeve
except with felt tip pen

C . General Hazards. Exposure to ordinary contaminants
‘(smoke, hair, doughnut crumbs, coffee, etc.) is
probably the major reason for failures in magnetic
media. Direct contact with magnetic devices should
be avoided. Airport x-ray devices and magnets (kept
six or more inches away from magnetic media) pose no
danger to magnetic media. Simple wear of the
magnetic media also causes failures. Backup copies
should be made of all important disks: day-to-day
operations should be conducted with a backup copy and
not the master copy of the disk.

C. SYSTEM AND DATA ACCBSS CONTROL. Although the physical
equipment has considerable value, the purpose for having the
computer is to handle information. The information itself
and the ability to produce, store, and analyze it normally
has considerably more value than the equipment itself.
Protecting the information should be the major concern of
management. Controlling access to systems and information
consists of the following:
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16. C. Authorization - establishing the rules which determine who
may access which systems and information.

Identification - identifying users and the systems or data
they are permitted to access.

Access Control - enforcing the specified authorization rules.

1. Authorization. Rules must be established by the "owners"
of the resources to be controlled. Authorization rules
may consist of nothing more than a statement that only
members of a given group or department are to have access
to a given computer or application system. On the other
hand, the rules may consist of formal definitions of
information classification and rules for accessing each.
The type of authorization rules adopted will depend on
the needs of each organization. Some type of
authorization process is required.

2. Identification. Users and resources must be identified
for authorization rules to be enforced. In a
microcomputer environment, user identification may be
implicit or explicit. In a typical situation, a user
establishes "authority" to use the system simply by being
able to turn it on. If such implied identification is to
mean anything at all, the system must be a single user
system and there must be adequate physical controls to
ensure that only that user can gain access. Locked
offices or equipment enclosu'res can provide some degree
of assurance in this area. If a system is shared, then
such implicit identification procedures may not be
adequate.

a. Authentication. Where shared systems are used, user
identification should be authenticated in some
manner. Authentication should be accomplished with
some type of system "logon" process in which the user
provides a non-secret identifier (e.g. name or
account number) and some sort of evidence to
authenticate that claim (e.g. a password). User
logon (authentication) should occur whenever the
system is powered up or a new user needs to use the
system. User identification mechanisms for some
microcomputer systems require only a single
(presumably secret) code, rather than separate
identifier and authentication codes. This does not
provide adequate security, since it does not provide
a non-secret identifier for audit and accountability
purposes.
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16. C. 2. b. Re-authentication. Re-authentication of the user
should be required whenever a different user accesses
the system. On a single-user system, this is
accomplished by having each user turn off the system
after use: each new user must go through the standard
authentication process. This procedure is difficult
to enforce and is often impractical when a system
must be used often. Alternative techniques include:

(1) Manual system reset - require each user to
perform a “system reset" (often called a "system
reboot") before leaving the computer; this will
re-invoke the logon process.

(2) Automatic system reset - set up the application
program to perform a system reset upon
completion of processing.

(3) Automatic timeout - modify the operating system
to cause a system reset after a predetermined
period of system inactivity.

If user identification is established through a logon
procedure, that identification can be used for
subsequent access control decisions. Most sinqle-
user systems do not have mechanisms for retaining
such identification for the duration of a session at
the computer, so repeating the authorization process
maybe necessary during the course of a user's session
at the computer to control access to other resources
(e.g. applications).

C . Resource (Data) Labels. Resource labeling should be
used to provide a means of identifying the resources
to be protected. These "resources' are usually files
containing data or programs. A resource could also
be the ability to perform a certain function within a
given application.

(1) External Labels. Diskettes containing sensitive
information should be marked with special labels
or brightly colored jackets to enable personnel
to identify readily those materials requiring
special protection.

(2) Internal Labels.-e- Standard file management
facilities of most microcomputers provide only
basic file identification capability - the file
name. With some operating systems it is
possible to store files in specific
"directories", thus providing the ability to
segregate files associated with each user or by
data sensitivity.
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16. C. 3. Logical Access Controls. Data can be protected by
preventing unauthorized persons from gaining access or by
denying effective use of the information if access is
gained (e.g. encryption). Logical access controls are
different for data stored on removable media than data
stored on fixed media.

a. Removable media protection. Simple lock-and-key
control is probably the most cost-effective
protection for data resident on removable media. If
diskettes containing sensitive data cannot be
protected in this manner, encryption may be
appropriate.

b. Non-removable media protection. If data resides on
non-removable media (e.g. hard disk), preventing
access to the data requires controlling access to the
computer system itself (user identification) and to
the data available to the user. Physical access
controls (e.g. locked office space or power switch)
and administrative controls (e.g. observation) must
be employed to prevent unauthorized access to the
system. If equipment is shared by several users and
cannot be monitored at all times, hardware- and
software-based security mechanisms, which can limit
the type of access available to each user, may be
required (e.g. menu driven user interface
environment). Although certain technical skills and
"unusual" actions are required, these type of
"technical" access control mechanisms are vulnerable
to attack if the user has an opportunity to make
modifications to the hardware of software.

4. Residue Control. Data often remains on a computer system
or media without knowledge to the user. Data stored in
an area of disk or memory which is released for reuse
generally remains on the media or in memory until
overwritten. The "erase" or "delete" command usually
only sets a "file deleted" indicator in the file
directory and does not result in physical erasure of the
data. Many programs (e.g. word processors) create and
delete temporary "scratch" files which the user never
sees. Purge programs, which overwrite the media should
be used to .ensure data "residue" cannot be read by
subsequent users of the system. Sensitive disk media
should not be shared among users. If a fixed disk is
used, data "residue" can be controlled by: overwriting
the media, encrypting sensitive files, or restricting
access to one user.
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16. C. 5. Placement of Controls. In general, controls should be
placed as "low" in the system as possible, to reduce the
number of alternative paths available for circumventing
them. From”lowest” to "highest" controls can be placed
on the hardware, operating system, application program,
and user "environment." Controls placed at lower levels
tend to be stronger, but are much more difficult to
design and implement. Application system and user
Wenvironmentn controls are easier to design and
implement, but often are easy to circumvent. The type of
controls used will depend on the value of the system
resources and the sensitivity of the information
processed.

D. SOFTWARE AND DATA INTEGRITY. The formal and "official"
appearance of printed materials produced by microcomputer
systems can result in unwarranted confidence in the substance
of those materials. Formal quality and integrity controls
should be employed, particularly when applications are
critical to the organization.

1. Formal Software Development. Formal Controls over
software development and testing should be employed for
systems designed and programmed in traditional
programming languages (e.g. BASIC or Pascal). Analysis
and control is also applicable to generic software tools
(e.g. spreadsheet and data base management system) also,
particularly when they are used to build complex
applications. Most generic software tools do not provide
built-in routines for checking the integrity of input
data.

2. Data Integrity Controls. Program controls such as data
format, range checks, and redundant cross-checks can be
included in applications to help ensure data integrity.
Managers should require individual accountability and
auditability of results, reasonable checks, and various
supporting information before relying on information
generated by microcomputer systems.

3. Operational Controls. Controls over the implementation
of many microcomputer applications are as critical as
they are for large-scale systems. In those cases) the
following operational procedures should be developed.

a . Data preparation and input handling procedures

b. Program execution procedures

C . Media (probably diskette of tape) procedures

d. Output handling and distribution procedures
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16. D. 3.

4.

(cont'd) Various administrative controls discussed in
Chapter 7 may be applicable, although personnel
performing such procedures probably won’t have extensive
data processing or Operations training.

Documentation. Organizations often come to rely on
home-grown applications developed without formal system
development procedures, including the formal
documentation of data definitions or programming logic.
Documentation should be prepared for all aspects of any
repetitive activity which is critical to its ongoing
operation.

E. BACKUP MD CONTINGENCY PLANNING. The problem of backup and
contingency planning in a microcomputer environment is
essentially the same as for other data processing activities.
See Chapter 4, Contingency Planning. There are some special
considerations for microcomputer users due to wide
distribution of equipment and number of people involved.

1. Emergency Procedures. Any area in which people work and
important information is handled should have basic
emergency procedures, including:

- alarm activation and deactivation procedures,
- evacuation plans,
- lockup procedures,
- medical emergency supplies and procedures,
- fire detection and extinguishing equipment, and
- bomb threat procedures.

These precautions should be put in place or updated if
they don't already exist or are obsolete.

2. File Backup. Unlike most large-scale systems where
backups are performed centrally by trained data
processing personnel, the user is generally responsible
for backup of microcomputer systems. U s e r s  of
microcomputer systems should perform regular and
systematic backup of files. Users should also keep
backup copies of commercial software, locally maintained
software, and documentation for the software.

a. Backup approaches. For data stored on diskettes or
o t h e r  r e m o v a b l e  media, it is often easiest to make a
backup copy of the entire volume (e.g. diskette)
after use or at the end of each day. If the original
volume is damaged, the backup copy is used.

For large capacity, non-removable storage devices,
where it is usually impractical to perform full
volume backups on a daily basis, incremental or
application-based backups should be performed. With
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16. E. 2. a.

P.

b.

C .

(cont'd) incremental backups, only those files which
have been modified since the last full or incremental
backup are copied to the backup medium. In many
cases application-based backups are easier to
implement and recover since files can be organized
easier. In either case? full backups should still be
performed periodically.

Backup media. High quality media should be used
since most microcomputer systems do not have write-
verification

Storage. Backup copies of files are normally kept to
enable a user to recover data after loss due to media
or hardware problems or accidents (e.g. unintentional
erasure of files). These backups are normally stored
in a convenient nearby location. Backup copies of
critical files should be stored at a location
unlikely to be jointly affected by "common"
emergencies such as theft, fire, or flooding.
Periodic archival copies of important, but less
critical files should also be stored in an "off-site"
location. If microcomputers are connected to a data
communications network (e.g. local area network),
backup copies can be prepared on a separate device,
such as a remote host of file serverr providing the
physically separate storage needed for disaster
recovery.

MISCELLANEOUS CONSIDERATIONS. Multi-user microcomputer
svstems and microcomputers used in communications
environments are particularly vulnerable to accidental or
intentional threats since these systems do not normally have
adequate security features to assure user isolation and
access control. In most local area network (LAN) systems,
all nodes have the ability to read all traffic on the
network. If these systems are supporting users with security
requirements (e.g. users processing or storing sensitive
data), appropriate administrative and physical protection
must be provided.

G. RISK ASSESSUENT REQUIRENENTS. Risk assessment requirements
for microcomputer systems are discussed in Chapter 3, Risk
Management and Risk Assessment.
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CHAPTER 17. STANDARD TERHINAL SECURITY

A . GBRERAL. Security features incorporated in the USCG standard
terminal system design are limited: those security features
t h a t  e x i s t , such as password protection, are provided in
software. Although passwords and various protection levels
can be specified at the volume, directory and/or file level,
considerable precautions must be taken to ensure the
protection of sensitive applications and files. The
vulnerabilities of the standard terminal and its applications
(ADS, CTMail, word processing, etc.) are being reviewed by
both Coast Guard and contractor personnel in order that
appropriate safeguards can be identified. Also, new releases
of the operating system are expected to have some security
improvements. While this chapter makes no attempt to cover
the gamut of possible system drawbacks and flaws which can be
unique to an

if
installation, the following interim guidance is

provided pen ing the outcome of these studies and
improvements.

B. PHYSICAL CONTROLS

1 .

2.

3.

4.

Standard terminal equipment should be located in physical
areas which can be locked during off-duty time. Physical
protection iS particularly important for those devices
which can be used to initialize or load the operating
system.

Terminals shall be logged-out when not in use for
extended periods (e.g., evenings and weekends).
Terminals on systems containing sensitive files shall be
logged-out when not attended (e.g., lunch time).
Terminals shall not remain in the executive mode or in
any utility or application (word processing, Multiplan,
etc.) which can terminate in the executive mode, when
unattended.

If standard terminals and mass storage devices are
located in areas which cannot be effectively controlled
physically, or information contained on the system is
especially sensitive, users should power-off individual
terminals and secure (or keep on their person) the key to

I?
revent s y s t e m  a c c e s s . It is necessary for all users on
he system to power-off and remove the key in order for
this approach to be effective.

Terminals which will be used to process sensitive
information should be located to discourage over-the-
shoulder browsing and should not be located where they
are visible from outside the working spaces (e.g.,
windows, passageways).
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17. c. ADHINISTRATIVB CONTROLS

1. S y s t e m  U s a g e . System administrators and system ADPSOS OL:
ADPSSOS should know what level and type of data users
have on the system.

2 . Backup. System administrators should routinely (once a
week is reasonable) prepare backup volumes (disk or tape)
for system resident files. Users should be encouraged to
backup critical files to floppies on a more frequent
basis if warranted.

3 . Backup storage. Backup tape files, system utility disks,
and other

s
otentially useful software should be protected

in a locke cabinet or safe in a locked room. Whenever
possible the storage cabinet or safe should be located in
an area away from the CPU and printers. Users should
lock up floppies which contain sensitive files in Storage
desks, cabinets, or safes. Portable floppy storage
boxes, even though lockable, provide inadequate
protection when left out on a desk or in plain view of
passersby.

4. Passwords. Password protection is the primary security
feature of the standard terminal. There are three types
of passwords - volume password, directory password, and
file password. Directory and file passwords have
different levels of protection which may be used to meet
different needs. The standard terminal documentation
contains the current password levels and the protection
each affords. The password scheme is an integral part of
the software system and cannot be readily changed without
si nificant

9
impact on the operating system and individual

so tware applications and utilities. Since the typical
user, who is not a trained data processor8 might easily
stumble upon the volume password, the following
guidelines should be followed.

a . Passwords should be required of all users. If CTMail
is in use, the system administrators should activate
passwords for users, since directory and CTMail
passwords must be in "sync."

b. System administrators should educate users about
passwords and ensure passwords chosen by users follow
a reasonable scheme. The recommended method for the
development of a password is to take a group of words
or phrases familiar to the user and combine all or
portions of them to form the password. On systems
containing sensitive files, passwords should be no
less than six (6) alphanumeric characters to minimize
the risk of passwords being guessed. For example:
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17. c. 4. b.

C .

d .

e .

(cont'd) the password EVOTTUPA is derived trom the
phrase, "Every Other Tuesday is PAyday" and can be
easily memorized. Passwords based on family member
names) initials, birthdays, etc. can be easily
guessed and should be avoided.

system administrators should have two User IDS and
two unique passwords - one for system administration
duties and a second User ID for daily work. The
system password should be known by the system
administrator and one alternate: it should be written
down, sealed in an envelope, and secured.

System administrators should change volume passwords
(using the Change Volume Name command) periodically
(quarterly is reasonable).

System administrators should change user passwords
periodically (semi-annually is reasonable).

5. Application/Utility Access. System administrators should
ensure users are provided executive command sets based on
need-to-know criteria. Secretarial and clerical
personnel, for example, should not, under normal
circumstances, require access to programming languages or
system utilities. The system administrator'could
customize command sets for various user communities. In
some cases it may be appropriate to limit a user to only
one application, such as word processing. The following
commands should normally be reserved for the system
administrator's command set only: Dump, New Command,
Debug File, Set File Protection, and Set Directory
Protection.

6. Volume/Directory/File Protection.

a. System files not required by general users should be
protected at the "0" level to prevent
viewing/analysis by unauthorized personnel. System
files such as "fileheaders.sys," "mfd.sys," and
"name.users" are particularly sensitive in that
directory or mail passwords are identified.

b . Initializing a volume (IVol) does not write over old
information contained on the volume unless a surface
test (an optional parameter) is requested. Whenever
a volume which was used previously to store sensitive
information is being initialized, make sure the
surface test parameter is invoked to destroy all data
resident on the volume.
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17. C. 6. c. Initializing floppies without specifying a volume
password results in the writing of the password (of
the current path) onto the floppy
csys>fileheaders.sys file and can easily be
determined. The floppy (volume) should be password
protected or the path password should be changed to a
null password (two single quotes ['I]) prior to
initializing the floppy.

d. If there is any reason to question the
confidentiality or integrity of a file, the system
administrator should review system data to determine
if the file has been accessed at an unusual time
(e.g., off duty hours or at a time not coincident
with the normal processing cycle). The "files"
command can provide information regarding last
date/time of file modification.
"(L)ist"

The word processing
command can provide information regarding

last date/time of file access: although, the "-user"
or path of access can not be determined. System
administrators should advise owners of files which
are sensitive to review their own files for
compromise.

e. When using the "copy" command to copy a document from
one directory to another, the password associated
with the source document is written to the new
document in the fileheaders.sys file. Always assign
a new password to the new document using
"^newdocument password" after the new document name
in the "file to" parameter.

7. Miscellaneous.

a.

b.

C .

System administrators should promptly remove system
access rights for any personnel no longer requiring
access because of job change (within or outside the
company), reduction-in-force, or if Security
clearance or access has been terminated for cause.

Logon procedures (including passwords) should not be
posted on or around the standard terminal or office
spaces. It is preferable that passwords not be
written down at all, but in any event, they should
not be disclosed unless absolutely necessary.
Passwords should be changed promptly afterwards.

In certain modes of operation of the standard
terminal, CTOS does not mask a password (i.e.,
replace with "#" symbols) when entered. For example,
when using the Asynchronous Terminal Emulator (ATE)
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7. c. 7. c.

d.

e.

f.

(cont'd) or Multi-Terminal Entry (MTE) mode to
communicate with TCC's Amdahl mainframe, the Amdahl
password is not masked and remains visible on the
standard terminal screen until it is scrolled off.
Users should use care when entering passwords while
in these modes to prevent external viewing of a
password.

System administrators should evaluate removable hard
disk (cartridge) systems for those systems used to
process sensitive data. The hard disks can be locked
in 6ecure storage areas or safes as appropriate.

System administrators should routinely (at least once
a week) run jobs to delete ".tmp" and *-Old" files
maintained by the system automatically for system
recovery# print spooler, etc. purposes.

System administrators should ensure that standard
terminal equipment used to process sensitive
information is "cleansed" of all sensitive data
before it is returned for repair or traded within
USCG or with C3. The Initialize Volume utility with
the surface test parameter invoked should be used to
ensure sensitive data is overwritten. If because of
system malfunction, the Initialize Volume utility
does not function, the hard disk should be degaussed
prior to transferring possession of the equipment.
Commandant (G-TDS) can provide additional guidance
regarding degaussing equipment and techniques if
required.

Floppy diskettes which contain sensitive information
and need to be discarded (e.g., due to excessive bad
spots/defects) should be shredded or degaussed.

D. TBCHUICAL COlTROLS

1. Terminal ID numbers, located in PROM in the terminal, can
be identified through an operating system call. This
system call (Get Terminal ID) can be used when the
terminal is connected to another computer in a terminal
emulator mode to identify or ensure access by authorized
terminals only. This method can not be used for Cluster
terminal management.

2. External communications links should be disconnected
during off-duty working hours unless required by the
ADPSSO.

e. RISK ASSESSHENT RBQUIREHENTS. Risk assessment requirements
for standard terminals are discussed in Chapter 3, Risk
Management and Risk Assessment.
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CdAPTER 18. CLASSIFIED INFORMATION PROCESSING

A. GENERAL. The increasing use of automated informati.on system
support in preparing classi'fied material presents a security
vulnerability which could result in the compromise of
classified information. The use of automated systems which
process classified information must be strictly controlled.
To ensure required controls are in place, automated systems
processing classified information must accredited in
accordance with requirements in Chapter 13, Accreditation
prior to processing.

1. Standalone systems are accredited'by office chiefs: area
commanders: district commanders: commanding officers of
regional maintenance and logistics commands: Commander,
Activities Europe: and commanding officers of
Headquarter's units.

2. Systems other than standalone are accredited by
Commandant (G-T). Paragraph C provides additional
guidance.

B. STANDALONE SYSTEH REQDIREHENTS. A standalone shall consist
only of a keyboard, display, CPU, printer or other output
device, and mass storage device. It shall have no connection
(hard or soft) to any other workstation, cluster, or system,
or telecommunications system or device. The following
paragraphs discuss security control requirements for
standalone systems. These controls are in addition to basic
control requirements discussed in other chapters in this
Manual.

1 . For the duration of classified processing, the system
shall be kept under the constant surveillance of an
authorized personr who is in a physical position to
exercise direct security control over the system.

, Security control shall include providing appropriate
safeguards to deny to unauthorized persons visual access
to video and other displays containing classified
information.

2. All classified documents created in the system shall be
properly marked as required by COMDTINST M5500.11AI
Security Manual regardless of whether they are intended
to be printed or not.
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18. B. 3.

4.

5.

6 .

7 .

8.

9 .

When the system will be used by another individual during
the classified processing period and the classification
category or type of information or need-to-know will

S y s t e m s . I

Upon completion of classified processing, all removable
storage media (e.g., floppy diskettes), listings,
ribbons, cards, classified waste, etc. shall be
dismounted or removed, collected, marked, and
appropriately secured or destroyed as required by
COMDTINST M5500,11A, Security Manual.

Queues or buffers for printers and other hardcopy output
devices shall be checked and emptied to ensure classified
information, does not remain in the system. If they
exist, other system buffers (e.g., keyboard) shall be
purged prior to system shutdown to ensure classified
information does not remain in them.

The system shall be safeguarded (stored or maintained in
a secure area) as required by COMDTINST M5500.11AI
Security Manual whenever classified information is left
in the system (e.g., primary or secondary storage) and
the system is not kept under the constant surveillance of
an authorized person.

Operating system and application software shall be
protected at the same level as the highest classification
of information processed.

Magnetic media and equipment shall be declassified or
destroyed following the procedures contained in m&y fVria," ,. .A LUL 0 LU2J

33, Security IMud~
Requirements for ADP Systems.

Unless cleared for the level of material the automated
system processes or stores, authorized maintenance
personnel shall be under escort at all times to guard
against viewing classified information or gaining accems
to passwords. If a password is inadvertently or
intentionally obtained by a maintenance person8 it shall
be considered compromised and changed immediately.

10. TEMPEST control requirements for classified information
processing are discussed in COMDTINST C5510.7 series,
Coast Guard Policy on Control of Compromising Emanations
(u).
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C. OTEER MODES OF OPERATION.

1. The requirements provided above are sufficiently flexible
to cover most Coast Guard classified information
processing needs. If classified information processing
needs cannot be met given the above requirements, notify
Commandant (G-TDS). Provide the following information
when known:

a. Classification of information processed,

b. Proposed system configuration and diagrams,

C . Diagram of three-dimensional controlled space,

d. Hours of operation and hours manned, and

e. Any other information relative to the protection or
vulnerability of the system and the information
processed.

2. Processing classified information of different
classification levels or classified and unclassified
information concurrently on a multi-user system requires
special controls. In such casesr classified information
processing may be permitted in any one of several other
modes of operation should circumstances warrant.
Commandant (G-T) has the authority to make this
determination. These modes include: multilevel security,
controlled security, systems high security, dedicated
security mode, periods processing, and least privilege.

a. Multilevel Security Mode. Operation under an
operating system (supervisor or executive) which
permits various categories and types of classified
information to be stored and processed concurrently
in an AIS and which permits selective access to such
information concurrently by personnel not cleared for
the highest and most restrictive category of
information in the system and users having the proper
security clearances and need-to-know. The separation
of personnel and information on the basis of security
clearance and need-to-know is accomplished by the
operating system and associated system software.
Constraints may be placed on concurrent processing
and storage by the Designated Approving Authority.
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c, 2. b.

C .

d.

e.

f.

Controlled Security Mode. Operation of an AIS when
at least some personnel (users) with access to the
system have neither a security clearance nor a need-
to-know for all classified material contained in the
system. The separation and control of users and
classified information on the basis of security
clearance and security classification is accomplished
by the implementation of security measures# i.e.,
personnel security, access controls, and the
incorporation of firmware and software controls,
which reduce or eliminate most system software
vulnerabilities.

Systems High Security Mode. Operation of an AIS such
that the central computer facility and all of its
connected peripheral devices and remote terminals are
protected in accordance with the requirements for the
highest classification category and type of material
contained in the system. All personnel having access
to the system shall have a security clearance, but
not necessarily a need-to-know, for all material
contained in the system.

Dedicated Security Mode. Operation of an AIS such
that the central computer facility, the connected
peripheral devices, the communications facilities,
and remote terminals are used and controlled
exclusively by specific users or groups of users
having a security clearance and need-to-know for the
processing of classified or sensitive information.

Periods Processing Mode. The operation of an AIS
such that various levels of security classitication
are processed at different times with the system
being purged between periods.

Least Privilege Mode. The operation of an AIS such
that each subject (person, process, or device) in a
system be granted the most restrictive set of
privileges (or lowest clearance) needed for the
performance of authorized tasks. Operation in this
mode limits the damage that can result from accident,
error, or unauthorized use.

D. TRUSTRD COHPUTER SYSTRM REQUIRRHENTS. A trusted computer
system is a system that employs sufficient hardware and
software integrity controls to allow its use for
simultaneously processing a range of sensitive or classified
information. The National Computer Security Center (NCSC)
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18. D. (cont'd) established at the National Security Agency
provides technical support to achieve that objective. NCSC
developed security criteria for trusted computer systems
which are provided in Trusted Computer System Evaluation
Criteria (CSC-STD-001-83) and Computer Security Requirements,
Guidance for Applying the Trusted Computer System Evaluation
Criteria in Specific Environments (CSC-STD-003-85). The
Trusted Computer System Evaluation Criteria document is
commonly called "the criteria" or "the orange book” because
of its distinctive orange cover. See Chapter 19, New
S y s t e m s  - Security Requirements for applicability of trusted
criteria.

E. CO!4MUNICATION CONTROLS. Special controls are required when
classlfled data is transmitted. Contact Commandant (G-TTS)
for additional guidance regarding communications security
requirements.
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CHAPTER 19. NEW SYSTEMS - SECURITY REQUIREMENTS

A, GENERAL. AIS security controls should be built in, not added
on, This philosophy applies to hardware and software systems
and system operation support. The methods and procedures
used during system design, development, and modification can
have a significant influence on the adequacy and
effectiveness of controls in computer-based systems. Proper
controls over these processes help make sure systems are
built to meet user requirements, are developed economically,
are thoroughly documented and tested, and contain appropriate
internal controls and audit trails. To accomplish these
goals, managers responsible for the acquisition of AIS
hardware, software, and operations support shall ensure the
requirements contained in this Manual are reflected in the
acquisition or development of new or modified systems.

B. GENERAL REQUIRBNENTS.

1. All acquisitions of automated information systems -
hardware, software, or operation support - made by a
Headquarter's office, area staff, district, or
Headquarter's unit must be reviewed and approved by the
ADPSO for the office or command acquiring the system to
ensure applicable security requirements are incorporated.
The ADPSO shall maintain acquisition documentation which
identifies those security requirements invoked for the
acquisition.

2. All centralized acquisitions of Coast Guard-wide
automated information systems by Commandant (G-T) must be
reviewed and approved by Commandant (G-TDS) to ensure
applicable security requirements are incorporated. The
project officer shall maintain acquisition documentation
which identifies those security requirements invoked for
the acquisition.

3. The Federal Information Resource Management Regulations
(FIRMR), Part 201-32 - Contracting for ADP Resources,
contains specific regulations regarding the
implementation of AIS security requirements.

C. HARDWARE AND SYSTEH SOFTWARE.

1. A trusted computer system is a system that employs
sufficient hardware and software integrity controls to
allow its use for simultaneously processing a range of
sensitive or classified information. The National
Computer Security Center (NCSC) trusted computer systems
security criteria are provided in Trusted Computer System
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19. c. 1. (cont'd) Evaluation Criteria (CSC-STD-001-83) and
Computer Security Requirements, Guidance for Applying the
Trusted Computer System Evaluation Criteria in Specific
Environments (CSC-STD-003-85). The Trusted Computer
System Evaluation Criteria document is commonly called
the "the criteria" or "the orange book" because of its
distinctive orange cover. Currently, a limited number of
computer systems have been evaluated against trusted
system criteria: those systems that have been are
described in an Evaluated Products List published by
NCSC.

2. Documentation for all hardware acquisitions shall include
requirements for system security. Trusted criteria must
be referenced in the requirements for any new, multi-
user, distributed systems processing classified or
sensitive information. Because of the limited population
of evaluated systems, specific ratings (e.g., C2 or Bl)
may unnecessarily restrict competition. The criteria for
security policy, accountability, assurance, and
documentation features: however, can be referenced either
as mandatory or evaluated option requirement in the
specification on a case by case basis. Specifications
for multi-user systems processing classified or sensitive
information shall/ as a minimum, require security
features described for Class C2, Controlled Access
Protection systems in National Computer Security Center's
Trusted Computer System Evaluation Criteria.

3. Chapter 8, Hardware Security discusses general hardware
security features. Contact Commandant (G-TDS) to
determine if additional requirements are appropriate.

D. APPLICATION SOFTWARE.

1. Each Headquarter's officer area staff, district/
Headquarter's unit shall establish a management control
process to assure appropriate physicalr administrative/
and technical controls are incorporated into all new
applicationsr and into significant modifications to
existing applications.

A structured methodology, such as a System Development
Life Cycle (SDLC) approach, should be established to
ensure appropriate security controls are incorporated in
new software systems. SDLC is a commonly accepted
control technique used to divide an entire system
development process into distinct phases so that
management can review the process at key decision points.
This technique is applicable during initial system design
as well as during the modification process: thus,
appropriate elements of it should be used whenever
changes are made to a system. SDLC is particularly
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19. D. 1. (cont'd) advantageous because it promotes communications
between programmers and systems analysts, acceptance
tester, usersr internal auditorst and management
personnel. Commandant (G-TDS) will establish formal SDLC
policy and procedure as part of the AIS Standards
Program. Until then,
applies.

the following interim qui,dance

2. AIS security requirements and specifications shall be
defined and approved by the ADPSO prior to acquiring or
starting formal development of applications. The results
of any risk assessment of the AIS facility shall be
considered in determining the appropriate controls.

3. Requirements documentation for all software development
projects, either Coast Guard or contractor developed,
shall include a statement of requirements for system
security. Security requirements shall address the
following:

a. Data origination; including source document
oriqinationr source document authorization, source
document collection and input preparationt source
document error handling, and source document
retention.

b. Data input; including batch or on-line conversion and
entryt validation and editing, and error handling.

C . Data processing; including batch or on-line data
processing integrity, validation and editing, and
error handling.

d. Data output: includinq batch or on-line output
balancing and reconciliation, output distribution,
and output error handling, and handling and retention
of output records and accountable documents.

4. The Sensitive Application Design Guide (SADG) and
Sensitive Application Certification (SAC) Review
Methodology provided as enclosures to this Manual and the
General Accountinq Office's (GAO) Audit Guide on
Evaluating Internal Controls In Computer-Based Systems
are excellent references for management and staff
responsible for software development. They discuss
numerous internal control issues such as program testing
and system acceptance, configuration management controls,
and specific application controls for data oriqinationr
input, processing, and output. It is not necessary that
every control be in place: the need for the various
controls must be evaluated for each case.
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19. D. 5. Each Headquarter's office, area staff, district,
Headquarter's unit shall conduct and approve design
reviews and system tests, prior to placing the
application into operation, to assure the proposed design
meets the approved security specifications. The
objective of the system tests is to verify that required
physical, administrative, and technical controls are
operationally adequate. The results of the design
reviews and system tests shall be fully documented and
maintained in official records.

6. Upon completion of the system tests, the system shall be
certified to indicate the system meets all applicable
Federal policies, regulations, and standards, and that
the results of the tests demonstrate that installed
security controls are adequate for the application.

E. OPERATIONS SUPPORT.

1. Requirements documentation for the acquisition of system
operations support services shall include requirements
for data center protection controls and data center
management controls. Data center protection COntrOla
shall be determined based on risk assessment and shall
address the following:

a. Security and access (to the processing site, system
documentation, computer proqrams, and output).

b . Procedures for maintenance, storage, and access to
magnetic tapes, disk packs, and other data storage
media.

c . Procedures for disaster recovery and continuity of
operations.

Data center management controls include input/output
control, schedulinq, malfunction reporting, and
preventive maintenance procedures.

2. All contract personnel positions associated with Coast
Guard AIS must be designated a sensitivity level and all
contract support personnel occupying those positions are
required to undergo investigations and receive
appropriate clearances prior to performance of duty. See
Chapter 6, Personnel Security.

3. Contract support personnel are required to adhere to
Coast Guard policy and procedures regarding AIS security.
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CHAPTER 20. DtCLASSIPICATION AND DESTRUCTION O? CLRSSIPIRD MEDIA

1.

2.

Backaround- Computer media often retains a recoverable
image of files after they have been deleted. A
compromise of classified information could result if this
media is released from its secure environment without
adequate erasure of these files. Three primary methods
exist for dealing with this problem: overwriting,
degaussing, or destroying the media. National Computer
Security Center Publication NCSC-TG-025, A Guide to
Understanding Data Remanence in Automated Information'
Systems, provides the basis for corresponding Coast Guard
policies.

Delete/Erase* Deleted files are often very easy to
recover. Deleting a file only modifies the file
structures which indicate file locations. Deleting
releases the file locations so they can be overwritten by
new data. However, until new data actually overwrites
the old, it is fairly easy to recover. Even after an
overwrite, it may be possible to recover the old data
using techniques available in a laboratory environment.

3. Initialize/ForR&. Initializing or formatting a volume
of media can make recovery of old data difficult, but not
impossible. Few general statements can be made about
what formatting commands do. Formatting commands on
different systems perform somewhat different actions. In
some cases, formatting may only overwrite the existing
file structures, leaving the old data fairly easy to
recover. Computers that perform an overwrite of old data
are generally sufficient for clearing sensitive
(unclassified) data from magnetic media. However, if the
data is extremely sensitive, the media should be
declassified using an overwrite program or degausser;
otherwise the media should be destroyed. Media
containing classified data shall not be considered
declassified by using initializing or formatting
commands.

4 .  Cleari q. Clearing refers to the removal of sensitive
data f?les such that they cannot be reconstructed using
diagnostic routines or other normal system capabilities.
Clearing can be accomplished by a 8ingie overwrite of the
sensitive data files with any unclassified data pattern.
Clearing utility programs are available for most computer
systems, including the Coast Guard Standard Workstation.
Clearing does not necessarily prevent recovery of data
using techniques available in a laboratory environment.
Nonetheless, clearing procedures are generally adequate
for removing sensitive, but unclassified data prior to
releasing media from government control. In addition,

20-l cH-2



classified files that are no longer needed should be
cleared to reduce the risk of compromise, but the media
shall remain at the same overall classification level.
Clearing should not be confused with declassifying which
provides a higher level of protection against data
reconstruction.

5. wmovina Accmntallv Recorded Cla_ssified Data
Retrieving, editing, and saving a file can result in
writing the data to multiple locations. Removing the
current version of a file may leave temporary or old
versions of the file either on the same or other volumes
of media. Since it is impossible to account for these
temporary files, it is ordinarily necessary to remove all
data from a volume of media in order to declassify it.
Normally, when a small amount of classified data is
accidentally recorded to an otherwise unclassified hard
disk that media should be declassified or destroyed.
However, the loss of all data on a disk may not be cost
effective when compared with the fairly low risk of
compromise. This Is especially true if the data can be
isolated and overwritten. The Coast Guard has adopted a
procedure which permits retaining unclassified data files
while purging accidentally recorded classified data from
fixed magnetic hard disks (see paragraph D. REMOVING

RECORDED CLASS- DATA FROM OTHERWISE
UNCLASSIFIED FIXED MAGNETIC HARD DISKS).

6. Declassifving. Declassifying refers to data removal
procedures and administrative actions taken in order to
reuse formerly classified media in an unclassified
environment. Certain extremely sensitive classified data
are controlled by special access programs that prohibit
declassifying the media. Examples of classified data
controlled by special access program or other agency
rules are classified communications security (COMSEC)
data marked cryptographic (CRYPTO), and Sensitive
Compartmented Information (SCI), etc. In such cases the
media shall be handled as directed by the cognizant
office for the special access program. Destruction is
the only alternative to indefinite storage of media that
cannot be declassified.

a. kaaussinq. Degaussing is the most effective and
easiest method to declassify most types of magnetic
media. WARNING, degaussers may damage servo motors
or other disk drive components and may void the disk
drive warranties or maintenance agreements.
Specialized degausser equipment designed for the
particular type of media and certified to meet
National Security Agency (NSA) specifications must be
used. Approved degaussers are listed in the
Degausser Products List (DPL) portion of the
Information Systems Security Products and Services
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7.

Catalogue published by the National Security Agency.
This catalogue is available through the Gcvernment
Printing Office.

b. Qverwriting. Overwriting is authorized for
declassifying fixed magnetic hard disks and certain
other forms of media that are difficult to degsu68
and have a high replacement coat. Declassifying by
overwriting involves multiple overwrite8 of the
entire media, as opposed to the single overwrite of
data files used for clearing. Overwriting is not
recommended for declae6ifying magnetic tapes, floppy
disks (including most removable "hard" disks), or
optical media. Tapes and floppy disk8 am generally
easy to degauss or can be destroyed and replaced at a
low cost.

Destruction. Media containing classified data shall be
destroyed when it is no longer needed for classified
processing, and declassifying is neither authorized nor
appropriate. Whenever feasible, degauss, overwrite, or
reformat the media prior to destruction. Deatroy
magnetic tapes and floppy disks (including most removable
"hard" disks) by crosscut shredding, disintegration, or
incineration. Destroy rigid metallic hard disks by
removing the entire recording surface with a power
sander, emery wheel, or other abrasive device.
Presently, there are no approved methods for the
destruction of optical media, such as Compact Disc - Read
Only Memory (CD-ROM). Optical type media shall be stored
in appropriate containers until an approved method is
authorized by NSA, or return the media to the distributor
for disposal.

B. ADMINISTRATIVE PROCEDURES .

1. BDproval of focal Pr&urea Designated Approving
Authorities, as a part of th; accreditation process,
shall approve specific media declassification and
destruction procedures for each classified Automated
Information System. The approved media declassification
and destruction procedures should be included in local
standard operating procedures.

2. Declassification or destruction
of classified AfS storage media shall be conducted by two
persons with appropriate security clearances. Both
persons shall have a thorough understanding of the
approved procedures, and shall be responsible for
ensuring that the procedure is performed properly and
accomplished successfully. A procedural check sheet is
recommended to ensure proper procedures are followed.
The success of a declassification procedure shall be
verified by attempting to read the declassified media and
determining that no classified data can be recovered.
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3. Removal of Cl~iflcatlon Mark- All labels
indicating previous classification'shall be removed from
tape reels, disk drive housings, etc. after the media has
been declassified or destroyed.

4. mountability of Claesified Ma- The Information
Security Program, COMDTINST M5510.21 series describes the '

requirement for accountability of classified materials.
Classified materials are defined as any matter, document,
product or substance on or in which classified
information is recorded or embodied. Therefore, a volume
of AIS storage media, (e.g., floppy diskette, magnetic
tape, sealed disk drive, etc.), containing SECRET or
above classified information must be listed in classified
material accountability records. The various data files
stored on the media, however, are not classified
materials and shall not be listed as separate items in
classified material accountability records.

C. AUTHORIZED DECLASSIFICATION AND DESTRUCTION Mm.
1. uaanetic Tam.

a. Declassif&=atioq Degaussing is the only authorized
method for declassifying magnetic tape, and the
degaussers must be listed in the Degausser Products
List (DPL). The DPL is the commercial model
identification listing of products that have been
evaluated and found to satisfy the requirements for
erasure of classified magnetic media. Listing of a
product on the DPL does not constitute endorsement of
the product by the government. The DPL only indicates
that the unit evaluated has met all applicable
degausser requirements.

b. Destructio Destroy magnetic tape by incineration,
disintegration, or crosscut shredding.

2. Flexible Magnetic Diskette (Floppy Disk) .

a.

b.

Declassification. Degaussing is the preferred method
for declassifying flexible magnetic diskette (floppy
disk) media, including most removable "Bernoulli type
hard disks". Overwriting should not be used for
declassifying when degaussing, or destruction is
feasible and replacement costs are relatively low.
If necessary, overwriting may be used following the
procedures in paragraph 20.E, PROCEDURES FOR
DECLASSIFYING BY OVERWRITING.

Destruct- Remove flexible diskettes from their
housings and destroy by incineration, disintegration,
or crosscut shredding.
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a. Declaaeificatjgn bv Overwd&ing . Overwrite all
addressable data bit locations, first with one
pattern, such as setting all bits to one, then with
the complementary pattern, in this case setting all
bits to zero. F&peat this overwrite cycle at least
three times, leaving an unclassified pattern on the
disk.

b. Declaseificatiu Dee
magnetic hard disks by degaussing

Declassifying
is authorized, but

is seldom practical. Hand held permanent magnet
degaussers can be used to degauss disk platters and
disk packs where the recording surface is accessible.
Large cavity degaussers capable of degaussing sealed
disk packs and Winchester style disk drives are
available. WARNING, degaussers may damage servo
motors or other dfsk drive components and may void
the disk drive warranties or maintenance agreements.

c. Destruction. Magnetic hard disks should be destroyed
by applying an abrasive device such as emery wheel or
disk sander to the recording surfaces.

4. Dntlcal Disc (CD-ROM)- .

a. Declassif&a&&on/Destruction There are no
authorized methods for declaisifying or destroying
optical media.

D. (SIFIED DIITA PROH
OTHERWED UA~XC HARD DISK8 .

1. Backacound- At times, classified data is accidentally
written into unclassified computer systems. It is not
possible to account for all locations w,here data has been
processed or stored in a computer system or on a volume
of media. For example; retrieving, editing, and saving a
file can result in writing portions of the file to
several different locations throughout the system. If
only the current version of the file is erased, temporary
or old versions of the file may remain on the system.
Similarly, copying an unclassified file .from classified
media to unclassified media risks inadvertently copying
fragments of classified data to the unclassified media.
However, the loss of all data on a disk may not be cost
effective when compared with the fairly low risk of
compromise. This is especially true if the data can be
isolated and overwritten. The procedure described in
this section permits retaining unclassified data files
while purging accidentally recorded classified data from
otherwise unclassified fixed magnetic hard disks.
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2. policv, The procedure described in this section may be
applied only when SECRET or below general service
(GENSER) classified data has been accidentally recorded
t0

a .

an otherwise unclassified fixed magnetic hard disk.

Sn sitivitv Level The procedure and policy
deicribed in this'chaptar shall not apply to media
containing TOP SECRET data or data controlled by any
special access program or rules imposed by another
agency. Examples of classified data controlled by
special access program or other agency rules are
classified communications security (COMSEC) data
marked cryptographic (CRYPTO), and Sensitive
Compartmented Information (XI).

b.

C .

Accidental Classification The procedure and policy
described in this section'shall not apply to media
that has intentionally been used for classified
processing.

Media* The procedure and policy
described in this section shall not apply to any
media other than fixed magnetic hard disks.

3. Procedures.

a. Delete Cl-d Filag The following procedure
should be performed just prior to performing the
overwrite. Delete all classified files, all
temporary files, and nonessential unclassified files.
Deleting these files releases the corresponding disk
space so that it is unassigned and free to be
overwritten.

b. Overwrite Unas&gned Disk Sbace. Overwrite all
unassigned disk space, first with one pattern, such
as setting all bits to one, then with the
complementary pattern, in this case setting all bits
to zero. Repeat this overwrite cycle at least three
times. Commercial software designed to overwrite
files is available for most operating systems
presently used in the Coast Guard. However,
assistance should be requested from the cognizant
ADPSO prior to attempting this procedure on any
storage media.

c. C&eck for Sucw1 Ovm The success of the
procedure shall be verified. if the overwrite *
software does not perform the verification, then the
overwritten disk space shall be manually verified to
ensure that no classified data can be recovered. A
utility program or software may be used to read the
overwritten space to ensure no other characters are
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detected. As an example, in the CTOS environment
"CREATE FILE" command could be used to create several
test files. Set the size of each file to the maximum
amount'of disk space the System requirements will
allow. The "TYPE" command could be used to SCM each
test file for several minutes searching for
characters other than the overwrite character. If
anything other than the overwrite character is
detected, the procedure should be repeated until no
other characters are detected or the media should be
appropriately marked and safeguarded as classified
material.

d. RSQ&rBtoN~O~ After a successful
overwrite, delete test file; and return the hard disk
to normal unclassified operation.

1. a-. Degausslng is the preferred method for
declassifying magnetic media. Overwriting is
significantly less reliable, less effective, and more
difficult to validate than degaussing. Because of the
replacement cost and the difficulty in degaussing fixed
magnetic hard disks and certain other kinds of media,
overwriting has been authorized for declassifying.

2. Eplicv, By following the procedures below, overwriting
may be used to declassify fixed magnetic hard disks.
Overwriting is not the preferred method of declassifying
fixed magnetic media when, degaussing, or destruction is
more feasible and replacement costs are relatively low.

a. Sensitivitv Level. Do not use overwriting to
declassify media containing TOP SECRET data or
containing data controlled by any special access
program or other rules imposed by another agency
which may restrict media declassification. Examples
of data controlled by special access program or other
agency rules restricting media declassification are
classified communications security (COMSEC) data
marked cryptographic (CRYPTO), and Sensitive
Compartmented Information (SCI).

b. Media Des-. Do not use overwriting to
declassify magnetic tapes or flexible disks when
degaussing or destruction are feasible because
replacement costs are relatively low.

4. Procedurea.

a. Qverwrite. Overwrite all addressable data bit
locations first with one pattern, such as setting all
bits to one, then with the complementary pattern, in
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this case setting all bits to zero. Repeat this
overwrite cycle at least three times, leaving an
unclassified pattern on the disk.

b. mck for Sumul OverWrite The success of the
procedure shall be verified. if the overwrite
software does not perform the verification, then the
disk shall be manually verified to ensure that no
classified data can be recovered. A utility program
or software may be used to read the entire disk to
ensure no other characters are detected. As an
example, in the CTOS environment the "CREATE FILE"
command could be used to create several test files.
Set the size of each file to as much of the available
disk space a8 the system requirements will allow.
The "TYPE" command could be used to scan each test
file for several minutes searching for characters
other than the overwrite character. If other than
the overwrite character is detected, the procedure
should be repeated until no other character8 are
detected. If several overwrites are unsuccessful, it
is recommended that the media is either stored or
destroyed in accordance with procedures set forth in
this manual.

c. Remove Classification Markinaa After checking for
successful overwrite, remove ciassffication markings
from the media and update classified material
accountability records.

F. PROCEDURES FOR DBCLASSIFYING BY DISCAUSSING.

1. Backaround and AD- Degaussing is generally
the best method for declassifying magnetic media. The
degausser shall be approved for the specific type of
media to be declassified. Approved degaussers are listed
in the Degausser Products List (DPL) portion of the
Information Systems Security Products and Services
Catalogue published by the National Security Agency.
This catalogue is available through the Government
Printing Office. Contact your (ADPSO) for further
information on obtaining approved degaussers. ADPSO'S
may contact Commandant (G-TPS-4).

2. Restrictions.

a. Ferromaanetic Metal Enclosu es Disk enclosures and
tape reels made from ferromignetic metals will
interfere with a degausser's magnetic field and must
be removed prior to degaussing. NOTE: At the time
of this publication, the CGSWs using this type of
enclosure are UNISYS 1OMB and 20MB hard drives. The
more common plastic, aluminum, or other non-magnetic
metal enclosures and reels do not significantly
interfere with degaussing and need not be removed.
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3.

b . me Coerci~UTy. When degauaalng magnetic
tapes, tape coetcivity and corresponding degausser
type must be evaluated. Tapes are categorized Into
type I, type 11, or type III by coercivity which is
an indication of how strong a magnetic field is
required for degaussing. Coerclvity is not a factor
In evaluating degauaaers for magnetic disks.

(1) Type I (low energy) tapes are the moat common
type* The coercivity of type I tapes does not
exceed 350 oerateds. Any type I, II, or III
approved tape degauaaer may be used to
declaaalfy Type I tapes.

(2) Type II (high energy) tape coerclvity ranges
from 351 oersteds up to 750 oersteda. A Type If
or III degauaaer is required to declassify Type
II tapes by degauasing.

(3) Type III tape coercivlty exceeds 750 oerateds.
At present, no degauaaera have been approved for
declassifying Type III tapes.

c. mrd Diakq. It is permissible, but often impractical
to degauss magnetic hard disks:

(1) One common type of disk degauaaer Is a hand held
permanent magnet. This type of degauaaer must
be placed in almost direct contact with the
disk, with only a cloth or tissue between the
disk and the degausser to protect the disk
surface. This type of degausaer can, in some
cases, be inserted between disks of a disk pack
without disassembling. However, sealed disk
packs and Winchester style disk drives must be
disassembled in order to use this type of
degausaer. Once disassembled, it is generally
more cost effective to destroy the disk platters
rather than degausa and attempt to reassemble
the disk drive.

Large cavity degaussers capable of degausaing
sealed disk packs and Winchester style disk
drives without disassembling are available.
However, these degausaers may be too expensive
to be cost effective. In addition, these
degauasers damage servo motors and other disk
drive components. The degaussers may also
remove timing tracks that would require factory
restoration.

Procedures. Use only approved degaussers and follow the
manufacturer operating instructions. If possible, verify
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data erasure by trying to read data from the media after
degaussing.

a. for hand-held permanent magnet
disk degaussers, f0ii0w manufacturer operating
instructions.

b. -tic De- For electromagnetic
degaussers, follow manufackrer operating
instructions. Adapters for degaussing different
kinds of media are available for most approved
electromagnetic degaussers. Ensure that the
degaussers magnetic field is not interfered with by
ferromagnetic metal enclosure or reel. For magnetic
tapes, ensure that the coercivity (type I, II, or
III) of the tape does not exceed the rating of the
degausser.

1. maround. Classified AIS storage media that is no
longer useful shall be destroyed. The destruction
process must be sufficient to preclude recognition or
reconstruction of the classified information. Whenever
feasible, degauss, overwrite, or reformat the media prior
to.destruction. The most common methods of destruction
are crosscut shredding, disintegrating (by chopping or
pulverizing equipment), incinerating (burning or
melting), and application of an abrasive device (emery
wheel or power sander). Presently, there are no
authorized methods for destroying optical media (CD-ROM).

2. Destruction Methods .

a. Shredders Only crosscut shredders producing residue
not exceeding l/32 inch in width (with a l/64 inch
tolerance) by l/2 inch in length are authorized for
destruction of classified magnetic media. Crosscut
shredding is suitable for destroying magnetic tape
and magnetic flexible diskette media, including many
types of removable soft metal "hard" disks. Remove
diskettes from their housings and tapes from their
reels before shredding. Remove all classification
markings from tape reels and diskette housing before
discarding or reusing.

b. Disintearatorg Disintegrators used for destroying
magnetic media'shall have a security screen with
perforations not exceeding 3/32 inch in diameter.
Disintegrators are suitable for destroying magnetic
tape and magnetic flexible diskettes. Many
disintegrators are capable of handling the plastics
and soft metals used in diskette housings, and even
aluminum and other soft metal ("hard" disk) platters.
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Remove classification marking8 then disassemble tape
reel8 and diskette housings prior to disintegrating
the media.

c .  Incineration. Incineration (burning or melting) is
suitable (with the exception of CD-ROM) for
destroying Virtually any type Of Cla88ifi0d media.
Residue produced by incineration should be examined
to verify that all media is burned or melted
sufficiently to preclude reconstruction of cla88ified
information.

d. Abrasive Device. An abrasive device, Such a8 a power
sander or emery wheel, should be uSed to destroy
rigid metallic hard disk platters. After
diSa88embling the disk drive or disk pack, remove the
entire recording surfaces of all disk platters by
applying the abrasive device.
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ENCLOSURE (1) TO COMDTINST M5500.13

DEFINITIONS

N o t e : The terms Automated Information System (AIS) and Automated
Data Proceasing (ADP) System are often used interchangeably in
the literature, including OMB Circular A-130, FIPS PUBS, Navy
Security Manual, FAA Security Manual, and others. Generally, the
term Automated Information Systems is broader in context than
Automated Data Processing (ADP) systems, encompassing
telecommunications systems and systems designed solely for word
processing and/or electronic mail as well as traditional ADP
systems. Since much of the guidance in this Manual is derived
from other sourcesr including those noted above, the Manual may
not always be consistent with respect to the usage of the terms
AIS and ADP. This should not present any problems for the reader
aS the applicability of the guidance to either ADP or the broader
concept of AIS can normally be taken from the context of the
chapter, paragraph, or sentence. If there is doubt regarding the
applicability of security requirements for a given system, good
judgment should prevail when evaluating the acceptable level of
risk. The requirements in this Manual are based primarily upon
broad categories of system type and information sensitivity; more
rigid standards and requirements may be adopted locally if the
commanding officer determines the level of risk to warrant them.

The definition of the term Office Information System also varies
considerably in the literature, but is defined rather
specifically for the purposes of this Manual. Due to the rapid
growth and integration of data processing, telecommunications,
and office information systems in general, the simple
categorization of information systems will continue to be a
difficult if not impossible task.



ENCLOSURE (1) TO COMDTINST M5500.13

ACCEPTABLE LBVBL OF RISK - A judicious and reasoned assessment by
the appropriate Designated Approving Authority (MA) that an
automated information system (AIS) meets the provisions of this
Manual and the minimum requirements of applicable security
directives. The assessment should take into account the value of
AIS assets, threats and vulnerabilities, countermeasures and
their cost and effectiveness in compensating for vulnerabilities,
and operational requirements.

ACCESS - An interaction between a person, process, or device and
an object that results in the flow of information from one to
another. An object is a passive entity that contains or receives
information; e.g., records, files, directories, programs,
processors1 video displays, keyboards, printers, network nodes.

Note: Personnel who receive only computer output products from
the automated system and do not input to or otherwise interact
with the system (i.e., no "hands on" or other direct input or
inquiry capability) are not considered to have AIS access and are
accordingly not subject to the personnel security requirements of
this manual. Such output products, however, shall either be
reviewed prior to dissemination or otherwise determined to be
properly identified as to content and classification.

ACCESS CONTROL - The process of limiting access to the resources
of an AIS only to authorized persons1 processes, OK devices
(including other AISs in a computer networks). Access control is
accomplished through use of appropriate physical, administrative,
and technical controls.

ACCOUNTABILITY - The quality or state which enables violations or
attempted violations of AIS security to be traced to individuals
who may then be held responsible.

ACCREDITATION - The official authorization that is granted to an
AIS to process classified and/or sensitive information in its
operational environment. Accreditation is based on the
determination the AIS is operating at an acceptable level of
risk, after a comprehensive security evaluation and consideration
of other management factors (e.g., criticality of operations,
cost to implement controls, impact on operations, planned changes
in AIS operations.)

ACTIVITY - See AIS Activity.

ADMINISTRATIVE SECURITY (or Procedural Security) - The management
constraints: operational, administrative, and accountability
procedures: and supplemental controls established to provide an
acceptable level of protection for data.
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ADP CLBARMCB - Personnel classifications defined by the Office
of Personnel Management which are assigned to civilian positions
to indicate the level of trustworthiness required. Four
designations (ADP I through ADP IV) are defined based on degree
of involvement in computer system operation, sensitive
application processing, AIS security management and other
factors. See Clearance.

ADP SECURITY OFFICER (ADPS~) - See AIS Security Staff.

ADP SYSTB~ SECURITY OFFICER (ADPSSO) - See AIS Security Staff.

AIS - Automated information systems include traditional ADP
systems (mainframes and minicomputers), microcomputers, office
information systems, networks which connect them, and
applications (software) which run on them. It is any assembly of
computer facilities, equipment, personnel, software, and
administrative procedures configured for the purpose of
classifying, sorting., calculating, computing, summarizing,
storing, and retrieving data and information with a minimum of
human intervention.

AIS ACTIVITY - Any operating or staff unit of the Coast Guard
operating an AIS, or commercial firm providing AIS services to
the Coast Guard under contract.

AIS ASSET (or Resource) - Any AIS facilities, equipment
(computers, input/output devices, communication links),
personnel, software, administrative procedures, supplies, or
data/information used to support an automated process or
function.

AIS SECURITY DOCUl¶ENTATION - Documents which describe an
activity's AIS security posture and include standard operating
procedures, risk assessment plans and reports, security test and
evaluation plans and reports, Inspector General (IG) reports and
findings, incident reports, and contingency plans and test
results.

AIS SECURITY STAFF - Individuals assigned responsibility for and
who function as action officials for AIS security within their
respective organization. An ADP Security Officer must be
designated as a minimum at major commands (Headquarters' offices,
area staffs, districts, and Headquarters' units): other staff
designations provide for a hierarchy of responsibilities and may
be assigned at the discretion of the commanding officer.
Security staff designations include:

ADP Security Officer (ADPSO)
ADP Systems Security Officer (ADPSSO)
Network Security Officer (NSO)



ENCLOSURE (1) TO COMDTINST M5500.13

ANUUAL LOSS BXPBCTAHCY (ALE) - The ALE of an AIS or activity is
the expected yearly dollar value loss from the harm to the system
or activity by attacks against its assets. The ALE is computed
as part of the risk aaaeaament.

ATTACK - The realization of a threat. Frequency of attack
depends on such factors aa the location, type, and value of
information being processed. Short of moving the system or
facility or radically changing its miaaion, there is usually no
way that the level of protection can affect the frequency of
attack. The exceptions to this are certain human threats where
effective security measures can have a different effect. The
fact that an attack is made does not necessarily mean that it
will succeed. The degree of aucceaa depends on the vulnerability
of the system or activity and the effectiveness of existing
countermeasures.

AUDIT - An independent review and examination of system records
and activities in Qrder to teat for adequacy of system controls,
to ensure compliance with established policy and operational
procedures, and to recommend any indicated changes in controls,
policy, or procedures. An Internal Audit is conducted by
personnel responsible to the management of the organization being
audited. An External Audit is conducted by an organization
independent of the one being audited.

AUDIT TRAIL - A set of records that collectively provide
documentary evidence of processing used to aid in the
reconstruction, review, and examination of the sequence of events
leading towards a particular final result.

AUTEBNTICATION - The process of establishing the validity of a
claimed identity of a subject (person, procesar or device) to
verify the subjects eligibility to access specific AIS assets,
most often categories of information.

ADTEORIZATION - The granting, to a peraonr proceasI or device,
the right of access to an AIS asset. Authorization frequently
refers to the right to access (read, write, modify, create, or
delete) data.

AUTOHATBD INPOEUIATION SYSTBH (AIS) - See AIS.

BACKUP PLAN - See Contingency Plan.

BREACH - The successful defeat of security controls which could
result in a penetration of the system. Examples include:
operation of user code in master code, unauthorized acquisition
of identification password or file access passwords, accessing a
file without using prescribed operating system mechanisms, and
unauthorized access to tape library.

4
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BROWSING - The act of searching through storage to locate or
acquire information without necessarily knowing of the existence
or the format of the information being sought.

CALL BACK (or Dial Back) - A procedure established for positively
identifying a terminal dialing into a computer system by
disconnecting the calling terminal and reestablishing the
connection by the computer system's dialing the telephone number
of the calling terminal.

CENTRAL COEPUTER FACILITY - One or more computers with their
peripheral and storage units, central processing units, and
communications equipment in a single controlled area. This does
not include remote computer facilities, peripheral devices, or
terminals which are located outside the single controlled area
even though they are connected to the central computer facility
by approved communication links.

CERTIFICATION - The..official authorization that is granted to a
sensitive application attesting to the adequacy of its security
controls. Certification is made based on an independent review
of security controls of the AIS facility and the application
program and manual interfaces to determine if security design
specifications are correct and have been properly implemented.

CLASSIFICATION - The determination that official information
requires, in the interest of national security, a specific degree
of protection against unauthorized disclosure, coupled with a
designation signifying that such a determination has been made.

CLASSIFIED INPOREATION - Official information which requires
protection against unauthorized disclosure in the interests of
the national security of the United States, and which has been so
designated in accordance with the provisions of Executive Order
12356. COMDTINST M5500.11 provides CG policy and guidance for
the handling of Classified Information. See Confidential,
Secret, and Top Secret.

CLEARANCE - An administrative determination by designated and
competent authority that an individual is eligible for access to
classified information of a specific classification category.
Clearances apply to the right to accessr on a need-to-know basis,
classified information. See ADP Clearance.

COMMANDING OFFICER - Any head of a Coast Guard command or
activity: division/branch or section chief: officer-in-charge or
any other title assigned to an individual, military or civilian,
who, through command status, position, or administrativd
jurisdiction, is the senior line management official for an AIS
activity.

5
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COWlUNICATIOlW SECURITY (COHSBC) - The protection resulting from
all measures designed to deny unauthorized persons information of
value which might be derived from the possession and study of
telecommunicationsr or to mislead unauthorized persons in their
interpretation of the results of such possession and study.
COMSEC includes cryptosecurity, transmission security, emission
security, and physical security of communications security
materials and information. COMDTINST M2000.3 provides guidance
regarding CG communications security policy.

COHPARTUBNTATIOU - The isolation of the operating system, user
programsl and data files from one another in main storage in
order to provide protection against unauthorized or concurrent
access by other users or programs. Also the breaking down of
sensitive data into small, isolated blocks for the purpose of
reducing risk to the data.

COMPROl4ISE - The disclosure or loss of classified or sensitive
information to persons not authorized access.

COHPROUISING EMANATIONS - Electromagnetic emanations that may
convey data and, if intercepted and analyzed, may compromise
sensitive information being processed by an AIS. TEMPEST is an
unclassified short name referring to investigations and studies
of compromising emanations. It is sometimes used synonymously
for the term "compromising emanations".

CONFIDENTIAL - A Classification designation applied to
information or material, the unauthorized disclosure of which
could reasonably be expected to cause identifiable damage to the
national security. Examples of "damage" include the compromise
of information which indicates the strength of ground, air and
naval forces in the United States and overseas areas: disclosure
of technical information used for training, maintenance and
inspection of classified munitions of war: revelation of
performance characteristics, test data, design and production
data on munitions or war.

CONFIDBNTIALITY - A concept that applies to data that must be
held in confidence and that describes the status and degree of
protection that must be provided for such data about individuals
as well as organizations.

CONFIGURATION CONTROL (or Configuration Management) - The use of
procedures appropriate for controlling changes to a system's
hardware and software structure for the purpose of ensuring that
such changes will not lead to decreased data security.
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CONTINGENCY PLAN - A contingency plan provides a course of action
to be followed during or following an emergency or other abnormal
event which causes or may cause a disruption in data processing
services  for  essentia l  functions (appl icat ions ) .  Cont ingency
plans address both the data processing support and the function
i t s e l f . It is a comprehensive statement of all the actions to
be taken before, during, and after a disaster (emergency
condition), along with documented, tested procedures which, if
followed, wi l l  ensure  the  ava i lab i l i ty  o f  c r i t ica l  AIS resources
and which will allow the continuity of operations.

CONTROLS (or Countermeasures or Safeguards) - The physical,
personnel, administrative, hardware, software, or communications
measures used to protect against unauthorized (accidental or
intentional )  disclosure,  modif ication, Or destruction of AISs and
data, and denial of service to process data. Any action I device,
procedure, technique, or other measure that reduces the
vulnerabi l ity of  an AIS or activity to the real ization of  a
threat.

COUNTERHEASURE - See Controls.

COVERT CHANNEL - A communication channel that allows a process to
transfer information in a manner that violates the system’s
security policy.

DATA CHANNEL - A hardware component which directs and controls
the flow of data between main storage and input/output devices
and allows the central processing unit (CPU) to operate
concurrently with input/output operations.

DATA CONFIDENTIALITY - The state that exists when data is held in
confidence and is protected from unauthorized disclosure. Misuse
of data - by those authorized to use it for limited purposes - is
a lso a  v io lat ion of  data  conf identia l i ty .

DATA CONTAMINATION - A deliberate or accidental act or process
that results in a change in the integrity of the original data.

DATA-DEPENDENT PROTECTION - Protection of data at a level
commensurate with the sensitivity level of the individual data
elements, rather than with the sensitivity of  the entire f i le
which includes the data elements.

DATA ENCRYPTION STANDARD (DES) - The National Bureau of Standards
(NBS) algorithm, implemented in special purpose electronic
devices, for the cryptographic protection of computer data. DES
may be used for the protection of data that is sensitive or has a
high value, and is vulnerable to unauthorized disclosure or
undetected modification during transmission or while in storage.

7
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DATA INTEGRITY - The state that exists when computerized data is
the same as that in the source documents and has not been exposed
to accidental or intentional modification, disclosure, or
destruction.

DATA SBT - Logical name for a data file, used to eliminate
reference to physical storage device.

DATA TYPB (LEVBLs I, II MD III) - Three categories of data used
to determine the degree of protection to be afforded data and
automated information systems processing such data. This is a CG
categorization which groups other recognized data/information
categories for the convenience of prescribing automated
information system security requirements.

a. Level I. Classified data.

b. Level II. Unclassified, sensitive data requiring
Special protection: for example, Privacy Act,
For Official Use Only, technical documents
restricted to limited distribution.

C . Level III. All other unclassified data.

DBA SENSITIVE fNBORl4ATION (or Data) - Designation for information
which requires a degree of protection, but does not meet the
criteria for a confidential classification. Release could result
in compromise of information or source and could result in the
loss of life.

DBDICATBD MODE - See Mode of Operation.

D&GAUSS - To apply a variable, alternating current (AC) field for
the purpose of demagnetizing magnetic recording media, The
process involved increases the AC field gradually from zero to
some maximum value and back to zerol which leaves a very low
residue of magnetic induction on the media.

DESIGNATBD APPROVING AUTEORITY (DAA) - The DAA is the official
having responsibility for the accreditation of an AIS.

DIAL BACK SYSTBH - See Call Back.

DISASTER PLAN - See Contingency Plan.

a
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DISCLOSURE (unauthorized) - The unauthorized release or access of
Level I or II data to someone lacking proper clearance and a
need-to-know. Also see Compromise.

DISCRETIONARY ACCESS CONTROL - A means of restricting access to
objects based on the identity of subject (person, process1 or
device) and/or groups to which they belong. The controls are
discretionary in the sense that a subject with certain access
permission is capable of passing that permission (perhaps
indirectly) on to any other subject. For example, access control
based on the basis of need-to-know are discretionary.

DISTRIBUTED PROCBSSING - A general term, usually referring to the
use of computers and/or intelligent (programmable) terminals at
sites remote from a central computer facility. The trend is
towards provision of some measure of local storage (e.g.,
diskette, cassette, or cartridge tape) and capabilities for file
manipulation as well as data validation and computation within
the context of distributed processing remote workstations.

ELECTROMAGNETIC MANATIONS - Signals transmitted as radiation
through the air and through conductors.

EHBRGBNCY PLAN - See Contingency Plan.

BNCRYPT - To convert plain text into unintelligible form by means
of a cryptographic system which includes a set of mathematically
expressed rules for rendering information unintelligible by
effecting a series of transformations through the use of variable
elements controlled by the application of a key to the normal
representation of the information.

FIRMWARE - A method of organizing an automated system’s control
hardware in a microprogrammed structure rather than as wired
circuitry such that the method falls in neither the software nor
the hardware subsystems. It includes permanent or semi-permanent
control coding at a micro-instruction level that implements a
fixed application program, instruction set, I/O routine,
operating routine, or other user-oriented function.

FOR OFFICIAL USE ONLY (POUO) - Information designation assigned
to unclassified official information of a privileged,
proprietary, or personal nature which must be protected against
unauthorized public release. Release of FOLIO information must be
accomplished in accordance with Freedom of Information Act
directives.

FRONT-END PROCESSOR - A computer associated with a host computer
that performs preprocessing functions such as line control,
message handling, code conversion, error control, data control,
data management, and terminal handling.
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BANDLED (As in “Data is handled.") - Stored, processed or used in
an automated information system or communicated, displayed,
produced, or disseminated by an AIS.

BANDSBAKING - The exchange of control sequences to set up
transmission.

RARDWARE SECURITY - Computer equipment features or devices used
in an ADP system to preclude unauthorized accidental or
intentional modification, disclosure, or destruction of AIS
resources.

INPORHATION SECURITY (or Data Security) - The security that is
required to assure the protection of data from unauthorized
(accidental or intentional) modification, destruction, or
disclosure, and that data is available when and where planned.

INPUT/OUTPUT DATA CHANNEL - See Data Channel.

INTELLIGEUCE - The product resulting from the collection,
evaluation, analysis, integration, and interpretation of all
information concerning one or more aspects of foreign countries
or areas1 which is immediately or potentially significant to the
development and execution of plans, policies, and operations.

INTELLIGENT TERMINAL - A terminal which includes a programmable
processor and permits some level of processing rather than just
emulation alone.

LAW ENFORCEMENT INFORFIATION - Information pertaining to the
enforcement of criminal laws. This includes information compiled
to (a) prevent, control or reduce crime or to apprehend
criminals: (b) identify individual criminal offenders: (c)
conduct criminal investigations utilizing informants, witnesses
and authorized technical aids: (d) maintain reports identifiable
to an individual or organization at any stage of the process of
enforcement of criminal laws.

LEAST PRIVILEGE - See Mode of Operation.

LIMITED OFFICIAL USE (LOU) - Information category used by the
Department of State. LOU has the same handling and storage
requirements as Confidential and must be encrypted when
transmitted electronically between two sites.

MANDATORY ACCESS CONTROL - A means of restricting access to
objects based on the sensitivity (as represented by a label) of
the information contained in the objects and the formal
authorization (clearance) of subjects (person, process, or
device) to access information of such sensitivity.

10
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MODE O F  OPBRATIOR - The security environment and method of
operating an automated information system or network. Modes
include: Multilevel Security, Controlled Security, Systems High
Security, Dedicated Security Mode, Periods Processing, and Least
Privilege.

a. Multilevel Security Mode. Operation under an operating
system (supervisor or executive) which permits various
categories and types of classified information to be stored
and processed concurrently in an AIS and which permits
selective access to such information concurrently by
personnel not cleared for the highest and most restrictive
category of information in the system and users having the
proper security clearances and need-to-know. The separation
of personnel and information on the basis of security
clearance and need-to-know is accomplished by the operating
system and associated system software. Constraints may be
placed on concurrent processing and storage by the Designated
Approving Authority.

b . Controlled Security Mode. Operation of an AIS when at
least some personnel (users) with access to the system have
neither a security clearance nor a need-to-know for all
classified material contained in the system. The separation
and control of users and classified information on the basis
of security clearance and security classification is
accomplished by the implementation of security measures,
i . e . , personnel security, access controls, and the
incorporation of firmware and software controls, which reduce
or eliminate most system software vulnerabilities.

C. Systems High Security Mode. Operation of an AIS such
that the central computer facility and all of its connected
peripheral devices and remote terminals are protected in
accordance with the requirements for the highest
classification category and type of material contained in the
system. All personnel having access to the system shall have
a security clearance, but not necessarily a need-to-know, for
all material contained in the system.

d. Dedicated Security Mode. Operation of an AIS such that
the central computer facility, the connected peripheral
devices, the communications facilities, and remote terminals
are used and controlled exclusively by specific users or
groups of users having a security clearance and need-to-know
for the processing of classified or sensitive information.
(Continued)

11
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MODE OF OPERATION - (Continued)

e. Periods Processing Mode. The operation of an AIS such
that various levels of security classification are processed
at different times with the system being purged between
periods.

f. Least Privilege Mode. The operation of an AIS such that
each subject (person, process8 or device) in a system be
granted the most restrictive set of privileges (or lowest
clearance) needed for the performance of authorized tasks.
Operation in this mode limits the damage that can result from
accident, error, or unauthorized use.

MULTILEVEL SECURITY - See Mode of Operation.

CWLTIPROCBSSING - The capability in a computer system which
contains two or more central processing units (CPUs). CPUs share
information in two principal ways: 1) by sharing and using the
same main storage and 2) by sharing and using the same
input/output storage devices. Multiprocessing permits multiple
u s e r s .

MJLTIPROGRAMMING - The capability in a computer system that
allows several jobs to share the resources of the system. System
resources include: CPU time, main storage, input/output devices,
and space on mass-storage volumes. Jobs usually co-reside in
main storage and overflow to an auxiliary storage device, when
necessary. Each job is given control of the central processing
unit (CPU) according to a scheduling algorithm. Multiprogramming
permits multiple users.

MJLTITASRING - The capability in a computer system that allow two
or more tasks (e.g., processing, input/output) to take place
simultaneously. Multitasking does not permit multiple users.

IATIOIAL SECURITY IIOFORHATION - Information or material, the
unauthorized disclosure of which could reasonably be expected to
cause damage to the national defense, and which usually bears a
security classification.

NATIONAL SECURITY-RELATED INFORMATION - See Unclassified National
Security-Related Information.

NATO CLASSIFIED INFORHATION - Information category encompassing
all classified information, military, political and economic,
circulated within and by NATO whether such information originates
in the organization itself or is received from member nations of
from other international organizations. See COMDTINST M5500.11.

12
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NBBD-TO-KNOW - The necessity for access to, knowiedqe of, or
possession of certain information required to carry out official
duties. Responsibility for determining whether a person's duties
require that possession of or access to such information and
whether the individual is authorized to receive it rests upon the
individual having current possession, knowledge, or control of
the information involved and not upon the prospective
recipient(s).

NBTWORK - The interconnection of two or more automated
information systems that provide for the transfer or sharing of
AIS resources. The AIS network consists of the central computer
facilities, the remote terminals, the interconnecting
communication links, the front-end processors, and the
telecommunication8 systems.

NETWORK SECURITY OFFICER (NSO) - See AIS Security Staff.

OBJBCT - A term used to denote passive entities that contain or
receive information. Access to an object potentially implies
access to the information it contains. Examples of objects are:
records, blocks, pages, segments, files, directories, directory
trees, and proqramsl as well as bits, bytes, words, fields,
processorsI video displays, keyboards, clocks, printer, network
nodes, etc.

OFFICIAL INFORMATION - Information which is owned by, produced
for or by, or is subject to the control of the United States
Government. Three basic types of Official Information include:
Classified, Privileged and Proprietary (often designated For
Official Use Only), and Unclassified.

OFFICE IUFORHATION SYSTBM (01s) - Any electronic system designed
and used solely for document management purposes; i.e.,
preparation (word processing), storage, retrieval, manipulation
(sorting, indexing, etc.), and distribution (electronic mail).
Office information system equipment excludes typewriters, office
copy machines, and other devices which have no text editing
capability.

OPBRATING SYSTEH (OS) - An organized collection of programs and
data that manage the resources of a computer system and
facilitate the creation of computer proqrams and control their
execution on that system. System resources include: CPU time,
main storage, input/output devices, and space on mass-storage
volumes. A multiprogramming OS is composed of control programs
(for task management, job management and data management) and
processing programs (for language processors and service
programs). Terms such as monitor, executive, control program and
supervisor are often used synonymously with operating system
although they sometimes have a more specific meaning.

13
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PASSWORD - A protected word OK String of characters that
identifies OK authenticates a user for access to a specific
resource such as a data set (file), OK KeCOKd.

PENETRATION - The successful identification and extraction of
recognizable information from a protected data file OK data set.

PERSONAL INPORHATION (OK Data) - Any item of information about a
person that is not a matter of public record and is usually
considered to be personal to an individual. It includes but is
not limited to: social security number (SSN), information about
the individual's financial, family, social, and recreational
affairs, the individual's medical,
training),

educational (except military
employment, political, or criminal history,

information that identifies, describes, or gives a basis for
inferring personal characteristics.

PBRSOUNEL SECURITY - The procedures established to ensure that
each individual has a background which indicates a level of
assurance of trustworthiness which is commensurate with the value
of AIS resouKces which the individual will be able to accessr and
ensures that the employment and retention of selected Coast Guard
military and civilian personnel is clearly consistent with the
interests of national security.

PHYSICAL SECURITY - The protection of assets from disruption of
their safe and secure state. Physical security includes the
application of physical measures designed to safeguard personnel,
to prevent unauthorized access to equipment, facilities,
material, and documents, and to safeguard them against espionage,
sabotage, damage, and theft. Protection against all physical
threats to the central computer facility, its remote computer and
terminal facilities, the related tape/disk libraries, and the
supporting area achieved by locks, guards, badges, alarm systems,
facility construction standards, etc. Associated with these
measures are provisions for protecting the AIS facility from
natural or other environmental hazards and contingency planning.

PLAIN TEXT - Intelligible text OK signals that have meaning and
that can be Kead or acted upon without the application of any
decryption.

PRIVACY - The right of an individual to determine for himself
when, how, and to what extent information about him can be
obtained or communicated to others. Privacy also includes the
right of individuals to know that recorded information is
accurate, pertinent, complete, up-to-date, and reasonably secure
from unauthorized access, either accidental or intentional.

14



ENCLOSURE (1) TO COMDTINST M5500.13

PRIVACY ItWORHATION - Personal information which relates to
individual US citizens as provided by the Pr,ivacy Act of 1974.

PRIVILEGED INPORNATION - Information requiring protection for
conformance with business standards or as required by law; e.g.,
government-developed information involving the award of
contracts. Privileged information is designated as For Official
Use Only.

PROPRIETARY INPORHATION - Information requiring protection to
protect software or data in conformance with a limited rights
agreement or which is the exclusive property of a civilian
corporation or individual and which is on loan to the Government
for evaluation or for its proper use in adjudicating contracts.
Proprietary information is designated as For Official Use Only.

RECORDS - Information registered in either temporary or permanent
form so that it can be retrieved, reproduced, or preserved.

RBSOURCE-SBARING COHPUTBR SYSTEM - A computer system which uses
its resources, including input/output (I/O) devices, storage,
central processor (arithmetic and logic units), control units,
and software processing capabilities, to enable one or more users
to manipulate data and to process co-resident programs in an
apparently simultaneous manner. The term includes systems with
one or more of the capabilities commonly referred to as
timesharing, multiprogramming, multi-accessing, multiprocessing,
or concurrent processing.

RBSTRICTBD AREA (or Control Zone or Security Perimeter) - The
space that surrounds AIS equipment that is used to process
classified or sensitive information and that is under sufficient
physical, administrative, and technical control to preclude an
unauthorized entry or successful hostile intercept of
compromising emanations from within this space.

RESTRICTED DATA - Data relating to Atomic Energy Materials (See
DOT 1630.2).

RISK - The chance of or exposure to loss.

RISK ASSESSHENT (or Risk Analysis) - An analysis of assets and
vulnerabilities, and threats to those assets to determine the
level of risk to an AIS. Risk is "measured" either
quantitatively or qualitatively by determining the impact of
threats on the facility, system, information, personnel, and
supported organizations or other users.
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SECRET - A Classification designation applied only to information
or material the unauthorized disclosure of which could reasonably
be expected to cause serious damage to the national security.
Examples of "serious damage" include disruption of foreign
relations significantly affecting the national security;-
significant impairment of a program or policy directly related to
the national security; revelation of significant military plans
or intelligence operations: compromise of significant military
plans or intelligence operations: and compromise of significant
scientific or technological developments relating to the national
security.

SECURITY - The effectiveness level of the controls which allow
access to an AIS such that only properly authorized individuals,
or processes operating on their behalf, will have access to read,
write, create, or delete information, or interfere with the
timely processing of information.

Also the measures required to protect against unauthorized
(accidental or intentional) disclosure, modification, or
destruction of AISs and data, and denial of service to process
data. Components include Physical Security, Administrative
Security, Personnel Security, and Technical Security (hardware,
software, and communications). See definitions for each item
listed.

SECURITY TEST l EVALUATION (ST&E) - An examination and analysis
of the security features of an AIS activity or network as they
have been applied in an operational environment to determine the
security posture of the activity or network upon which an
accreditation can be based.

SENSITIVE APPLICATION - The set of procedures (predominantly but
not necessarily exclusively automated) which define the
arithmetic computations and data handling operations of
classified (Level I) or sensitive (Level II) data to achieve a
specific purpose. An application has automated processes
programmed in a language (e.g., assembly, BASIC, COBOL, Wang
glossary) or off-the-shelf application package which permits
automatic processing of the information. Text files or data base
files containing (storing) but not processing sensitive
information are not sensitive applications.

SENSITIVE INFORHATION (or Data) - Information that, as determined
by a competent authority, must be protected because its
unauthorized disclosure, alteration, loss, or destruction will at
least cause perceivable damage to someone or something.
Classified information, which is also sensitive information, is
always designated as classified.
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SENSITIVE IUPORMATIOY - (Continued)

An abbreviated designation commonly used for unclassified,
sensitive information This type of information includes, but is
not limited to, certain personal, budget, financial and
management information, and information generally categorized as
For Official Use Only (e.g., proprietary and privileged
information). A generic designation for unclassified information
that must be protected from unauthorized disclosure, alteration,
loss, or destruction because it would cause perceivable damage to
someone or something. This type of information includes but is
not limited to certain personal, budget, financial and management
information, and information generally categorized as For
Official Use Only (e.g., proprietary and privileged information).

SPECIAL ACCESS PROGRAM - Any program imposing need-to-know or
related security requirements or constraints which are beyond
those normally provided for the protection of Classified
Information (confidential, Secret, or Top Secret). Constraints
may include, but are not limited to, special clearance,
adjudicative, or investigative requirements, special designation
of officials authorized to determine need-to-know, or special
lists or briefings of persons determined to have a need-to-know.
Sensitive Compartmented Information (SCI) and Atomic Energy
Material are examples of Special Access Programs.

SUBJBCT - A term used to denote an active entity, generally in
the form of a personr pcocessr or device that causes information
to flow among objects or changes the system state.

SYSTEM EIIGEi SECURITY - See Mode of Operation.

TECHNICAL SECURITY - The hardware, software, and communications
features of a system which, in concert with Physical Security and
Administrative Security controls, provide an acceptable level of
protection for data.

TELBCOC¶HUNICATIONS - Any transmission, emission, or reception of
signs, signals, writing, images, sounds,, or other information by
wire, radio, visual, or any electromagnetic systems.

TEMPEST - The study and control of spurious electronic signals
emitted from electrical equipment. See Compromising Emanations.

TERBAT - The source of an adverse event that can cause a loss.
Threats are categorized as either natural hazards, accidents, and
intentional acts. (Continued)
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TEREAT - (Continued)

Any circumstance or event with the potential to cause harm to the
automated information system or activity in the form of
destruction, disclosure, and modification of data, or denial of
service. A threat is a potential for harm. The presence of a
threat does not mean that it will necessarily cause actual harm,
Threats exist because of the very existence of the system or
activity and not because of any specific weakness. For example,
the threat of fire exists at all facilities, regardless of the
amount of fire protection available.

TOP SECRET - A classification designation applied only to
information or material the unauthorized disclosure of which
could reasonably be expected to cause exceptionally grave damage
to the national security. Examples of "exceptionally grave
damage" include armed hostilities against the United States or
its allies: disruption of foreign relations vitally affecting the
national security: the compromise of vital national defense plans
or complex cryptologic and communications intelligence systems;
the revelation of sensitive intelligence operations: and the
disclosure of scientific or technological developments vital to
the national security.

TRUSTED COMPUTER SYSTBH - A system that employs sufficient
hardware and software integrity measures to allow its use for
processing simultaneously a range of sensitive and/or classified
information. The National Computer Security Center has defined
application-independent evaluation criteria to classify systems
into four broad hierarchical divisions of enhanced security
protection with varying degrees of trust.

UUCLASSIPIBD BlATIOIAL SECURITY-RELATED IUPORHATIOY - Unclassrfied
political, economic, military, and special subjects (e.g., human,
rights, technology) information which has been determined to have
value to foreign adversaries. See NCSC-11.

USER - A person or organization receiving products or services
produced by an automated system either by access to the system or
by other means.

VITAL RECORDS - Records essential to the continued functioning of
an organization during and after an emergency? and also those
records essential to the protection of the rights and interests
of that organization and of the individuals for whose rights and
interests it has responsibility. See Federal Emergency Operating
Records and Federal Rights and Interests Records.

VOLUME - The standard unit of auxiliary storage, such as magnetic
tape reel or disk pack.

18
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MLNERABILITY - A weakness in the physical layout, organization,
procedures, personnel, management, administration, hardware, or
software that may be exploited to cause harm to the automated
information system or activity. The presence of a vulnerability
does not in itself cause harm; a vulnerability is merely a
condition or set of conditions that may allow the AIS or activity
to be harmed by an attack.

WIRETAP
Active Wiretap: The attaching of an unauthorized device, such as
a computer terminal, to a communications circuit for the purpose
of obtaining access to data through the generation of false
messages or control signals, or by altering the communications of
legitimate users.

Passive Wiretap: The monitoring and/or recording of data while
the data is being transmitted over a communication link.

19
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AIS SECURITY REFERENCES

A. COHHANDANT INSTRUCTIONS

1.

2.

3.

COMDTINST M2000.3A, Telecommunications Manual (G-TTS)

COMDTINST M5212.12, Paperwork Management Manual (G-CMA)

COMDTINST 5230.23, Use of Computers Aboard CG Cutters
(G-TES)

4. COMDTINST 5230.24, Information Resource Management System
Acquisition Authority (G-TDS)

5. COMDTINST 5230.26, Small Information Resources Management
(IRM) Systems Acquisition Documentation (10 Step) (G-TDS)

6.

7.

COMDTINST M5233.3, ADP Management Manual

COMDTINST M5234.2, Automated Data Systems (ADS)
Documentation Standards (G-TDS)

a . COMDTINST M5260.2, Privacy and Freedom of Information
Acts Manual (G-CMA)

9 . COMDTINST M5500.11A, Security Manual (G-01s)

10. COMDTINST C5510.7, Coast Guard Policy on Control of
Compromising Emanations (U) (G-TTS)

11. COMDTINST 5510.10, Civilian Personnel Security Program
(G-PS)

12. COMDTINST M5510.16, Military Personnel Security Program
(G-PS)

13. COMDTINST 5510.18, Classification Guide for Information
Concerning International Drug Trafficking (G-01s)

14. COMDTINST M5527.1, Investigations Manual (G-01s)

15. COMDTINST M5700.7, Internal Control Systems Program
(A-123) (G-CMA)



ENCLOSURE (2) TO COMDTINST M5500.13

B. OFFICE OF HANAGEHENT MD BDDGBT (OHB) CIRCULARS

1. OMB Circular A-123, Internal Control Systems

2. OMB Circular A-130,, Management of Federal Information
Reeources

C. NATIONAL BUREAU OF STANDARDS (NBS) PBDBRAL IUFORIIATIOU
PROCESSING STAMDARDS (PIPS)

1.

2.

3.

4.

5.

6.

7.

0.

9.

FIPS PUB 31, Automatic Data Processing Physical Security
and Risk Management

FIPS PUB 38, Guidelines for Documentation of Computer
Programs and Automated Data Systems

FIPS PUB 39, Glossary for Computer Systems Security

FIPS PUB 41; Computer Security Guidelines for
Implementing the Privacy Act of 1974

FIPS PUB 46, Data Encryption Standard

FIPS PUB 48, Guidelines on Evaluation of Techniques for
Automated Personal Identification

FIPS PUB 64, Guidelines for Documentation of Computer
Programs and Automated Data Systems for the Initiation
Phase

FIPS PUB 65, Guidelines for Automated Data Processing
Risk Analysis

FIPS PUB 73, Guidelines for Security of Computer
Applications

10. FIPS PUB 74, Guidelines for Implementing and Using the
NBS Data Encryption Standard

. 11. FIPS PUB 81, DES Modes of Operation

12. FIPS PUB 83, Guidelines on User Authentication Techniques
for Computer Network Access Control

13. FIPS PUB 87, Guidelines for Automated Data Processing
Continqency Planning

2



ENCLOSURE (2) TO COMDTINST M5500.13

C. NATIONAL BUREAU OF STANDARDS (NBS) FEDERAL INFORMATION
PROCESSING STANDARDS (FIPS) (Cont'd)

14. FIPS PUB 88, Guideline on Integrity Assurance and Control
in Database Administration

15. FIPS PUB 94, Guideline on Electrical Power for ADP
Installations

16. FIPS PUB 101, Guidelines for Lifecycle Validation,
Verification, and Testing of Computer Software

17. FIPS PUB 102, Guidelines for Computer Security
Certification and Accreditation

18. FIPS PUB 112, Standard on Password Usage

19. FIPS PUB 113, Standard on Computer Data Authentication

20. FIPS PUB 121, Guidance on Planning and Implementing
Computer System Reliability

D. OFFICE OF PERSONNEL MANAGEHENT (OPM) DIRECTIVES

Federal Personnel Manual

1. Chapter 731 - Personnel Suitability

2. Chapter 732 - Personnel Security

E. MISCELLANEOUS

1.

2.

3.

4.

5.

6.

7.

Federal Fire Council Recommended Practice No. 1, Fire
Protection for Essential Electronic Equipment

RP-1, Standard Practice for the Fire Protection of
Essential Electronic Equipment Operations

NFPA Standard No. 75, Protection of Electronic
Computer/Data Processing Equipment

FIRMR 201-6, Protection of Personal Privacy

FIRMR 201-7, Security of Information Resources System

FIRMR 201-30, Management of ADP Resources

FIRMR 201-32, Contracting for ADP Resources

3
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E. MISCELLANEOUS (Cont'd)

8. FIRMR 201-38, Management of Telecommunications Resources

9. FIRMR 201-40, Contracting for Telecommunications
Resources

10. FIRMR 201-45, Management of Records

11. DOD 5220.22, Industrial Security Program

12. DOD 5200.1-R, Information Security Program Regulation

13. Department of Defense Trusted Computer System Evaluation
Criteria
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RISK ASSESSMENT FOR OTHER MICROCOMPUTERS I OFFICE INFORMATION
SYSTEMS

There are many nicrocomputers other than the Standard
Terminal being used throughout the Coast Guard; this section
addresses the need to evaluate the security of these devices.

To begin the risk assessment, the reviewer should identify
the VdlUe and criticality of the system (hardware, softwilrc, and
data) which is at risk. Criticality is the importance of the
systela to wission performance. The first part of this enclosure
provides forms that can be used to document the value and
criticality of tne system. These forms dre provided as an
example of a means of gathering the necessary information that
will factor into the reviewers decisions concerning the
vulnerability and risk to the system. The r e v i e w e r  u s e  these or
any other means deemed appropriate.

After system value and criticality is determined, the
reviewer should apply the second pdrt of this enclosure, the
SECURITY CHECKLIST. The checklist should be applied to eacn
unique office system just as the survey was in part one. The
qualitative nature of the checklist lends itself to the lower
dOildt* value associated with most microcomputer based office
systems as compared to the more expensive mini and mainframe
systems where a quantitative analysis is justified. There dre no
'correct' answers for any of the checklist questions dnd not all
questions will necessarily apply to all systems. When complete,
the checklist should be reviewed and questions that were answered
" n 0 " should be given closer scrutiny. The narrative that follows
the checklist is provided to assist the reviewer in evaluatiny
those questions answered "no" in relation to his knowledge of the
systehl being examined and the needs and resources of the office
usiny the system.

The conclusions and decisions reached on the security and
vulnerability of the office microcomputer system, will rely
ht!dVi ly on the knouleuyr and expertise of the reviewer. The
checklist, as with any tool or aid, provides a means of
oryanizing the examination process and hopefully, alerting the
reviewer to areas where more in depth review and research may be
requirea. The items outlined in the checklist are by no means
coInprehensive nor necessarily relevant to all systems. The
decisions of how much security and to whdt degree needed to
protect certain assets is left up to the reviewer to determine
for edctl unique set of circumstances.





ENCLOSURE (3) TO COMDTIEJST M5500.13

OFFICE IWFORHATION SYSTEU (OXS) SECURITY SURVEY

1. The followiny forms are taken from a computer survey that was
conducted by headquarters personnel in 1985. They are beiny
provided in this enclosure because the information supplied to
complete them will lay a basic framework for assessing a value
and awareness of the assets of the microcomputer system(s)
under evaluation.

2. Complete the survey for each separate office system/cluster.
The completed surveys should be marked "For Official Use
Only." Completed forms should be retained by the activity's
ADP System Security Officer (ADPSSO).



INSTRUCTIONS FOR COMPLETION
OF THE

01s SECURITY SURVEY

OVERVIEU

PART I

SECTION I -- SUMMARY INFORMATION.

1 . Provide the English name by which the system is identified.
This name should be the accepted and recognized name used at
the activity.

2. Self-explanatory.

3. Use the figure ;of $2.50 per line of code when computing the
cost of an application program.

4. Identify the primary purpose which the system serves--its
reason for existence.

5. Identify by name, the 01s Security Officer or the System
Manager. If an individual has not been appointed, identify
the person to whom questions should be directed.

6. Self-explanatory.

SECTION II -- STATUS OF ACCREDITATION SUPPORT DOCUMENTATION.

1 . Self-explanatory.

SECTION III  -- SYSTEM PROFILE.

. 1. Self-explanatory,

SECTION IV -- OPERATING SYSTEM/APPLICATION SOFTWARE.

1 . Provide the name of the operating system such as MVS, CTOS,
and the version number.

SECTION V -- SYSTEM DATA.

1 . Please do not identify the data by name. Just place a check
by all that are applicable.

2



INSTRlJCTIONS FOR COMPLETION
OF THE

01s SECURITY SURVEY

OVERVIEW

PART I

VI -- OPERATING HOURS.

1. Prime shift is defined as the normal working day in terms of
the traditional 0800-1600 or similar workday. Secondary
shift would be the one following the prime shift such as
1600-2400.

Remote access inhibit capability is similiar to the "Disable
Cluster" on the Standard Terminal. When the inhibit
capability is "on", no remote device can access the CPU or
main storage.

SECTION VII -- REMOTE USER/COMMUNICATIONS CAPABILITY.- -

1. Self-explanatory.

2. A remote user is defined as any terminal or system not
physically located in the room housing the Master
Workstation.

A. Includes both hard-wired and dial-up users.

B. Self-explanatory.

C. Hard-wired users are connected directly to the central
CPU and are not required to dial-up.

D. Dial-up access is obtained either through the use of a
data phone or an acoustical coupler modem.

3. Identify what public communication network(s) are used with
the system, such as GTE TELENET, TYMNET, etc.

4. Identify what public communication network(s), such as
ARPANET, Defense Data Network (ODN), etc.

5. Identify any other networks used by the system including
local area networks.



INSTRUCTIONS FOR COHPLETION
OF THE

01s SECURITY SURVEY

OVERVIEU

PART I

SECTION VIII -- HAROWARE/SOFTUARE SECURITY COUNTERMEASURES.

1. Self-explanatory.

2. Identify the levels of password protection used and/or
available on the system.

3. Briefly describe the steps which are required to sign-on and
access,a file or program at the central CPU.

SECTION IX -- SYSTEM RELIABILITY.

1. Self-explanatory.

2. Self-explanatory.

,

SECTION X -- SURVEY PREPARATION INFORMATION.

1. Self-explanatory.

4



INSTRUCTIONS FOR COMPLETION
OF THE

01s SECURITY SURVEY

OVERVIEW

PART II

(NOTE: PLEASE REVIEW THE ATTACHED EXAMPLES
BEFORE STARTING SCHEMATICS)

(NOTE: IF THIS INFORMATION ALREADY EXISTS ON SOME OTHER FORM,
DO NOT REDO BUT PUT A LEGIBLE COPY IN THE SURVEY FILE.)

SECTION I -- ORGANIZATIONAL STRUCTURE.

Provide an organizational chart.

SECTION II -- SYSTEM CONFIGURATION DIAGRAM.

This is a block diagram showing all the components of a system.
It is not meant to reflect a floor plan. The diagram should
represent all equipment associated with hosts, OISs, standalones,
clusters, networks. Each block should show the name of the piece
of equipment, its model number, its communication capability, the
telecommunication transfer rate, its storage capacity (if
applicable), its interface with other equipment, the room number
where it's located, and the routing symbol of the custodian.

SECTION III -- HARDWARE DATA.

1. List the system components.

If this information exists on another form at the activity,
do not transfer the information but attach a legible copy.





AUTOMATED INFORMATION SYSTEM (AIS)

OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION I. SUMMARY INFORMATION. (Applies to each separate
Office Information System. This survey form should be reproduced
for the number of systems at the activity.)

1. S y s t e m  I d e n t i f i c a t i o n : (The name by which the system is
known at the activity but not necessarily the manufacturer's
make or model.)

2. Manufacturer's Identification: (The make, model and
other pertinent informatlon.)

3. Total value of system: $ (Dollar value
should reflect impact of loss and cost to replace. If actual
figures are not available, an estimate will suffice. The
total value of system equals A + B below.)

A. Equipment: $

B. Software: $ (Operating system,
system software and proprietary systems.)

4 . Mission relatedness/criticality. Primary function(s) of
the system:

1



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION I. SUMMARY INFORMATION. (Cont'd)

5. AOP System Security Officer: (If none designated, then
the System Manager or other responsible individual.)

Name:

Mailing

Address:

Telephone: (FTS)

(Commercial)

Normal Working Hours:

6. Title (This should not be confused with the individual's
official title such as Computer Programmer, Budget
Analyst, Section Chief, etc.)

( ) ADP System Security Officer

( ) System Manager

( ) Other

SECTION II. STATUS OF ACCREDITATION SUPPORT DOCUMENTATION.
(Applies to each ADP system.)

1. Check all documentation that currently exists:

( ) Activity AIS Security Plan
( ) Risk Assessment
( ) Standard Operating Procedures
( ) System Security Procedures
( ) Contingency Plan

Date of plan or last change is

2



OFFICE INFORMATION SYSTEM SECURITY SURVEY

SECTION III.

I. Check

PART I

SYSTEM PROFILE.

all that apply:

The 01s handles Level II unclassified sensitive
data. See Section V, System Data

The OIS is a shared logic system with more than one
simultaneous user not having need-to-know for all
data within the system.

The 01s Securfty Operating Procedures have been
documented and approved.

A list of the operating countermeasures is
attached.

( ) These countermeasures provide proper
data protection and audit trails.

( ) These countermeasures do not provide data
protection and audit trails.

Password protection or other equfvalent
countermeasures are employed for system access and
for individual file access.

The 01s handles Level III unclassified non-
sensitive data only.

SECTION IV. OPERATING SYSTEM/APPLICATION SOFTWARE.

1 . Operating system and version number:

Operating System:

3



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION V. SYSTEM DATA.

1 . Categories of information: (Place a check mark ( )
beside each category of information that is processed on
system.)

LEVEL I.

A. NATIONAL SECURITY INFORMATION

1 .
2 .
3 .

Z:
6 .

Confidential
Secret
Top Secret
Sensitive -mented
NATO
DOE-Restricted Data

LEVEL II.

8. NATIONAL SECURITY-RELATED INFORMATION

C. SENSITIVE INFORMATION

1.
2 .
3 .
4 .
5 .
6 .
7 .
8 .
9 .
10 .

:::
13 .
14.

For Official Use Only
Vital Records
Proprietary -
P r i v a c y  -
Financir

(FOUO)

Sens
Priv
DEA
Limi

tive Management
leged
ensit-ive
ed Official Use (Deot. of State)

Law Enforcement ' '
Attorney/Client
Doctor/Patient
C l e r i c / P e n i t e n t
Other
(Specify generic label)

LEVEL III.

D. OTHER INFORMATION

1.

::
4 .

i:

Administrative
Operations
Command/Control
Engineering
Planning
P r o p e r t y 4



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION VI. OPERATING HOURS.

1 . Master Work Station is (check all that are applicable):

( ) Operational and staffed during prime shift and then
secured.

( ) Operational and staffed during prime shift and then
left operating unmanned.

( ) Operational and unmanned during prime shift and
then secured.

( ) Operational and unmanned 24 hours a day.
( ) Is never powered down and does not have remote

access inhibit capabflity.
( ) Is never powered down but has remote access inhibit

capability.
( ) Is never operational on weekends.

SECTION VII. REMOTE USER/COMMUNICATIONS CAPABILITY.

1 . Total number of system users (personnel):

2. Remote users (For Clusters Only. Terminals not in the
same physical room as the Master Workstation):

A. Total number of remote workstations:

B. Average number of remote workstations
on-line at one time:

C. Number of workstations hardwired to system:

D. Number of workstations with dial-up access:

3. Public packet switching communications network used:

4. Private packet switching communications network used:

5. Other communications networks used (Identify name and
type of network.):

5



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION VIII. HARDWARE/SOFTWARE SECURITY COUNTERMEASURES.

1 . Password Protection:

1 1

( 1

( 1

( 1

2. We
all that

( 1

( 1

( 1

The system has the capability of password
protection and passwords are a mandatory
requirement.

The system has the capability of password
protection but passwords are an optional
requirement.

The system has the capability of password
protection but does not have it implemented.

The system does not have the capability of password
protection.

of password protection used or available: (Check
are applicable.)

System access password protection.

File/document access password protection.

Other

3 . Access requirements. (Describe the access process of the
system.)

6



OFFICE XNFORMATION SYSTEM SECURITY SURVEY

PART I

SECTION IX. SYSTEM RELIABILITY.

1. Supply the maximum time system may be down without
causing adverse impact:

a. Minor adverse impact hours

b. Major adverse impact hours

2. Provide information for the following categorfes of
confirmed/suspected incidents during the past six months.
Attach an additional sheet if necessary.

a. Loss of system availability.

b. Destruction/Modification of data.

C . Others (e.g., known unauthorized disclosures of
data.)

SECTION X. SURVEY PREPARATION INFORMATION.

1. Survey prepared by:

Name:

Title:

Address:

Telephone: ( 1

Signature of Preparer

Date

7



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART II

SECTION I. ORGANIZATIONAL STRUCTURE: (Show organizational
structure o,f the activity. Indicate organizational element
responsible for system. If system is physically located outside
the element having responsibility, identify element who has
physical custody.)

8



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART II

SECTION II. SYSTEM CONFIGURATION DIAGRAM: (Show all major
equipment (processing units, terminals, peripherals, etc.) and
their interface. Use additional sheets of paper as required.)

9



OFFICE INFORMATION SYSTEM SECURITY SURVEY

PART II

SECTION III. HARDWARE DATA.

1 . System description: (List all components, master
station, peripherals, communications processors, encryption
devices, remote devices, network and remote interfaces. Be
specific with exact quantities. Serial numbers are not
required. If this information is on another form at the
activity, do not transfer the data but provide a legible
copy.)

MANUFACTURER'S,,NAME
TYPE OF EQUIPMENT
MAKE AND MODEL QUANTITY

(Use additional sheets if needed)

10
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ENCLOSURE (3) TO COtIDTINST 1q5500.13

ADMINISTRATIVE

1)

2)

3)

4)

5)

6)

7)

8)

Does your office own th.e computer ,that is beiny
used by your office staff?

Is there a policy requi'riny users of the
computer to periodically change their
passwords?

Are there policies with regards to the
sensitivity of the data stored and processed
on the computer?

Has a system administrator been appointed for
the computer system?

Is there an ADP System Security Officer
(ADPSSO) assiyned for the computer system?

Are all the ushers of the computer system
known to the system and to the system
ddmirlistrator?

Are there procedures for the numberiny and
trackiny of floppy disks for your system?

Are there procedures in place, known to
system users, tb report theft of computer or
p e r i p h e r a l  d e v i c e s ?

Y E S  MO N/A

  ---

  ---

 -- ---

 1.e ---

 -- 
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DQCUMENTATION YES NO N/A

1)

2)

31

4)

5)

6)

Are there copies of computer operational
manuals for the equipment?
If so, are they up to date and complete?

-- 

Are specific system or operational procedures
documented and available for users to
reference?

If the computer 1s accessed by multiple users,
is an access loy maintained to account for who,
when, and for how long the computer was beiny
used? - - -

Are there procedures or standards for documenting
system and proyram changes?
If so, are they adhered to by facility personnel?- - -- - -

Is there a current list of all data flies,
applications software, and system software on
the computer system for inventory and recovery
purposes? - - - -

Is there a current list of all hardware
comprisiny the computer system (serial numbers,
model numbers, board numbers, memory size, etc.)
for inventory and recovery purposes? P - -  -

2



ENCLOSURE (3) TO CQYOTINST 9f3LiS30.13

PHYSICAL Y E S  N O N / A

11

2)

3)

4)

5)

6)

7)

3)

91

Is the computer readily accessible by anyone in
the office area?

Is access to the office area where the computer
is located controlled (locked) during off-hours?

Does the janitorial staff have access to the
area where the computer is located during the
off-hours?

Is the computer physfcally secured to a desk
or work table?

Does the computer have a key lock or some
device to deny access to the power switch when
not in use?

If the keyboard is not an integral feature of
the computer cabinet, is it securely attached
to the cabinet?

Are computers positioned so their screens
cannot be easily seen by other people aside
from the user?

If a printer is part of the system
configuration, is it secured to a desk or
work table?

Does printer location allow ready viewing of
printouts by anyone in office area?

10) If a separate media storage device (tape unit,
hard disk) is part of the system configuration,
is it located in an area of limited access?

11) Are all cables connecting the equipment in the
system configuration run or hung in accordance
with applicable building codes and regulations?

12) Are dust/protective covers provided and used
on computer and peripheral components?

13) Is the area where the computer is located
covered by an area fire extinguishing system?

14) If the office area is equipped with an overhead
sprinkler system, does the position of the
computer expose it to the spray area of a
sprinkler head?

 -we ---

c- --- _-

P -- --

3
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Y E S  N O N / A
15) Is there a means of preventing unauthorized

access to the inside of the computer cdbinet
(to prevent theft of boards or components)? - - -

16) Is some form of yovernment identification label
placed on the computer and peripheral devices? - - -

17) Does the location of your activity place it in
an area with a reasonable likelihood of a
natural disaster occurring (hurricane,
earthquake, flooding, etc.) which might
damage the computer? - - -  -

18) Is there an overall buildiny security system or
procedures in place at the computer site? - - -

19) If the computer system uses a key to control
power or machine access, is there a person or
procedure for controlliny access to the key(s)? - --- ---

20) If the computer is secured to a work space or
cabinet arrdnyement, are there wheels or
casters to allow it to be moved? - __- -

4



E N C L O S U R E  (3) T O  CWDTINST M 5 5 0 0 . 1 3

ENVIRONHENTAL Y E S  NO N/A

1) Is the computer located where it is directly
exposed to sunlight?
Extreme heat?
Extreme cold?

2) Is there an approved class fire extinguisher
readily accessible in the area where the
computer is located?

3) Is there adequate ventilation around the
computer and any peripheral devices to prevent
heat buildup?

4) Are there smoke/fire detectors in the immediate
area of the computer?

5) Are computer cables dnd power cords arranged
and maintained so as not to pose a fire hazard
or safety hazard to personnel?

61 Is the area where the computer is located
equipped with raised flooriny?

7) Does the electrical circuit the computer is
pluyyed into cdrry a sufficient current for
the equipment to Operate On?

8) Is there d voltaye surge suppressor or regulator
installed to protect the computer and peripheral
devices from power spikes or suryes?

9)

10)

11)

12)

131

Are there frequent, observable power
interruptions on the circuit that the computer
is connected to?

Is there a contact or procedure in place to
handle a power interruption in your office area?

Are the computer and peripheral devices located
away from any potential source of strong
rndgnetic  or electrical fields?

Does the floor space layout and equipment
arrdnyement promote maximum operational
effectiveness?

Are discarded computer listings and printouts
thrown in office waste baskets?
Are printouts collected and stored for disposal?

--
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YES NO N/A
14) If an extension cord is being used to connect

the computer to a power outlet, does it carry
the proper rating to handle the current
required? - - -  -__

15) Are peripherals also safely connected to a
power outlet? - - -

16) Have precautions been taken to eliminate static
electrical charyes built uy in personnel prior
to their touchiny the computer? - - -

17) Is the computer located in an area where there
is a noticeable buildup of dust or lint? - -  - -

18) Are periodic inspections made to ensure that
there is no buildup of dust and lint over fan
and ventilation areas of computer and
peripherals?

.

6
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coWWUtJICATIONS Y E S  N O N / A

1)

2)

3)

4)

5)

6)

If a modem is used with the computer, is it
securely fastened to the computer and the table
or work spdce?

If the computer is attached to a local network,
are connectiny cables visible over their entire
run?

Is the computer set up to enable access from a
remote location?

If the computer is accessible from a remote
location, is there a callback scheme to minimize
the risk of access from an unauthorized person?

If the computer is used to transmit and receive
data, does the nature of the data require
encryption procedures and equipment?

If a modem is beiny used that requires a
telephone be attached to establish
communications, is it a yeneral office extension
or a dedicated line?

.-

7
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USER AUARENESS & TRAINING YES NO N/A

1)

2)

3)

4)

5)

6)

Is there a computer security and awareness
traininy proyram for personnel at your facility?

Are all persons who use the computer aware of
their responsibilities for security?

Are users instructed in the designation and
importance of password protection?

Are there provisions for trdininy users in the
use of the software runniny on the computer?

Is the brork of inexperienced users supervised
and periodically checked?

Are system users notified of system updates and
chanyes as they occur?  -- 
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CONTINGENCY PLANNING YES NO N/A

1)

21

3)

4)

5)

6)

Does the facility/activity have a current and
updated continyency plan?

Are affected personnel aware of the continyency
plan contents and their responsibilities
pursuant to the plan?

Are critical materials (i.e. storage media,
forms, data, software) stored and available at
an off-site or otherwise safe location?

Is readiness to respond to continyency
situations tested and reviewed periodically?

Are the continyency plans and back-up
requirements commensurate with the risk and
magnitude of the potential loss?

Would loss of the computer system have an
adverse impdct on the functions carried out by
the office?
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MAINTENANCE

1)

2)

3)

4)

5)

6)

Is there d current maintenance contract for the
computer?
For the peripherals?

Are there provisions for regular routine/
preventative maintenance for the computer?
For the peripherals?

Is there a procedure for or d point of contact
should the computer require repair/replacement?

Is the response time specified in the
maintenance contract for site service?

Are logs of all downtime and the reasons for it
maintained for all equipment?
If so, are they. periodically analyzed for
recurring trouble areas?

Are users instructed in the care dnd handling of
the computer, peripherals, and data storaye
meaia?

YES NO N / A

 P --

1 0
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C O N T I N G E N C Y  P L A N N I N G Y E S  N O N / A

1)

2)

3)

4)

5)

6)

Does the facility/activity have a current and
updated continyency plan? -I- _- -

Are affected personnel aware of the continyency
plan contents and their responsibilities
pursuant to the plan? - P --

Are critical materials (i.e. storage media,
forms, data, software) stored and available at
an off-site or otherwise safe location? - - -

Is readiness to respond to continyency
situations tested and reviewed periodically? - - -

Are the continyency plans and back-up
requirements commensurate with the risk and
maynitude of the potential loss? - - - -

Would loss of the computer system have an
adverse imydct on the functions carried out by
t h e  o f f i c e ? - - -
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UAINTENANCE Y E S  N O N / A

1)

2)

3)

4)

5)

6)

Is there a current maintenance contract for the
computer?
For the peripherals?

Are there provisions for regular routine/
preventative maintenance for the computer?
For the peripherals?

Is there a procedure for or a point of contact
should the computer require repair/replacement?

Is the response time specified in the
maintenance contract for site service?

Are logs of all downtime and the reasons for it
maintained for all equipment?
If so, are they periodically analyzed for
recurring trouble areas?

Are users instructed in the care dnd handling of
the computer, peripherals, and data storaye
media?

10
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M A G N E T I C  S T O R A G E  M E D I A

1)

2)

3)

4)

5)

6)

7)

If floppy disks or magnetic tape storage are
used, are provisions available to secure this
media?

Are floppy disks routinely left in the computer
drive?

Are backup copies of important programs and
files lflaintdined?
If so, are any stored at an off-site location?

Do tapes and floppy disks have leyible external
labels indicating their contents?

If users maintain their own floppy disk
libraries, are they stored in a container to
prevent damaye and theft?

Are there procedures for the moving of fixed
head storage devices to prevent damaye to the
device?

Are separate labels placed on floppy disks to
indicate contents as opposed to writing
directly on the disk cover?

Y E S  MO

- -

- -

P - -
- - - -  - -

- -

- -

- -

11
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D A T A  Lb S Y S T E M  I N T E G R I T Y

1)

2)

3)

41

5)

61

Is shared software protected from undetected
modification?

Are software licensiny ayreements and
copyright restrictions adhered to?

Are critical data files backed-up on a regular
basis?
If so, are there several generations in the
back-ups?

Are copies of the system software running on
the computer maintained?

Are there provisions for recordiny chanyes to
applications software and system software
runniny on the.,computer?

Y E S  N O N / A

  --

When a user no lonyer needs to use the computer,
are there procedures in place to terminate their
access to the system?
If so, is this process timely? - - -

- - - -

12
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D A T A  6 SYSTEH A C C E S S  C O N T R O L S Y E S  N O WA

1)

2)

3)

4)

5)

6)

7)

8)

If the computer system is intended for use only
by specific users, are there adequate safeyuards
(physical or otherwise) to prevent unauthorized
use? - -

Does the computer operatiny system provide for
levels of file protection for users? - -

If the computer operating system requires
loyon id and password entry, are they displayed
on the screen exactly as they are entered? - -

Is the computer left "logged on" during the work
day? - -

Are users required to loyoff the computer when
they are called away for a lenyth of time? - -

Does system software provide for dfsablfng
terminal after a fixed number of sfynon
attempts have occurred? - -

If the system makes use of a database, are
there controls to limit user access to and
modifications of the contents of the database? - - -

Does the capability exist on the system to
limit user access by means of specific menu
formats based on user profiles? - -

1 3





A discussion of tne security subject areas covered by tht!
cilecklist b4ill serve to point out potenridl security strengths ano
weaknesses as they would apply to a microcomputer system
underyoiny rvaludtion. There is no correct dnswer to dny of the
questions as different installations and offices have different
needs and confiyurdtions of equipment. While this CheChlist
assessment is not a complete and all encompassing tool, it does
touch o n jonle of the Llajor dreds of security vulqerabiliey reldteo
to microcomputers and will hopefully provide the user with dn
increased awareness of potentidl trouble areas that may need to be
addressed.

Throughout the discussion that follows, suggestions are Wddt!
and reasons yiven for implementiny procedures and features
o u t l i n e d  it1 t h e  body o f  t h e  c h e c k l i s t . AS with any suyyestion,
tne office perforwiny this evaluation has to aecide what
procedures dnd TedtUreS best suit the needs of tne staff,  wlissjom,
and budyet in providing the most effective security environment
p r a c t i c a l .

ADHINISTRATIVE:

1) If your office owns the computer, tnen you hdve d vesteu
interest in ensuriny that all necessary security is
proviueu for r;htt computer. Ourtiny tne systew fhdt you
work on will enable you to ilnplement specific security
require4iients gerlkldne to your office functtons drib mission
objectives. Ueiny a user on a system that is controlleu
by an entity outside of your office yldces your security
requirements in tne hands of someone who uay not share
your concerns or needs relative to the type and level of
security required to perform your job.

2) O f  dll t h e  s e c u r i t y  nledsures aVdi Idble, t h i s  proviue:,
m o r e  s e c u r i t y  f o r  t h e  i n v e s t m e n t  (free) t r l d n  duy of tilg
expensive gadyets that can be bouyht. Users of the
computer should De required to cndnye their passwords on
a periodic basis. 8y doiny this, you will lessecr tne
chance of a pdssword  becoming known and used by persons
o t h e r  tndn tne a s s i  y n e a  u s e r . In dssiyrriny a passworu,
instruct the users to avoid usiny a password that would
involve sometniny about their person or sumethiny
associated with them (i.e. their name, car type, birth
date, astrology siyn, etc.). Consult the Aasrinistrdtive
St?curity chapter of the AIS Security Mdnudl (COMDTINST
M5500.13), FIPS PUB 112, PdSstiOrd USdyt!,  or tht?
Departr,ietlt of Defense Password Mana9ement Cuidtiling (CSC-
STD-002-05) for furtnt!r yuiddrlce in deterlninin(j d
password procedure.

3) The ClaSSificdtioll, i f  appropridte, uf tlitt cldi;d bt!iny
y r o c e s s e u  o n  t h e  computttr i s  Vitdl t o  clett:rlNiflin1;1 W h d t
iJt!dSUVeb need t o  b e  tdl;t:n tu ensure d  secure uperdtiny

1
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environment. Ensuring that system users know Whdt cl~td
is classified and what procedures are to be followed will
yo d iony wdy in avoidiny compromisiny of ttie dutd and
the system. Likewise critical and sensitive ddtd must be
itaiidled in dccorddnce with the gUiddnCe that is provided
in the Codst Guard AutOmdtea Information System (AIS)
Security 14anual.

4) A system administrdtor provides users with d point of
reference for inquiries into system operations as well ds
ensure that the system is oryanited and Opet’dxed under
the yuidance and supervision of a responsible, trained
person. 'ihe system ddMinistrator  hanales the assiynment
of passwords, user access levels, file allocation dnd
ddtd bdckups just to name d few of the resyo,isibil  i ties.
Consistency of O p e r a t i o n  drld OrganiZatiOn  a r e  t h e  mdin
benefits derived from nidki ny this appointment.

5) An ADP System Security Officer (ADPSSO), as tne name
implies, is' d person tiho is responsible for ensuriny the
security of the computer system ana compliance with the
Security gUidelirle5  a n d  policy ds S e t  f o r t n  i n  the CodSt
Guard AIS Security Manual. Appointment of a person to
fill ,this position will proviue a point of contdct
throuyh which security information ana yuidariLe may be
obtai rleu.

6) All Vdl iti users of tne coLIputer syster,i need to be
recoyriized as such by the operating sysT;eln by means uf d
logon cooe and pdsstiora, drld b y  the s y s t e m  dtir,linistrdtor
tiho is responsible for keepiny track of who is authorizea
t o  u s e  the 5ystelll. Allowing anyone access to ttie
computer is invitiny trouDle and the yossi bi 1 ity of the
systen and ddtd integrity beiny l;ompro1,iised.

7) The development of a nur,iberiny Scheme for floppy disks
will provide a Irlt!dllS of trdc;kiny tilt! number in
circulation and who has then within your office. Records
of rloppy disks should be kept to prevent theft, possible
l,iisuse of the storaye media for personal yain dnu
irisuriny t h a t  uachup t i l e s  a r e  I,idintdilleU  dlld dvdildule
if needed on readily referenced volumes.

ktieri s01;leone di sLovers thdt d piece of equipment or otter
i^cem is missiny, d report ShOUlCl  be nldde t0 t i l t !
responsible duthority so thdt ii,imeaidte steps mdy be
taken to recover the resource. Confusion arid delay in
repurti ny d trleft i,idy nldke d (11 f tererice i n  t h e  speeoy
recovery or total loss of a resource.
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DDCUWENTATIDN:

1)

2)

3)

4)

5)

6)

Current (and up to date) operdtiny manuals proviae users
wfth a ready reference source to answer their questions
should they need dssistance in the absence of trairreo
personnel. A confused and misinformed user could ao
siyniflcatlt damaye to data and dppliCdtiOnS on your
system.

If users Who dre Unfdmilidr Witn the computt!r system drt:
allowed access, it is important for them to be made dware
of specific operdtiuns dnd proceaures that hdVe been set
up for the system. A yuidebook or listing of these
procedures will serve to alleviate corrfusion and
frustration on the part of the user and the potentidl for
inadvertent misuse of the system.

If the computer is used by more than one person in %he
office, maintain a usdye log in tne event that a
situation' arises where it would be important to know who
was active on what terminal for d yiven timt? period.

Naintdin a record of changes that have been made to
system atld application programs. To simply have so~~eont!
make a chanye and fail to make a notation of the fact
cuLla lead to coi,~plicated and confusing auaiting shoula a
problem drise thdt requires knowledge of exdctly what
exists and how t h e  System w d s  desiyried t0 fuction.
Anyone involvea with alteriny of softwdre should oe aware
ot the correct cndnyt! notation procedures for tne office.

An up to date inventory of the ddta files, applications
Softwdre, and system software fur the corIlputer will
provide for a quicker recovery from a loss or disaster
tbdfl i f  thert! tier-42 nOfIt! dt al 1 . It is far edsier to
rt!store d system if you know exactly what was on it
rather tndn I,O f~ave to recover from bits and pieces of
people's memories ds to wndt was on it. Often, the
Credtiun and mdirltendnce of backup files will furfhtrr dnl
recovery efforts.

bidintdifI  d list of all the hdrdwiire comyorrents conlprisiny
the computer system in your office. Model numbers,
seri a I nuhlbers, memory sizes atla other inforMdt.iOn dbout
the hardware will facilitate recovery from a theft JS
well as a number of other tnreats where equipment lids
been aarnaued and must be repaired or replaced.

P H Y S I C A L :

1) Make sure tndt the locdtion of the computer in the office
is not fti d heavily traVt!lea thOrOUyhfare in plain View
of all, unless tht! cor,tputer's use requires trldt it be

3
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2)

31

4)

5)

6)

7)

8)

9)

freely accessiole. Mart! often tndn not, d passerby hds
the opportunity to do damaye that may yo undetected for
quite some time.

LOCKirlg the door(s) ttidt access the office area where the
computer is located during off-hours will deter or
prevent unauthorized use, theft or ddmaye to the computer
system.

If the jdnitorial staff has access to the office area
where the computer is located, make sure that the names
and the cuminys and yoinys of these persons are recorded
in the event that they are neeued. Also facilities ana
contractor personnel should have their names ano
whereabouts recorded.

Most desktop computers dre compact and light enouyn thdt

they can be easily removed and taken away from the office
by virtuall,,y anyone. h lockdown device or boltiny the
c o m p u t e r  c a b i n e t  t o  t h e  w o r k  space p r o v i d e s  a n  a d d i t i o n a l
deterent to a would be thief and mdkes their tdsk more
difficult if not impossiole.

I f  d  p e r s o n  cdrl’t t u r n  t h e  c o m p u t e r  o n ,  t h e y  cali’t u s e
i t ! Keyed power switches or lockable access covers to
ttle power s w i t c h  d r e  p o s i t i v e  nieans o f  preventiny misuse
of computer resources by unauthorized persons.

If the keyboard for the computer is not an integral part
of the base cabinet housiny, it can become a priwe taryet
for remOVd1 ancl theft by simply disconnecting it frol,i the
terminal. Secure an attached keyboard, as you would the
tt!ruindl housiny, to the work space. Also, insure thdt
t h e  connectiny c a b l e  i s  s e c u r e l y  f a s t e n e d  s o  t h a t  c o n t a c t
iS Mdi ntdint!U between the keyboard dnd the termindl.

A computer terminal screen that can be easily viewed by
parties not involvt!d with the system use cdn compromise a

system ds quickly as d deliberate access by an
UlldUtnOri Lea User. lieeli to know and set? dpply wllt!n an
applicdtion is beiny run on the computer where tie ddta
beiny prOCeSSed is visible on the screen.

As with the termindl aricl keybodrd, a table top printer
Cdn oe rerllovca with little difficulty. Tale Stt!,JS t0
secure the printer to a work table as you should all
cor,lpact systehl crevices.

The printer should DC ItiCdted dWcly frolli mdin dCCt!SS paths
throuyh the office area. I t  i s  urinecessary f o r  dnyone
other thdll twit! concerned pdrties to vierl printou .s thdt
dre beiny produced on the machine. The vulnerab lity to
uisclosure ur tt1ef.c of information from a cdsual passerby
can be lessened by locatiny the printer in a more

4
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control lea area as opposed to an uut in the operi
location.

lo) Likewise,
plain

medid storaye devices snould not be ylacet! in
view of all who come and yo in the office. Ti\ey

shoula ue yiven a secure dnd limited access IOCdtiOll to
minilrlize their exposure.

11) Inspection dnd WnitOriny the placekltillt and cunaiLiJn of
the cables connectiny the system resources helps to
insure tneir inteyrity is not violdted ana thus, th4t of
the system and data beiny accessed. Inspect connecting
cdoles to ensure that they are securely fdstenea to the
devices and tnat there art! no breaks, kinks or cuts in
tneir coverinys. Also, ensure tnat applicable buillliny
codes and regulations covering the installation of k;ables
drid wiriny are addressed for your installation.

12)

13)

Protective covers for the system components will help
keep wate"r, dust, and other particuiate matter are uept
out of the workinys of the system. A particle from
ciya?ette smoke or d human hair cdn destroy a fixea disk
system and cause inconvenience to users from down-time
and loss of ddtd. Tne cabinets of most computer
equipment today are designed to minimize their internal
exposure to these elements, but some aevices mdy reh,uire
the additional precaution of a protective cover.

Fir-t! is uric uf the Most dt!VdStdting and common threats to
a coI,Iputer and it's related COmpOflentS. The source of
tne fire nreu 1101; ue directly adjacent to the computer to
cause a loss as heat and smoke damage can spread at an
aldrrfiiny rdte throuynout an office area. nn drea fire
extinyuishiny system servt!s not only to protect the
corllputer, but also anythiny else in the office drea. All
area fire extinyuishiny system is a costly countermeasure
to deter tht! fire.thredt, but it protects d wealth uf
resources for the investment.

14) Water and electronic cuinponents don't mix! If your
office has an overhead sprinkler system, try to position
your computer so thdt it does not place it directly
beneath one of the sprinkler heads. If this is not a
functional concern, dt least ensure that plastic covers
are available to be draped over the equipment to prtvent
Wdter from enteriny the equipment. As a last resort, it
is probably better to hdve wet equipment than burneu or
melted equipnwtlt!

15) Protectiny the iriterndl components of the coklputer is
just as important as the other system components. Clodem
bOdraS and memory boards dre highly rrlarketable and
difficult to trace if stolen. Ensure thdt access to the
inner rrorkings uf the computer is lirrlited to qualified

5
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16)

17)

18)

19)

20)

repdir tt!CfrlIIiCidnS Under t h e  SUperVisiOfl o f  it rt?SpOnSiblti
authority.

G r a n t e d  t h d t  d  l a b e l  Cdn b e  e r d s e d  o r  r e m o v e d  frol,l a
component, but by clearly labeling the computer
components with d yovernment ownership label, the would
be thief may pause to reflect on the consequences of
t h e i r  a c t i o n s  and/or t h e  n u i s a n c e  o f  removiny a  s e c u r e l y
attached label before "fencing the goods". Also, hidden
internal ldbt!lS ur ChdSSiS numberinq Will  facilitdte
identification and recovery of stolen hardware.

Give some thouyht to the physical location of the
computer with respect to the outside environment and tne
occurtlnL;e of natural disasters for the area. If, for
e x a m p l e , t h e  a r e a  i s  p a r t i c u l a r l y  s u s c e p t i b l e  t o
flooding, tdke this factor into account when a decision
is made as to where the computer should be locdted within
t h e  o u i  ldiny.

If the ouiluiny in which the computer is located is
covered by an overall area security system or service,
the areds that will neeu to be adaressed concerniny
security will concentrate more on the immediate office
area a s  opposed t o  t h e  w h o l e  o f  t h e  building.

A S  n o t e d  i n  i  t e r n  5  a b o v e , if the Computer has d keyed
p o w e r  o r  a c c e s s  uevice, make surt! controls dre placed on
t h e  n u m b e r  of k e y s  t h a t  a r e  i n  CirCUldtiOn d n d  w h o  h a s
them. W h e n  not i n  u s e , the keys should be accounted fur
and if procedures dictate, l o c k e d  i n  a  c a b i n e t  or safe
receptacle until they dre needeo.

T h e r e  a r e  m a n y  s p e c i a l l y  d e s i y n e d  c o m p u t e r
cdbinet/workspace f u r n i t u r e  items availdble toddy thdt

allow the computer and some of the components to be
St?CUrt!d when nut in use oy rolliny ur closing d lockable
cover or door. Suine of these devices have casters so
ttidt t h e  c o m p u t e r  Mdy b e  r o l  l e d  a b o u t  t o  w h e r e  i t  w i  I I be
n e e a e d . The casters also allow equipment to be removed
from d n  artld s h o u l d  d  t h r e a t  a r i s e  where r e m o v a l  wuuld
prevent damaye to the components. The thiny to guard
a y a i n s t  here i s  t h e  wneeliny a w d y  o f  a  vdludble r e s o u r c e
by an unauthorized person. The fact that the computer
c a n  b e  m a d e  mbile a l s o  medns t h a t  i t  c a n  “wdlk awdy.”

ENVIRONMENTAL:

1) The udmayiny effect of uirect sunlight strikiny the
c o m p u t e r  i s  t h e  associated i n c r e a s e  i n  t h e  ht!dt o f  the
CorJponents inside the computer in dddi tion to thdt which
the components themselves yenerate. Likewise, exposiny
the computer cunponents to dny auditional externdl

6
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2)

3)

4)

5)

6)

71

sources of heat only serves to further strain and stress
the tolerdr~ce of the components. Extreme cola is not SO

much a threat to the hardware components as to the
storage media and the human users of the system. All
office environment that is tolerable for humans is
probably tolerable for tne computer.

Having an approved class fire extinyuisher readily
accessiule within the proximity of the computer is d

111 u s t . The fire extfnyufsher should have an electrical
fire CldSSiffcdtioH and be kept in proper working order
and fully charyed. All personnel should be made falrliliar
with the extinyuishers location, operation, dnd
inspection procedures.

Install the computer so that there is an adequate
circulation of air all about the component housfnys.
This will aid in dissiydtiny heat buildup and help to
keep particulate matter from Settling into the component
casings and openings. Hedt and dust buildup will shorten
the life of the computer and ma
repairs.

y precfpftatt costly

A "NO" answer to this question should create sume serious
concern. The foremost concern should be for the safety
and well Deiny of the personnel in the office. Sol;lr form
of smoke or fire detection device should be prevalent in
the office ared. The coniputer can be replaced, the
employee may not be such an easy loss to recover from.

By ensuriny that computer power coras and connectin
cables are safely and securely drranyed, disruptions to
service tiill be avoided by someone inadvertently tripping
over a cord or caole and disconnectfny or damayiny bJth
the equipment dnd the employee. Prevent overloaairly of
outlets and circuits providing power to tne computer
systeill components as wrll ds oLher office equipment.

If raised flooriny is available in the area where thbj
coaputet is located, cables and connections may be mdde
underneath and out of sfyht of personnel. While this
will serve to eliminate trippiny and pussible Cable
damaye, periodic checks will need to be made to ensure
that tne CdDleS have not been tampered with or damdyed
due to unobservable factors in the day to day operations.

bidlie! sure thdt the electricdl circuit supplyiriy the
cot,lputer ano other system components is of a sufficient
amperdye to handle the load of all tne system equipment.
Outayes due to overloadiny a circuit can cause delays in
system usaye as well as aamaye to equiymenr; and buildirly
circuitry.

7
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8)

9)

10)

11)

12)

13)

14)

On the other end of the spectrum, if necessary
precautions are not taken to yuard ayainst voltaye spikes
or power surges, serious damage can result to the
delic,cte internal components of the computer system. The
costly repairs and system downtime make these devices a
yood inVeStment for the money.

A steady reliable source of uninterrupted power is a must
for operdtiny a computer system. System OUtdyeS due to
power fluctuations and loss is unacceptable when
addressing data and system inteyrity. If tne computer
facility experiences frequent power outayes or voltaye
drops, an uninterruptable power source might be an
ddvi sable COUrltermeaSUre.

If the office area experiences a power outage, ensure
that individuals know where to call or who to contact to
restore service. Many times the power outaye is of a
local nature and will be unnoticed by a majority of the
building.

Strony maynetic and electrical fields tidve a nasty hdbit
of erasing and scrambling the careful arranyement of the
data ;ratterns tndt the computer has been instructed to
establish on the storaye media. Strong electrical
currents will dlso impede or alter trdnsinissiofrs over
communications lines dnd cdbles. Inspect the computer
installation to ensure that the cdbinetry arid cabling is
located away from high voltaye lines and sources of
maynetism.

Arrdtlyr the COftIpOflentS of the Computer system so that
there is a logical and practical flow between devices.
Don't locdtt? a termlndl  several  hundred feet from it's
dedicated storaye unit or printer. If a person has to
get up from the termindl and travel to another office to
receive their printout, someone may come alony dnd make
use of the dccess afforaed a loyged on termiridl device
unbeknownst to the acknowledged user.

An incredible amount of information can be yleaned from
the trash created by a computer system. Di scardecl
computer listinys and outdated manuals dre ready sources
of information about an oryanization and the business
conducted within. Arranye to accumulate discarded
1 istinys and system information for proper disposal to
prevent an inadvertent disclosure.

If an extension cord must be used, ensure that the coru
bedrS tne Unaerwriters Labordtorit2s appruVd1 and is
constructed to handle the amperage required by the
computer. An extension cord with a fusable connection
will provide some protection aydinst power suryes dnd
suirtes.
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15)

16)

17)

18)

L i k e w i s e , c o m p u t e r  p e r i p h e r a l  d e v i c e s  n e e d  t h e  same c a r e
a n d  a t t e n t i o n  t o  t h e i r  p o w e r  rlteas d s  d o e s  t h e  c o m p u t e r
i t s e l f . Llhat g o o d  w o u l d  t h e  c o m p u t e r  b e  i f ,  s a y ,  t h e
hdrd d i s k  s t o r a y e  d e v i c e  k e p t  s h o r t i n y  o u t ?

T h i s  m a y  s e e m  l i k e  a  t r i v i a l  m a t t e r  b u t ,  t h e  e f f e c t s  o f  a
Static e l e c t r i c a l  charye o n  a  f l o p p y  d i s k  touches b y  a
p e r s o n  Cdn b e  a s  a e v i s t a t i n g  a s  haviny t h e  f l o p p y  d i s k
s t o l e n . A  p e r s o n  carryiny a  s t r o n y  s t a t i c  c n d r y e  a n d
t h e n  toucning a  k e y b o a r d  c a n  s h o r t  o u t  d e l i c a t e  c i r c u i t r y
w i t h i n  tne c o m p u t e r  i  t s e l  f . A n t i s t a t i c  f l o o r  coverinys
a n d  t r e a t m e n t s  t o  r e m o v e  s t a t i c  charye f r o m  t h e
s u r r o u n d i n y s  w i  1 1  h r l  p  m i n i m i z e  t h i s  t h r e a t .

I f  l i n t  a n d  d u s t  b u i l d u p  a r e  a  p r o b l e m ,  m o v e  t h e  c o m p u t e r
t o  a  n e w  l o c a t i o n  o r  t a k e  s t e p s  t o  e l i m i n a t e  t h e  s o u r c e s
o f  t h e  d u s t  a n d  l i n t . A  s o u n d  deadeniny/dust contai n i n y
printer c o v e r  iS a  m e a n s  o f  adclressiny t h e  p a p e r  a u s t
t h a t  a p r i n t e r  p r o d u c e s  a s  w e l l  a s  t h e  s o u n d .

A  p e r i o d i c  c h e c k  o f  v e n t i l d t i o n  p o r t s  a n d  fan openirlys
s h o u l d  b e  m a d e  t o  t h e  c o m p u t e r  s y s t e m  c o m p o n e n t s  s o
e q u i p p e d . D e n i a l  o f  g o o d  v e n t i l a t i o n  l e a d s  t o  hedt
b u i l d u p  a n d  h e a t  b u i l d u p  l e a d s  t o  c o m p o n e n t  f a i l u r e  a n d
system clown\;i me.

COWMUWICATIOYS:

1 )  Most c o m m u n i c a t i o n s  tdOdt!lnS i n  u s e  w i t h  d  desk t o p
c o m p u t e r  a r e  c o m p a c t  a n d  t r a n s p o r t a b l e . A s  w i t h  t h e
otht!r s y s t e m  d e v i c e s , the modem also needs to have steps
t d k e n  t o  e n s u r e  t h a t  i t  w i l l  not “ w a l k  a w a y . ” S e c u r e
CuIllleCtOrS dltd faStening t h e  m o d e m  t0 t h e  WOrK s t a t i o n
w i l l  h e l p  p r e v e n t  i t ’ s  d i s a p p e a r i n y .

2 )  The d b i l i t y  t o  visudlly o b s e r v e  t h e  r u n  o f  a
c o m m u n i c a t i o n  c a b l e  w i t h i n  a  c o m p u t e r  n e t w o r k  w i l l  dllow
t h e  u s e r  t o  c h e c k  t o  set? i f  t h e  l i n e  h a s  b e e n  Upped i n t o
o r  o t h e r w i s e  a l t e r e a  t o  permit i n t e r c e p t i o n  o f  t h e
siynals being c a r r i e d  o v e r  t n e  cable. Sometiraes t h e
l i n e s  a r e  e n c a s e d  i n  a  m e t d l  c o n d u i t  t o  i n s u r e  s e c u r i t y
b u t  i n  Iqany i n s t a n c e s ,  c o m m u n i c a t i o n s ,  ds w e l l  a s  o t h e r
c a b l e s , a r e  s t r u n y  a b o v e  a  s u s p e n d e d  c e i l  i n y  w h e r e  t h e y
a r e  o u t  o f  siyht a n d  o u t  o f  minu.

3 )  T h e  c o n c e p t  o f  d i s t r i b u t e d  o r  r e m o t e  a c c e s s  a n d
processiny h d s  i t s  aovdntayes a s  well a s  Oisaavantdyus.
A  c o m p u t e r  t h a t  c a n  b e  a c c e s s e d  v i a  t e l e p h o n e
coidnunicdtions i s  o p e n  t o  a n y o n e  w h o  c a n  detertaine o r
a c q u i r e  the n u m b e r  dnd o p e r a t i o n  c o d e s  a n d  c o m m a n d s .
Advisable st?Lurity cuunteri~ltiasures wou'ld bt! frequent
chanyiny o f  system a c c e s s  p a s s w o r d s  a n d  COmmdndS a s  w e l l

9
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dS dn authorired user cdl 1 bdC k scht!me. This proo
more of a concern to the mini/mainframe computer
environmetlt than that whi ch this questionnaire wi

1 eo i 5

11
address. Still, if it applies it should be eValUdted.

4 )  Tne use  Of a CdllbdCk scheme Operdtes dS follows;
- a system user establishes contact with the computer at

the office from a rerblote site over a telephone line.
- the computer then disconnects and dials the site

telephone number that hds been stored in a tdble of
authorized users for the particular user in question.

- communications are tnen established to allow normal
processiny between the authorized user and the host
computer.

As wds mentioned dbOVe, this type of elaborate system
verification scheme more readily translates to the power
of a mini/mdinframe environment than to a desk top
computer.

5) tidsed on the nature and sensitivity of the ddtd beiny
processed by the computer, encryption may be a
requirement for ddta tranSMiSSiOn. Refer to the AIS
Security ManUdl r e g a r d i n y  Classification o f  data and
appropriate handliny.

6 ) If d mouem is connected to the computer, provide a
dedicdted eXtenSiufl or telephone line to use rattler than
a yenerd usdye office extension or line. A
communications link miyht be estdblished only to be
broken bt!cduse sohleone in the office niistdfierily or
purposely picked up on the line being used by the
computer.

U S E R  A Y A R E W E S S  & T R A I N I N G :

1-6) Of all ttIc iteMs dlld countermeasures thdt are dvaildble
to provide computer security, traininy will yet you the
n l o s t  r e t u r n  for tflt! inVeStMellt mdde. try fdr, t h e  t h r e d t
thdt has the yreatt!St frequency of Occurence ariu the most
preventable is the threat of the uneuucat~a user arid the
damage they can do. An office computer security
awdreness program wi I1 yo a lony wdy tuWdrdS eiisuriny an
office computer environment that is protected from a
multitude of thredts befalling indny computer
installations. An euucdted user iS a smarter and more
efficient user of the system resources. Ensure that
persons usiny the computer system are educated as to the
usaye of the hardware ds well as the system anu
application software that resides on the equipment.
Instruct users in the correct usaye and cart! of their
system access codes and passwords and make them aware of
SysterJ updates dria cridnyes as they dre implemented. Of
prilile irllportarlce is to instill in the users the concept

10
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thdt the information they will be processiny iS d
VdlUdble asset of the Oryanitdtiun and as such, should be
treated with the same care as the computer itself.

C O N T I N G E N C Y  P L A N N I N G :

l-6) Continyency planning is often thought of as pertaininy
only to a very large computer facility, such as a
mdinfrante or tiiinicomputer operation. While this is
generally true, trte desk top microcomputer may serve just
as important a funr;tfon as the mainframe or minicomputer
in the organization.
" Y E s " ,

If the answer to question 6 was
thdn the topic of contfnyency planning hdS a

direct bearing on the organization. The purpose of the
continyency pldn is to alinimize any dt?ldyS or disruptions
in service to users of the taryeted computer resources.
If the microcomputer were to become inoperative or
unavailable for some reason, could the office perform the
functions required to yet the job done? More often than
not, the answer is "NO." Therefore, some provisions
should be made to address a cuntinyency plan for the
microcomputer. Some of the areas that should be
consiaered for d microcomputer contingency pldn miyht be;

Availability of or access to backup hardware
Storaye o f  bdckup d a t d  f i l e s ,  a p p l i c a t i o n  proyrdms, a n d
system software
blaintenance and repair ayreenents with vendors
Points of contact for physical plant resources (i.e.
electricity, dir conoitioniny)
HdrdWdre and Software  inventory controls
Desiynation of system security officer
Desiynation of a remote or dlterndte processiny site

d n d  m a n y  uttler areas t t i d t  a r e  yernlalie t o  tile f u n c t i o n s
performed by the office.

l4t!rJberS uf the ContinyellCy pldnniny tt?dlti(s) within the
organization should know the contents of the contingency
pldtt dnd Whdt tneir responsibilities are in the event the
plan SlluUld have to  be  inacted.
pldn is iirlportant,

Preparing a continyency
but so is the testing of the plan to

make sure that the actions specified in the plan are
reasonable and executdDle. Periooic review and testing
of the continyency plan will  insure that the plan
aurlresses tne current c o m p u t e r  p r o c e s s i n y  n e e d s  o f  t h e
o r y a n f z a t i o n  t h a t  i t  w a s  d e s f y n e d  f o r . Better to have
pldnned f o r  d n  emergency s i t u a t i o n  d n d  t h e  n e e d e d  a c t i o n
t o  b e  t a k e n  w h e n  i t  a r i s e s , than to throw one's hdnds in
the air while mdkiny excuses for delayed or lost work
because n o  ont3 t o o k  t h e  t i m e  t o  p r e p a r e  a  c o n t i n g e n c y
pldn.

11
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MAINTENANCE:

1)

2)

3)

4)

5)

6)

A rJaintenance contract is an important feature to have in
place to ensure that the system hardware components and
software Will function as planned for. The specific
terms and the duration of the contract should be
carefully examined and someone should be appointed to
ensure that the terms and conditions of the contract are
adhered to.

Preventdtive IndinterldnCe will yo a long wdy in extenuiny
the life of the hardware on the system. Routine cleaniny
and adjustments will ensure that components function as
specified by the manufacturer and in most cases, this is
required to mdintdin the warrdnty on the equipment.

The desiynation of a point of contact within your
oryaniration, for equipment repairs arid vendor inquiries,
will help to eliminate any confusion between the users
and the provider of the requirea services.

If the maintendnce agreement provides for on-site
service, make sure that the response time is acceptable
to the oryanization. If the computer can remain idle for
no more than three hours, a 48 hour response time
agreement will do little yood to restoriny operations
within the necessary time frame.

A user trouble loy should be kept noting all instances of
downtiklt! ano the redsuns if known. Maintaininy d loy of
this nature may prove invaluable in isolatiny a trouble
ared With ttIe System and tdkirlg Steps t0 rectify tht?
situdtion.

This yoes bdck to the awareness and training area. If
the users know how to care for and correctly operate the
system resources, they can expect to derive maximum use
and efficiency from the system resources.

MAGNETIC STORAGE MEDIA:

1) $tOrdye of datd and proyramwiny files on floppy disk
anu/or maynetic tape should include providiny for the
security ancl safety of this medid. Archive dud bdckup
files should be protectea ayainst exposure to accidental
erasure or alteration as well as physical aamaye and the
media being misplaced. A system admindstrator would be a
yood person to assign the duties of maintdininy an
orderly and secure storaye proyram for these storage
nledi a .

2) LedViny d floppy disk in d computer drive lony after it
has served it's purpose is invitiny trouble. The

12



3)

4)

6)

7)

ENCLOSUKE (3) TO COMDTINST M5500.13

potential for theft, accidental erasure or writeover is
very real.

The need for backup files of importdnt datd and proyrdm
files is important for contingency planniny as was
discussed earlier. The most important files should be
candidates for backup and off-site storage to eliminate
the possibility of their being lost to the oryaniration
should a disaster destroy the on-site resources.

A procedure for labeliny of tapes and floppy disks should
be implemented by the office or organization. Clearly
labeliny tapes dnd floppy uisks ds to their contents will
help eliminate wasted time and confusion in sedrchiny for
a file uhen no labels or poorly prepared labels dre used.
This will also help prevent dny accidental erasure or
writeover of files from riot knowiny Whdt wds on the tapes
or disks.

Encourage users to store their floppy disks in containers
that will protect them from physical abuse and theft.
Often, simply placiny them back in the DOX that they are
purchased in is a good step to safeyuardiny the disks.

This is a prt!CaUtiOndry measure thdt will probably not
arise that often. Still, procedures should be in place
should an office require thdt d fixed disk uevice be
,,toved or relocated. These devices are not as foryiviny
as the floppy disk drives in most terminals and Should
have the manufacturer's instructions adhered to for the
safety and operation of the equipment.

In addressiny the labeling of floppy disks, never write
airectly on the dish jacket or protective cover. Use the
laoels that are providea with the disks and prepare them
prior to placing them OII the disks. The physicdl
pressure of writing on the jacket may be enouyh to
distort the disk dlla damdye the drive when a read or
write function is invoked.

DATA i SYSTEM INTEGRITY:

1) hteasures should DC! tdken to ettsure tlidt users of sharea
software are not aole to alter the software in any way,
Srldpe, o r  forbi. l’his is r,lost easily accomplisned by
settiny protection levels to permit read and execute
access only.

2) Softtiare licensiny agreemerIts arid copyriyht restrictions
are legally binding requirements for the use of virtually
all purchased software proaucts. Make sure thdt the
provisions of such ayreernents are fully disclosed ana
understood by users of these products. Iynordnce is a
poor excuse in a liability suit.

13
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4)

5)

6)

ENCLOSURE (3) TO COblDTINST td5500.13

Critical data files should De backed up periodicdl\y
baseu on proyrdm neeos and requirements. In somt! cases,
more than one backup copy is called for and possiDly
several yenerations will be required to recreate lost or
darvayed files. The idea of maintaining several
yenerations Comes into play if a proolrm is discovered
that has persisted for a period of time renderiny, say,
the last two backup files useless.

Current, up to date copies of system software should be
maintained as well as ddta and application files. The
organization's data and applications would be of little
use if the computer operatiny system software were lost
alony with the hardware.

All changes to any softtiare operating on the computer
must be recorded. In addition to recordiny the chanyes,
users sCloula be notified if these changes will effect the
way they do business on the computer. Software surprises
are seldom appreciated.

When an employee no longer requires access to the
services of the computer system, make sure that their
access code and password are removed from the system.
This should be done as quickly as possible dftt!r
notificdtion. Leaviny an unauthorized user access to the
system is like leaving a car open brith the keys in the
ignition, an invitation to trouble.

D A T A  6 S Y S T E M  A C C E S S  C O N T R O L S :

1)

2)

3)

Most of the areas addressed by this checklist are aimt!d
at providing a secure operatiny environment for the users
of d computer system. A computer system will generdlly
be establishea for a specific yroup of users and measures
should be provided to yudrantee the integr1t.y and
availablity of the system for those users.

Settiny file protection levels is an important feature
for the operdtiny system software to affora the users.
This fedturt! will enaDle users to selectively assiyn
access to programs and files accordiny to proyrdm and
personnel neeus.

ivlost computer operdtiny systems have provisions for a
loyon sequence to iaentify authorized users of the
syste111. T h e  u s e r  etItt?l’S  d  loyon c o d e  w h i c h  i s  usudl l y
followed by a unique user pdssword identifier.
Provisions to yuard against the inddvertent diSCl6Sure  of
either of thest! elements of system access should be
implemented. Sume system software displays disguise
characters in place of the actual sequence of characters

14
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keystroked (i.e. the Standard Terminal software
displdying '#' symbols instead of the actual keyboard
symbols pressed when entering a password).

4-5) The practice of loyginy onto a system at the start of d

business day and remaining logged on throughout the day
is inviting aisaster. Unless the office is physically
secure and there is no chance that an outsider or
passerby could use the terminal(s), users should loy onto
a system when they require access and loy off the system
when their work is complete or if they will be away from
the terminal for an extended period of time.

6) A system software feature that allows for a predetermined
number of siynon attempts before the system locks out the
terminal or the loyon identifier being USed is a useful
security precaution. This usually requires that the
system administrdtor yo into the operatiny system to
‘Unl oCk" the user identifier or terminal before it may be
used dydi fl. Some may complain that this type of
protection penalizes an authorfzed user of the system who
simply foryot tneir loyon identifier as well as the
unauthorized intruder. The inconvenience will probably
be insignificant when cornpdred to the damaye an
unauthorized user could wreak on the system.

7) h databdse iS an important repository of information
forming the basis of many computer applications. The
importdnce of this resource dictates that steps be tdKen
to address the safety and security of the information
stored in it. The system administrator or ddtabase
administrator should provide for required access features
ds well as who and what will be dl lowed to be modified or
deleted. Unauthorized access to a database coupled with
unrestricted modification can briny an oryanization to a
standstfll in the event that uata is lost or deStrOyed
inddvertently or on purpose.

8) Menus tailored to user needs are a viable means of
controlliny system access. I f  d  u s e r  o n l y  needs t o
access one particular file to execute a system
appl i cdti on, d user profile could be establishes that
will permit them to yet at only those files required to
execute the application. The phrase 'need to know" might
be chanyed to "need to use" in these cases.

In summation, "NO" answers to questions on the checklist are
areas that dre candidates for evaluation dnd possible
corrective dction. W h i l e  so111e o f  t h e  q u e s t i o n s  IIIdy riot b e
applicable to the environment at present, they should be kept
in mind when future changes are being consiaered by tale
oryanization.

15





EXECUTIVE OFFICE OF THE PRESIOENT  eQm
OFFICE OF MANAGEMENT AND BUDon

WASC(INOTON, O.C. 2OW

December 12, 1985

CIRCULAR NO. A-130

TO THE HEADS OF EXECUTIVE DEPARTkjENTS AND ESTABLISHMENTS

S U B J E C T : Management of Federal Information Resource8

Ai P;;:o;e: Thl8 Clroular establishes policy for the management
lnfor.matlon rebourcab. Procedural  and analytic

guidelines for implementing specific l 8peot8 of the8e polloleb
a r e  included a 8  a p p e n d i c e s .

2. Resclsslon8: This Circular re8Cfnd8 OHB Circular8 No. A-71,
A-90, A-100, and A-121,
c i r c u l a r s .

and all Transmittal Memoranda t-o those

3. AuthOrltle8: Thlb Circular lb f88uOd pUr8Uant to t h e
Paperwork Reduction Act of 1980 (44 U.S.C. 35); the Privacy Act
of ‘19Y4 (5 U.S.C. 552a), Sections 111 and 206 of the Federal
Property and Administrative Servlceb Act of 1949 88 amended (40
U.S.C. 759 and 487, respectively), the Budget and Accounting Act
of  1921 a s  amended (31 U.S.C.  11). Executfye O r d e r  N o .  12046 of
March 27, 1978, and Executive Order No. 12472 of April 3, 1984.

4. Applicabil i ty and Scope:

a . The pollcl8s in this Circular  apply to  the  fnformat lon
a’ctivlties of  al l  agencies  of  the executive branch of  the  Federal
Government.

b. Information classlfled f o r  n a t i o n a l  seourlty purpobes
should also be handled in accordance with the appropriate
n a t i o n a l  bacurlty dlrectlves. National 8ecurlty emergency
preparedness actlvltleb should be conducted in l caordanue with
Executive Order No. 12472.

Ld;;;k;round: The.Paperwork Reductlofi Aat e8tabli8he8 a broad
or agencle8 to perform their informatlon management

a c t i v i t i e s  in a n  e f f i c i e n t ,  e f f e c t i v e ,  a n d  e c o n o m l a a l  m a n n e r .  T o
abslat agencleb in a n  i n t e g r a t e d  rpproach t o  i n f o r m a t i o n
resource8 management, the  Act  require8 tha t  t he  Di rec to r  o f  t he
Offlce of Management and Budget (OMB) develop and implement
unlform and oon8latent information re8ource8 management pOllale8;
oversee the development and promote the u8e of lnformatlon
management prlnclples, 8tandard8, and guideline83 evaluate l #enoY
information management  pract ice8 fn order  to  determfne their
adequacy and efflclency; and determine compliance of such
practices with the pollcles, prlnclples,  s tandards,  and
guidelines promulgated by the Director.

Y
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6 . D e f i n i t i o n s : A s  u s e d  in t h i s  Clrcular--

a . The  t e rm “agency”
mllltary d e p a r t m e n t ,

means any executive department,,
government  corpora t ion ,  government

c o n t r o l l e d  c o r p o r a t i o n , o r  o t h e r  e s t a b l i s h m e n t  i n  t h e  executive
branch  o f  t he  gove rnmen t , o r  any  i ndependen t  r egu la to ry  agency .
Within t h e  E x e c u t i v e  O f f i c e  Of. t h e  P r e s i d e n t ,  t h e  t e r m  i n c l u d e s
only the Offloe of  Management  and Budget  and the  Off ice  of
Admlnlstratlon.

b . The  t e rm wlnformatlonw means any communlcatlon or
r e c e p t i o n  o f  knoyledge s u c h  a s  f a c t s ,  d a t a ,  o r  o p l n l o n s ,
i n c l u d i n g  n u m e r i c a l ,  g r a p h i c ,  o r  n a r r a t i v e  f o r m s ,  w h e t h e r  o r a l  0~
mainta ined  in any medium, including computerized data bases,
paper. microform, or magnet10 tape.

c. The term “government lnformatlonw means information
c r e a t e d , c o l l e c t e d ,  processed,
s t o r e d ,

t r a n s m i t t e d ,  d l s s e m l n a t e d ,  used,
or disposed of by the Federal  Government .

d . The term wlnformation system” means the organized
c o l l e c t i o n ,  p r o c e s s i n g ,  t r a n a m l a s l o n , and dlssemlnatlon of
i n f o r m a t i o n  in a c c o r d a n c e  with d e f i n e d  p r o c e d u r e s ,  w h e t h e r
automated or manual.

e. The  t e rm “major information  sy~terbn means  an  in fo rma t ion
s y s t e m  t h a t  r e q u l r e s  s p e c i a l  c o n t i n u i n g  m a n a g e m e n t  a t t e n t i o n
because of its importance to an agency q lsslon; its high
development , o p e r a t i n g  o r  m a i n t e n a n c e  c o s t s ;  o r  its slgnlfloant
i m p a c t  o n  t h e  a d m l n l a t r a t i o n  o f  a g e n c y  p r o g r a m s ,  f i n a n c e s ,
property. o r  o t h e r  r e s o u r c e s .

f . The term “access t o  lnformatlonw r e f e r s  t o  t h e  f u n c t i o n
o f  p r o v i d i n g  t o  m e m b e r s  o f  t h e  p u b l i c ,  u p o n  t h e i r  r e q u e s t ,  t h e
g o v e r n m e n t  i n f o r m a t i o n  t o  w h i c h  t h e y  a r e  e n t i t l e d  u n d e r  l a w .

T h e  t e r m  ndlsaemlnatlon o f  infOrmatiOn” r e f e r s  t o  t h e
functy& o f  d i s t r i b u t i n g  g o v e r n m e n t  lnformatlon  t o  t h e  p u b l i c
whe the r  t h rough  p r ln t ed  documen t s ,  o r  e l ec t ron ic  or  o ther  media .
tlDlssemination  o f in fo rma t ion n d o e s  n o t  i n c l u d e  l n t r a - a g e n c y  u s e
o f  i n f o r m a t i o n , in te ragency  shar ing  of  in format ion ,  o r  responding
t o  r e q u e s t s  f o r waccesa t o  lnformatlon.w

h. The term “information technology” means the  hardware and
so f tware  used  in  connec t ion  wi th  gove rnmen t  i n fo rma t ion ,
r e g a r d l e s s  o f  t h e  t e c h n o l o g y  i n v o l v e d ,  w h e t h e r  OOmputerb,
t e l e c o m m u n l c a t l o n s ,  m i c r o g r a p h i c s ,  o r  o t h e r s . Fo r  t he  pu rposes
o f  t h i s  C i r c u l a r , au tomat i c  da t a  p rocess ing  and
t e l e c o m m u n l c a t l o n a  a c t i v i t i e s  r e l a t e d  t o  c e r t a i n  c r i t i c a l
n a t i o n a l  s e c u r i t y  mlsaions, a s  d e f i n e d  i n  44 U . S . C .  3 5 0 2  (2) a n d
10  U .S .C .  2315 ,  a r e  exc luded .
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1. The term winformatlon technology facility” mean8 an
organlZatlonally defined, aat Oi pOr80nnelr hardware, 8oftwar8,
and physical facllltl88, a primary function 0r which 18 the
operation of lnformatlon technology.

3. The term "1nfOrmatlOn redource8 management" means the
planning, budgeting, Organizing, dlreotlng, training, and control
as8oclated with government lnformatlon. The term OnCOCOpa8808
both information ltbelf and the related rebouroeb, 8uch a8
perbonnel, equipment, fundb, and technology.

k. The term "government publloatlorP mean8 informational
matter which 18 p'ubllshed a8 an individual document at government
expen8e, or as required by law.

Other-definitions Sp8ClflC to the 8UbJ8Ct8 of the appendices
appear in the appendlceb.

7. Basic Considerations and Assumptions

a. The Federal Government 18 the largest blngle producer,
consumer, and dl8semlnatOr of information in the United States.
Because of the size of the government's information actlvlties,
the dependence of government information actlvltles upon the
publlc's cooperation, and the value of government information to
the entire Natlon, the management of Federal information
resource8 18 an issue 0r continuing importance to the pub110 and
to the government it8elf.

b. Government information 18 a valuable national resource.
It provides citizen8 wlth knowledge of their government, society,
and economy --past, prebent, and future; 18 a mean8 to ensure the
accountability of government; 1s vital to the healthy performance
of the economy; 18 an eS8ential tool for managing the
government's operations; and lb itself a commodity often with
economic value In the marketplace.

c . The free flow of lnformatlon from the government to its
citizens and vice ver8a 18 esbentlal to a democratic 8oclety. It
1s al80 e88entlal that the government mlnlmlze the Federal
paperwork burden on the public, minimize the co8t of it8
Information activitle8, and maximize the usefulness of government
lnformatlon.

d. ' In order to mlnlmize the cost and maximize the
usefulness of government information l ctlvltle8, the expected
public and private benefit8 derived from government information,
insofar a8 they are calculable, should exceed the public and
private co8t8 of the information.

0. Although certain functions are inherently governmental
in nature, being 80 intimately related to the public lnterest as
to maflclate performance by Federal employees, the government
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8hould look first t0 private bOUrce8~ Zirsre available, to provide
the commercial good8 and bervloeb nJeded by the government to act
on the public's behalf, partioularly when cost compari8on&
Indicate that private performance will be the most economical.

f . The ube of up-to-date Information technology offer8
opportunities to improve the Imnagement of government programb,
a n d  acC888 to, and dl88emlnatIon of, government information.

Becau8e the public disclosure of government information
I8 esiintial t0 the Op8ratIOn Of a democracy, the public's right
of access to government lnformatlon must be protected In the
management of Federal Information re8ource8.

h. The Indlvldualt8 right to privacy mubt be protooted in
Federal Government Information actIvItl88 involving personal
Informitlon.

1. The open and efficient exchange of government 8cIentlfIc
and technical InformatIOn, 8ubJect to applicable natlonal
security control8 and proprietary rights other8 may have in-such
Information, fo8ters excellence In pCI8ntIfIc research and the
effective u8e of Federal rebearch and development funds.

J- The value of preserving government,records I8 a function
of the degree to which preservation protect8 the legal and
financial rights of the government or Its citizens, and provide8
an official record of Federal agency activities for agency
management, public accountability, and hl8torical purpo868.

k. Federal Government Information re8ource8 management
policies and actlvltles can affect, and be affected by, the
Information polIcIe8 and actlvltles of other nations.

8. PolIcIes

a. Information Management. AgenCI88 shall:

(1) Create or collect only that information nece88ary
for the proper performance of agency functions 6nd that ha8
practical utfllty, and Only after planning for It8 processing,
transmission, dI88emInatiOn. ~88, 8tOrage, and dI8pObItiOn;

(2) Seek to batisfy new Information need8 through
legally suthorized interagency or intergovernmental aharlng of
Information, or through commercial sources, where appropriate,
before creating or collecting new information;

(3) LImIt the collection of IndIvIdually IdentlfIab18
Information and proprietary Information to that which is legally
authorized and necessary for the proper performance of agency
functlon8;
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(4) Maintain and protect lndivlduall~ identif iable
lnformatlon and proprietary information in c 41anner that
precludes:

(a) Unwarranted intrusion upon personal privacy
(see Appendix I); and

(b) V io la t i on  o f  c on f ident ia l i t y ;

(5) Provide lndlvlduals with access to, and the
ability to amend errors in, system3 of records, consistent with
the Privacy Act;.

(6) Provide public access to government information,
consistent with the Freedom of Information Act;

(7) Ensure that agency personnel are trained to
safeguard information resources;

(8) Disseminate information, as required by law,
describing agency OrganlzatlOn, aCtiVitie3, programs, meetings,
ByBtemB Of records, and other information holdings, and how the
public may gain access to agency lnformatlon resource3;

(9) Disseminate such information. products and service3
a3 are:

(a) Speci f ical ly  required by law;  or

(b) Necessary for the proper performance of
agency functions, provided that the latter do not duplicate
similar product3 or services that are or would OtherWlBe be
provided by other government or private sector organizations;

(10) -Dlssemlnate  significant new, or terminate
signif icant exist ing, information products and services only
after providing adequate notice to the public;

(11) Disseminate such government lnformatlon product3
and BervlceB:

(a) In a manner that en3ures that member3 Of the
public whom the agency ha3 an obligation to reach have a
reasonable ability to acquire the lnformatlon;

(b) In the manner most cost effective for the
government, including placing maximum feaalble reliance on the
private sector for the dlssemlnatlon of the products or services
in accordance with OMB Circular No. A-76; and

(c) So  as  to  recover  costs  o f  dlsaemlnatlng the
products or services through user charges, where appropriate, in
accordance wlth OMB Circular No. A-25:
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(12) Establish procedures for:

(a)  ReVlWlng periodical ly  the continued Wed for
and manner of dissemination Of the agency’s information products
3r services;  and

(b) Ensuring that  government  publications are
made available to depository libraries as required by law.

b. fnformatlon Systems and Information Technology
Management. Agencies sha l l :

(i) Establish multlyear strategic planning
processes for acquiring and operating information technology that
meet program and mission needs, reflect budget constraints, and
form the bases for their budget requests;

(2) Establish systems of management control that
document the requirements that each major information sjrstem 1s
intended to serve; and provide for periodic review of those
requirements over the life of the system in order to determine
whether the requirements continue to exist and the system
continues to meet the purposes for which it was developed;

(3) Make the official whose program an
information system supports responsible and’ accountable for the
products of that system;

(4) Meet lnformatlon processing needs through
interagency aharlng and from commercial sources, when it is cost
e f f e c t i v e , before acqulrlng new lnformatlon processing capacity;

(5) Share available information processing
capacity with other agencies to the extent practicable and
legally permissible;

(6) Acquire information technology in a
coinpetltlve manner that mlnlmlzes total life cycle costs;

(7) Ensure that existing and planned major
lnformatlon systems do not unnecessarily-duplicate lnformatlon
systems available from other agencies or from the private sector;

(8) Acquire off-the-shelf  software from
commerc ii1 sources, unless  the cost effectiveness of  developing
custom software 1s clear and has been documented;

(9) Acquire or develop information systems in a
manner that facilitates necessary compatibility;

(10) Assure that information systems operate
e f fec t ive ly  and  accu ra t e ly ;



7

(11) E s t a b l i s h  a  l e v e l  o f  s e c u r i t y  f o r  a l l  ;dency
information systems commensurate with the sensltlvlty of the
information and the ri8k’ and magnitude of 108s or harm tha& could
result from improper operation of the lnformatlon 8ystems (See
Appendix III);

(12) A88UPe t h a t  o n l y  a u t h o r i z e d  per8onnel h a v e
acce88 t o  l n f o r m a t l o n  systems;

(13) Plan  to  prov ide  lnformatfon systems w i t h
reasonable OOntlnulty of 8upport should their normal operations
be disrupted in an emergency;

(14) Use Federal  Information Processing and
Telecommunications Standards except where It can be demonstrated
that the cost8 of  using a standard exceed the benefits or the
standard will impede the agency in accompll8hing Its mission;

(15) Not require program manager8 to use sptclfic
information technology  facllltles or  serv ices unless  it 1s c lear
and 1s convincingly documented, subject to  periodic  review,  that
8uch use 18 the most cost effective method for meeting program
requlrement8;

(16) A c c o u n t  f o r  t h e  f u l l  oobts of.operatfng
information technology facllftlea and recover such costs from
government users as provided in Appendix II;

(17) Not  prebcrlbe Federal  lnformatlon system
requirements that unduly restrict the pretrogatlves of  heads of
State and local government unlt8;

(18) Seek opportunities  to  improve the operation
of government program8 or to realize savings for the government
and the public  through the application of  up-to-date infOrmatiOn
technology to  gdvernment information aCtiVitiO8.

9. Aaslgnment of Re8pOn8lbilitie8t

a . A l l  F e d e r a l  Agencie8. The head of each agency shell:

(1) Have primary respOn8ibllity for managlng agency
information resourceb;

(2) E n s u r e  t h a t  t h e  i n f o r m a t i o n  p o l i c i e s ,  prlnclple8,
8tandards. guldellnes, ruleb, and regulation8 prescribed by OHB
are implemented appropriately within the agency;

(3) Develop internal agency information policlea and
procedure8 and over8ee, evaluate, and otherwise periodical ly
review agency information resources management actlvltles for
c o n f o r m i t y  w i t h  t h e  po1lcles bet for th  In t h i s  C i r c u l a r ;
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(4) Develop agenoy pollole8 and procedures  that
provide for timely l oqulsltlon of required information
technology;

(5) H a l n t a l n  an  i n v e n t o r y  o f  t h e  agencies’ major
information systw8 and lntormatlon dl88emlnatlon programs;

( 6 )  Create ,  ma inta in , a n d  dlspobe o f  a  reoord o f
agency aatlvltles in accordanae with the Federal R8oOrd8 Act of
1950, a8 amended;

(7) I d e n t i f y  t o  t h e  D l r e o t o r ,  O H B ,  s t a t u t o r y ,
regulatory. and other impediments to efflolent management of
Federal information re8ource8 and reaommend to the Director
leglslatlon, pollcles, prOCBdUr88, and other guidance to improve
such management;

(8) A8818t OHB in  the  performance  of  its functions
under the Paperwork Reduction Act, including making 8ervlce8,
personnel, and  fac i l i t i e s  ava i lab le  t o  O M B  f o r  thl8 purpobe to
the  extent  pract icable ;

(9) Appoint  a senior  offlolal, a8 required by 44
U . S . C .  3506(b), who 8hall report directly to the agency head, to
carry out the responslbllltles of the agency under the Paperwork
Reduction A c t . The head of the agency bhall keep the Director,
OMB, advised a8 to the name, title, a u t h o r i t y ,  rO8pOn8lbllltle8,
and organizat ional  rebourceb of  the  senior  Offlolal. For
purposes of  th ls  paragraph military department8 and the Office of
the Secretary of  Defense may each appoint  one off ic ial .

b . Department of State. The Secretary of  State 8hall:

( 1 )  Advl8e t h e  D i r e c t o r , OMB, on the development of
United  S t a t e s  po8ltlon8 and pOliole8 on internat ional  information
p o l i c y  i88Ue8 affecting F e d e r a l  Government information actlvltles
and ensure that such posltlon8 and policies are oonslstent with
Federal information re8ources management policy;

(2) E n s u r e , in con8ultatlon with t h e  S e c r e t a r y  o f
Commerce, that  the United State8 la represented in the
development of  international information technology standards’ ,
and advlbe the Director, OMB,  o f  8Wh a c t i v i t i e s .

c. Department of Commerce. The Secretary of Commerce
shall :

(1) Develop and i88ue Federal  Information Processing
Standard8  and guldellne8 necessary to  ensure  the  ef f ic ient  and
e f f e c t i v e  a c q u i s i t i o n ,  m a n a g e m e n t ,  s e c u r i t y ,  a n d  u s e  o f
information technology;
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( 2 )  Advl8e t h e  D i r e c t o r , OMB, on the development of
policlets relating to the. prooursment and management of Federal
telecommunlcatlon8 resouroeb;

(3) Provide OIiB and the agencies with sclentlfic and
technical l dvl8ory 8erViCe8 relating to the development and use
of information technology;

(4) Conduct 8tudles and evaluations. concerning
telecommunlcatlons technology, and ooncernlng the improvement,
expansion, testing, operation, and ube of Federal
telecommunlcatlorjs aystem8 and advlae the Director, OMB, and
appropriate agencies of the recommendations that result from such
8tUdl88;

. (5) D e v e l o p , fn oon8ultatlon with the Secretary of
State and the Director, OMB, plans, policies, and prcgrams
r e l a t i n g  t o  international  telecommunications  issues affecting
government information actlvltle8;

(6) Identify needs for standardization of
telecommunications and information processing technology, and
develop standards, in consultation with the Secretary of Defense
and the Administrator of General SerVlCeb, to ensure efflclent
applfcatlon of such technology; .

(7) Ensure that the Federal Government 1s represented
in the development of national and, in consultation wlth the
S e c r e t a r y  o f  S t a t e , international  l n f o r m a t l o n  t e c h n o l o g y
s t a n d a r d s , and adVl8e the Director, OMB, of 8UCh actlvltles.

d . Department of  Defense.  The Secretary of Defense shall
d e v e l o p , in consultation with the Administrator of General
Services, uniform Federal telecommunications  standards and
guidelines to ensure national security, emergency preparedness,
a n d  c o n t i n u i t y  df g o v e r n m e n t .

e . G e n e r a l  S e r v i c e 8  Admlnlatratlon. The Adminl8tratOr of
G e n e r a l  S e r v i c e s  s h a l l :

(1) Advise the Director , OMB, and agency heads on
matters affecting the procurement of information technology;

(2) Coordinate and,
purcha8e; l e a s e ,

when required, provide for the
and  ma in tenance  o f  i n fo rma t ion  t echno logy

required by Federal agencies;

(3) Develop criteria tar timely procurement of
information technology and delegate procurement authority to
agenc i e s  t h a t  c o m p l y  w i t h  t h e  c r i t e r i a ;

(4) Provide guldellnes and regulation8 for Federal
agencies, as  au thor i zed  by  l aw,  on  the  acqu i s i t i on ,  maintenance ,
a n d  d i s p o s i t i o n  o f  i n f o r m a t i o n  t e c h n o l o g y ;
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(S) D e v e l o p  p,oliclea a n d  g u i d e l i n e s  t h a t  f a c i l i t a t e
the  sha r ing  o f  l n fo rma t lon  t echno logy  among  agenc ie s  as  repulred
b y  t h i s  Circular;

( 6 )  R e v i e w  agenoiea’ information resources management
activltl88 to meet the obj8Ctlvea of the triennial revfews
required b y  t h e  P a p e r w o r k  Reduotlon Aot a n d  r e p o r t  t h e  r e s u l t s  t o
t h e  D i r e c t o r ,  OMB;

(7) Manage t h e  A u t o m a t i c  D a t a  P r o c e s s i n g  F u n d  a n d  t h e
Federal Telecommunications Fund In accordance with the Federal
P rope r ty  and  Admin i s t r a t ive  Se rv ices  Act ,  as  amended ;

(8) E s t a b l i s h procedures  for approval ,  implementa t ion ,
and  dfssemlnatlon o f  Fede ra l  t e l ecommunica t ions  s t anda rds  and
g u i d e l i n e s  a n d  f o r  lmplcmentatlon o f  F e d e r a l  I n f o r m a t i o n
P r o c e s s i n g  S t a n d a r d s .

f. Office of Personnel Management. T h e  D i r e c t o r ,  Office o f
Personnel  Management ,  sha l l :

(1) Deve lop  and conduc t  t r a ln lng  programs  fo r  Fede ra l
pe r sonne l  on  in fo rma t ion  r e sources  managemen t ,  i nc lud ing  end  use r
computing;

.
(2) E v a l u a t e  p e r i o d i c a l l y  f u t u r e  p e r s o n n e l  management

a n d  s t a f f i n g  r e q u i r e m e n t s  f o r  F e d e r a l  i n f o r m a t i o n  r e s o u r c e s
management;

(3) E s t a b l i s h  p e r s o n n e l  secur i ty  po l i c i e s  and  deve lop
t r a i n i n g  p r o g r a m s  f o r  F e d e r a l  p e r s o n n e l  a s s o c i a t e d  w i t h  t h e
d e s i g n , o p e r a t i o n , o r  ma in tenance  o f  in fo rma t ion  sys t ems .

Na t iona l  Arch ives  and  Records  Admin i s t r a t ion .
Archi!ist.of  t h e  U n i t e d  S t a t e %  s h a l l :

The

(1) Administer the $deral records management program
inKaccordance wi th  the  National  Archives  and  Records  Act ;

(2) A s s i s t  t h e  D i r e c t o r , OMB, in developing standards
. and  gu lde l lnea  r e l a t ing  to  the  r eco rds  managemen t  p rogram.  l

.-

h . Of f i ce  o f  Managemen t  and  Budge t .  *The D i rec to r  o f ’ the
Off ice  oi Management  and Budget  shal l : . * l

(1) P r o v i d e  o v e r a l l  l e a d e r s h i p  a n d  c o o r d i n a t i o n  o f
Federal  informat ion resources management  within the executive
branch ;

(2) S e r v e  a s  the  Prealdent~a p r inc i pa l  advlscrr on
p r o c u r e m e n t  a n d  m a n a g e m e n t  o f  F e d e r a l  telecommunlcatlons bysttmb,
a n d  d e v e l o p  a n d  e s t a b l i s h  po l i c i e s  f o r  p r o c u r e m e n t  and.management
of  such  sys tems ;



(3) Issue pollcles, procedures, and guidelines to
assist agencies In achlevlng in tegrated ,  e f f ec t ive ,  and  e f f i c i ent
information resources management;

(4) Inltl ta e and revlew proposals for changes in
leglslatlon, regulations, and agency procedures to improve
Federal fnformatlon resources management;

(5) Review and approve or disapprove agency proposals
for collection Of InfOrmatiOn from the public,  as defined in 5
CFR 1320.7; .

(6) Develop and publish annually, in consultation with
the Administrator of General Services, a five-year plan for
meeting the information technology needs of the Federal
government;

(7) Eva luate  agencies’ lnformatlon resources
management and identify cross-cutting information policy issues
through the review of agency information programs, lnformation
collection budgets, information technology acquisition plans,
fiscal budgets, and by other means;

(8) Provide policy oversight for- the Federal records
management function conducted by the National Archives and
Records Administration and coordinate records management policies
and programs with other information activities;

( 9 )  Review, with the advice and assistance of the
Administrator of General Services, selected agencies’ information
resources management activities to meet the objectives of the
triennial revlews required by the Paperwork Reduction Act;

(10)  Review agencies ’  pol ic ies ,  pract ices ,  and
programs pertaliilng to the security, protection, sharing, and
disclosure of information, in order to ensure compliance with the
Privacy Act and related statutes;

(11) Resolve information technology procurement
disputes between agencies and the General Services Administration
pursuant to Section 111 of the Federal Property and
Administrative Services Act;

(12) Review proposed U.S. government position and
policy statements on international issues affecting Federal
Government information activities and advise the Secretary of
State as to their consistency wlth Federal information resources
management policy .

~~,hn~,,,‘,“,er~~:~~~~r~l~~~i ~:~~e~s~e~~:~~la~~~~rmatlon
collection budget reviews, management reviews, GSA reviews of
agencyYinlormatlon resources management activities, and such
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other measures a3 he deems necessary to evaluate the adequacy and
e*fictency of aaoh agena.y’s lnformatlon resources management and
c;ompllanas with t h i s  C l r o u l a r .

Il. Effect ive  Date . This  Circular  1s effect ive  upon
p u b l i c a t i o n .

;$II~~l;;e;* All quest ions or  lnqulrles should be rddressed
nformation and Regulatory Affairs, Orfloe or

Management and Budget, Washington, D.C. 20503. Telephone : (202)
395-3287.

13. Sunset Rsvidw Date, This Circular ahall have an independent
pol icy review to  ascer ta in  its erfectlveness three  years  f rom the
date  0r i s suance .

Appendix I:

Appendix II:

Appendix III:

Appendix IV:

I I I

Federal Agency Responsibllltles for Maintaining
Records about  Individuals

Cost Accounting, Cost Recovery, and Interagency
Sharing of Information Technology Facilities

Security of Federal Automated Information Systems

Analysis of Key Sections
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APPENDIX I
TO OHB CIRCULAR NO. A-130

5
FEDERAL AGENCY RESPONSIBILITIES FOR MAINTAINING

RECORDS ABOUT INDIVIDUALS

1 . Purpose and Scope

This Appendlx desoribes agency responslbllltles for implementing
the Privacy Act of 1974, 5 U.S.C. 552a as amended (hereinafter
“the Act"). It applies to all agencies subject to the Act. The
Appendix constitutes a r-evlslon to prooedures formerly contained
in OMB Circular No. A-108, now rescinded. Note that this
Appendix does not rescind other guidance OMB has issued to help
agencies interpret the Privacy Act's provisions, e.g., Privacy
Act Guidelines (40 Federal Register 28949-28978, July 9, 1975).
or Guidance for Conducting Matching Programs (47 Federal ReRlster
21656-21658, M a y  1 9 ,  1962).

2 . Definitions

a. The terms Wagency,n wlndlvldual,~ umalntain,” nrecord,n
“system of records,” and “routine use,” as used in thi:; Appendix,
are defined in the Act (5 U.S.C. 552a (a)). The deflnJtion of
“agency” in the Act differs somewhat from the definition in the
Circular.

b. The term “minor change to a system of records” means a
change that does not SlgnlflCantly  change the system; that la,
does not affect the character or purpose of the system and does
not affect the iblllty of an individual to gain access to his or
her record or to any lnformatlon pertalnlng to him or ILer which
-1s contained in the system; e,g., changing ths title of the.
system manager.

3’. Ass ignment  o f  Respons lb l l l t l e s  _

a . All Federal Agencies. In addltlon to meeting the
agency requirements contained in the Act, and the s@ec:flc
reporting requlrements detailed in this Appendix, the head of
each agency shall ensure that the following reviews are conducted
as often as speclfled below, and be prepared to report to the
Director, OMB, the reSult8 of such reviews and the corrective
action taken to resolve problems uncovered. The head of each ’
agency shall:

(1)  Section (m) Contracts. Review every tub) years a
random sample of agency contracts that provide for the
malq.tenance of a 8ySt8m Of records on behalf of the agency to
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accomplish an agency Zunctlon, in order to ensure that the
wording of each contract makes the provisions of the Act apply.
(5 U . S . C .  552a (m)(l))

(2) Recordkeeplng Practlceb. Review annually agency
recordkeeping and disposal pollci~b and practices in order to
assure compl iance  with  the  Act .  0 .

(3) R o u t i n e  U8e Disclosures. Review e v e r y  t h r e e  year3
the routine use disclosures as,soclated wlth each system of
records in order to ensure that the reclplent’s use of 8uch
records contlnue$ to be compatible with the purpose for which the
d i s c l o s i n g  a g e n c y  o r i g i n a l l y  c o l l e c t e d  t h e  information. T h e
first such review should commence lmmedlately upon the issuance
of this Appendix.

(4) Exemption of Systems of Records. Review every
three years each system of records for 6mhe agency has
promulgated exemption rules pur8uant to Section (3) or (k) of the
Privacy Act in order to determine whether such exemption 1s still
needed.

(5) Matching Programs. Review annually each ongoing
matching program in which the agency has participated during the
year, either as a source or aa a matching agency, in order to
ensure that the requirements of the Act, th’e OHB Matching
Guide l ines , and the OMB Model Control System and Checklist have
been met.

(6) Privacy Act Training. Review annually agency
training practices in order to ensure that all agency personnel
are familiar with the requirements of the Act, with the agency’s
implementing regulat ion, and with any special requirements that
their  spec i f i c  jobs  entai l .

( 7 )  V i o l a t i o n s . Review annually the actions of agency
personnel that have resulted either in the agency being found
c iv i l l y  l i a b l e  u n d e r  S e c t i o n  (g) o f  t h e  Act ,  o r  a n  employee b e i n g
found criminally  liable under the provisions of Section (1) of
the Act, in order to determlne the extent.of the problem ano to
find the most effective way to prevent recurrences of the
problem.

(8) Systems of  Records Notices.  Review annual ly  each
system o’f records notice to ensure that ft accurately describes
the system. Where minor changes are needed, ensure that an
amended not ice  is publ i shed in  the  Federal  Regis ter . Agencies
may choose to make one annual comprehensive publication
consolidating such minor changes. This requirement 1s
dlstfngulahed from and In addition to the requirement to report
to OMB and the Congress major changes to systems of records and
to publish those changes in the Federal  Register  (see  paragraph
4b o f  t h i s  A p p e n d i x ) .
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b. DeparttWIt ci Commerce. The Secretary or Commerce
s h a l l , c o n s i s t e n t  with guide l ine8  lbbued by  the  Direc tor ,  (MB,
d e v e l o p  and  I88ue standard8 and  gufdellnea for  assuring thp
s e c u r i t y  o f  information proteoted b y  t h e  Prlvaoy Aot in a u t o m a t e d
information 8yst8m8.

G e n e r a l  SerViCOs Admlnlstratlon.  T h e  Admlnlatrator o f
Generii Servl,ce8 shall, oonsi8tent w i t h  g u i d e l i n e 8  imbued b y  t h e
Director, OMB, i88ue ln8trUotlOn8 on what l gencle8 must do in
o r d e r  t o  c o m p l y  with the  r e q u i r e m e n t 8  of  Sect ion  (m) o f  t h e  A c t
when contract ing  fqw the  operat ion 0r 8 sybtem of  reoords to
accomplish an agency purpose..

d. Off ice  o f  Per8onnel Management .  The  Director  o f  the  .
Office of Personnel Management bhall, oon818tent wlth guldsllnes
issued by the Director, OHB:

(1) Develop and maintain government-wide standard8 and
procedure8 for c ivi l ian personnel  information prooesslng and
recordkeep.lng directive8 to l 88ure oonformance with the Act.

(2) Develop and oonduct training program8 for agency
per80nnel. including both the conduct  of  cour8e8 in various
aubstantlve a r e a 8  (e.g., l e g a l ,  rdministratlve, infOrmatiOn
technology) and the development of materials that agencies can
u8e i n  their o w n  cOur8e8. The l 88ignment of this reapon8lblllty
to OPH doe8 not affect the re8pon8lblllty  of individual agency
head8 for developing and conducting training program8 tailored to
the bpeclflc need8 of their own perbOnn81.

Natlonal Archives and Record8 Admlnistratlon. The
Archltist o f  t h e  U n i t e d  S t a t e 8  s h a l l ,  oondlstent with g u i d e l i n e s
lsbued by the Director, OMB:

(1 )  I ssue  in8trUCtlOn8 on  the  format  o f  t h e  a g e n c y
notices  and ru le8  required to  be,published under  the  Act .

(2) Compile and publish annually the rule8 promulgated
under 5 U.S.C.  552a(f) and agency notlceb publl8hed under 5
U . S . C .  5 5 2 a  (e)(Q) in a  f o r m  a v a i l a b l e  t o  t h e  p u b l i c .

(3) I88ue procedure8  governfng the  .transfer o f  r e c o r d 8
to Federal Record8 Center8 for btorage, proce88lng. and servicing
pursuant to 44 U.S.C. 3103. For purposes of the Act, 8UCh
record8 bre considered to be maintained by the agency that
depoblted them. The Archivist may dibclose deposited record8
only  according  to  the  a00088 ru le8  ebtablished by the  agency  that
deposited them.

f . Office of Management and Budget. The Director of the
Office of Management and Budget will:

( 1 )  Issue g u i d e l i n e s  a n d  d i r e c t i v e s  t o  t h e  agencies t o
lmplemek t h e  A c t .
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(2) Abalst the ageno’w, l t.thelr requebt, in
lmplementlng their PrlVaOy Act program&

(3) . Review the new and altered 8y8toti report8 agenOle8
8ubmit pursuant t0 SOCtlori (0) of..the AOt.

(4) Compile the annual-report of the Prebldent to the
congre88 In aocordanos with Section (p) 0r the Aot.
4. Reporting Requirements

a. Prlvacy'Aot Annual Report8. To prdde the necessary
informationor the annual report of the President, agenoles
Shall submit a Privacy Aot Annual Report to the Director, OMB,
covering their Privacy Act aOtivfti~8 for the oalendar year. The
exact format and timing Of the report will be ebtablfshed by the
Director, OMB. (5 U.S.C. 552a (p)); but, agencies bhould, at a
mlnlmum collect, and be prepared to report thq following data on
a oalendar year b8818t

(1) Total number 0r l otive sydtems of record8 and
change8 to that population during the year, e.g., publications of
new 8YStem8, addltionb and deletions Of routine ubeb, exemptions,
automatlon of record sy8tem8. . .

(2) Public oomment8 received on l genoy publloatlonp
and lmplementatlon aOtlVitie8.

(3) Number 0r requests from lndlvldual8 for a00088 to
record8 about them8elVe8 in 'system8 Of reOOrd8 that Olted the
Privacy Act in support of their requebt8.

(4) Number granted in whole or part, denied ln whole,
and for which no record ua8 found.

(5) Number of amendment request8 from indlVldUal8 to
amend record8 about them in ay8tem8 of record8 that cited the
Privacy Act in 8upport of their requestb.

(6) Number granted in whole or part, denied in whole,
and for which no record uab found.

(7) Number of appeals of aCoe88 and amendment denial8
and the k8Ult8 of 8Uoh appeals.

(8) Number of lnatanoe8 ln which lndlvlduals lltlgated
the re8ult8 of appeal8 of aoce88 or amendment, and the results of
such lltlgation.

(9) Number and d%8CrlPtiOn of matching program8
participated in either a8 8ouroe Or matohlng agenoy.
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New and Altered System Reportr?. The Act requires
to publish notices in the Federal Register describing- .

new or aiterea systems or recoras,
systems to the Director,

and to submit reports OR these
OMB, and to the Congress.

(1) Altered S;item of Records. Minor change:. to
systems of records need be repwted. For example, a change
in the designation of the system manager due to a reorganization
would not require a report, so long as an individual’s i.bilfty to
gain access to his or her records is not affected. Othc r
examples include changing applicable safeguards as a re:ult of a
risk analysis, de.leting a routine use when there is no longer a
need for the authorized disclosure.
intended to be all-inclusive.

These examples are not

The following changes are those for which a report is required:

(a) An increase or change in the number or types
of individuals on whom records are maintained. For example, a
decision to expand a system that originally covered only
residents of public housing in major cities to cover such
residents nationwide would require a report. Increases
attributable to normal growth should not be reported.

(b) A change that expands the types or categories
of Information maintained. For example, a personnel. file that
has been expanded to include medical records would require a
report.

(c) A change that alters the purpose for which
the information is used.

(d) A ohange to  equipment conf igurat ion (e i ther
hardware or software) that Creates substantially greater access
to the records i,n the system For example, locating interactive
terminals at regional office3 for accessing a system formerly
accessible only at the headqllarters would require a report.

(6) The addition of an exemption (pursuant to
Sections (3) or  (k) of  the Act) . Note that, in sutmltting a
rulemaking for an sxemption as part of a report of a new or
altered system, agencies will meet the reporting requirements of
Executive Order No. 12291 and need not make a separate submission
under that order.

When an agency makes a change to an information technology
Installation, telecommunication network, or any other general
changes in information collection, processing, dissemination, or
storage that affect multiple systems of records, it may submit a
single consolidated new or altered system report, with changes to
existing notices and supporting documentation included in the
submission.



I-6

(2) Contents of the Report. The report for a new or
altered s y s t e m  h a s  t h r e e  e l e m e n t s :
narrative statement.

a tranbmlttai l e t t er ,  a
and 8UppOrtlng documentation that lncludge a

copy of the propoaed Federal Register notice. There la no’
prescribed format for e i ther  the  le t ter  or  the  narrat ive
statement. The notice must appear in the format prO8Crlbed by
the Office of the Federal ROgi8tOr'8 Document Drafting Handbook .

( a )  T r a n b m l t t a l  L e t t e r .  T h e  t r a n s m i t t a l  l e t t e r
3hould be signed by the 8eniOr agency O.fflClal rO8pOn8lble for
implementation of the Act wlthln the agency and should contain
the name and telephone number of the individual who can best
answer queatlons~about the 8Y3tem. The letter should contain the
agency's assurance that the proposed bybtem doe8 not duplicate
any existing agency systems. It should also atate that a copy of
the report has been distributed to the Speaker of the Hoube and
the President of the Senate as the Act requires. The letter may
also include requests for waiver of the reporting time period.

(b) Narrative Statement. The narrative statement
should be brief. It 8hoUld make reference, a8 appropriate, to
information in the supporting documentation rather than restating
such information. The statement bhould:

1 Debcrlbe the purpose,for which the agency
1s establishing the gyatem of record8. .

1 Identify the authority under which the
system is maintained. The agency should avold citing
housekeeping Statutes, but rather cite the underlylng
programmatic authority for collecting, maintaining, and using the
information. When the system is being operated to support an
agency housekeeping program, e.g., a carpool locator, the agency
may. however, cite a general housekeepfng statute that authorize3
the agency head to keep buch record8 aa are neceaaary.

2 Provide the agency'8 evaluation of the
probable or potential effect8 of the prOpO3al  on :he privacy of
i n d i v i d u a l s .

2 feacrlbe the relati&ahlp of the
proposal, if any, to the other branches of the Federal Government
and to State and local governments.

2 Provide a brief descrlptlon of the steps
taken by the agency to minimize the risk of unauthorized acce8a
to the aydtem of records. A more detailed aabeabment of the
risks and bpeclflc admlnlstrat)ve, technical, procedural, and
physical bategUard established *hall be made avallable to OMB
upon request.
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2 Explain how each proposed routine use
sati8fle8 the compatlblllty requirement of subsection {a)(7) of
the Act. For altered ayatema, this requirement pertains only to
any newly proposed routine uee8.

1 Provide OMB control numbers, expiration
date8, and titles of any OMB approved information collection
requirement8 contained in the system of records. IF the request
for OMB clearance of an information collection la pending, the
agency may simply state the tlt.18 of the collection and the date
it was submitted for OMB olearance.

(‘c) Supporting Documentation. Attach the
following to all new or altered system reports:

1 An advance copy of the new or altered
system notice (consl3tent with the provisions of 5 U.S.C. 552a
(e)(4)) that the agency proposes to publish for the new or
altered 8ystem. For propo8ed altered systems the dccumentatlon
should be in the dame form as the agency proposes to publish in
the public notice.

2’ An advance copy of any new rules or
changes to published rules (consistent with the provision of 5
U.S.C. 552a (f), (31, and (k)) that the agency proposes to issue
for the new or altered system. If no change8 to existing rule8
are required, the agency shall ao state in the narrative portion
of the report. Propobed changes to existing rules shall be
provided in the same form as the agency proposes to publish for
formal notice and comment.

(3) Timing and Distribution for Submitting New and
Altered System heports. Submit reports on new and altered
systems of record8 not later than 60 days prior to establishment
of a new system-or the lmplementatlon of an altered system (5
U.S .C.  552a  to)). Submit three copies of each report to:

President. of the Senate
Washington, D.C. 20510

Speaker of the House of Representatives
Washington, D.C. 20515

Administrator
Office of Information and Regulator’y Affairs
Office of Management and Budget
Washington, D.C. 20503

Agencies may assume that OMB concur8 in Privacy Act a8pects of
thelr proposal if OMB has not commented within 60 day8 from the
date the transmittal letter uas signed. Agencies may publish
system and routlne use notices as well as exemption rules In the
Federral Register at the same time that they send the new or



altered system report to OMB and the Congress. The 60 d a y  period
for OMB and COngreb8lOnal reviw and the 30 day notloe and
comment period for routin Ubed and exemptions will then r>n
concurrent ly .

(4) W a i v e r 8  o f  R e p o r t  T i m e  P e r i o d .  T h e  D i r e c t o r ,  OHB,
may grant  a waiver  of  the  60  day  period  if the  agenoy ask8 for
the  waiver  a n d  oan d8mOnbtrate oompelling rea8on8. Agenales may
assume that OMB ooncurd in thetlr request if OMB ha8 not commented
within  30  day8  of  the  date  the  transmittal  latter bra8 signed.
When a waiver 18 granted, the  agenay 18 not  thereby re l ieved of
a n y  other  responslblllty or  l iab i l i ty  under  the  Aot. Note that
OMB c a n n o t  walve’time period8 speclfloally established b y  t h e
A c t . Agencle8 will 8tlll have to  meet  the statutory notice and
comment period8 required for establishing a  routine ube or
claiming an exemption.
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APPENDIX II
TO OMB CIRCULAR NO. A-1 30

COST ACCOUNTING, COST RECOVERY, AND INTERAGENCY
SHARING OF INFORMATION TECHNOLOGY FACILITIES

1 . po8ePur

Thl8 Appendix e8tabli8hs8 procedure8 for  oo8t 8ccountlng, cost
recovery, and interagency bharing of Federal information
technology faullitie8. The Appendix rev1888 prooedures formerly
contained in OMB Circular No. A-121, now resainded.

.
2. Appllcablllty

Thl8 Appendix applleb to 811 information teohnology racilltleb
that are operated by or on behalf  of  8 Federal agency;  provide
information technology servloe to more than one uatr; operate one
or more general management oomputerb; and have ObllgatlOn8 In
exce88 of $3 mllllon per year.

3. Definition8

a. The term nlnformrtlon technology faclllty~ mean8 an
organizationally  defined bet  of  perbonnel, hardware,  software,
a n d  physical faCllltie8, a primary function Of which i8 the
operation of information technology. An information technology
facility lncludeb:

(1) The personnel  who operate computers or
telecommunlcatlon8 systems; develop or maintain aottware; provide
uber l i a i s o n  a n d  t r a i n i n g ; 8ohedule computers, prepare and
c o n t r o l  i n p u t  dita; o o n t r o l ,  reproduae, and  d is tr ibute  output
data ;  mainta in  tape  and  disk librarieb; provide s e c u r i t y ,
maintenance, 8nd oU8tOdial servlcss; and directly  manage or
provide direct admlnlbtratlve support to personnel engaged in
t h e s e  aCtlVitie8.

(2) The owned or leabed computer rnd tele-
communlcatlonb hardware ,  including central  procebblng units ;
a88ociated per iphera l  eqUipIUent such  a8 d i s k  drive8, t a p e  driVe8,
drum storage, printers ,  oard readerd, rnd oonbolea; data  entry
equipment; d a t a  reproduction, deaollatlon,  booking, and binding
equipment; telecommunlcatlon8 equipment including oontrol unlta,
terminal8, modems, and dedicated telephone and satellite links
provided by  the  faci l i ty  to  enable  data  transfer and acce88  to
USbt-8. Hardware  acquired  8nd malntalned by  u8er8 of  the  faci l i ty
18 excluded.

(3) The sof tware , including  operat ing  8yatem boftuare,
UtilitfU8,  bOft8, language prOCe88Or8, 8cCe88 methods,  data base
proce88or8, a n d  o t h e r  s i m i l a r  multi-user softuare required by  the
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fac i l i ty  for  bupport Of  the faOility and/or  fo r  genera l  use by

users of  the facility.
u8er8 o f  t he  f a c i l i t y

All 8Oftware apqulred or maintained by
18 excluded.

(4) T h e  phybloal faoilitieb, fnoludfng aomputer room8;
taps and  d i sk  l i b ra r i e s ; 8tockrOom8 and warehouse spaoe; office
space; physical fiXtUrO8.

b. The term “full aobt8” mean8 all sfgnlfloant eXp8n888
incurred in the operation of an information technology facility.
The following element8 are lncludedr

(1) Perbonnel, including salaries,  overtime, and
fringe b e n e f i t 8  o f  Civilian and mi l i t a ry  perbonnel; t r a in ing ;  and
t r a v e l .

(2) Equipment, including depreciation for owned,
capitalized equipment; equipment rental or leabe; and direct
expense8 for noncapltallzed equipment.

(3) Software, inc lud ing  depreclatfon for  capltallzed
Cost8 of  developing,  converting,  or acquiring software;  rental  Of
for  software; and direct expenses for noncapitallzed
acquis it ion of  software.

(4) S u p p l i e s , including offloe supplfes; data
proce88lng materials; and ml8cellaneous expen8e8.

(5) Contracted 8ervfce8, including technical  an8
c o n s u l t i n g  88rvlceS; equipment maintenance; data entry support;
operation8 support; facllltles management; maintenance of
8oftwara; and telecommunlcatlons  network services.

(6) Space occupancy, including rental and lease of
buildings,  general  off lce furniture,  and equipment;  bui lding
m a i n t e n a n c e ;  h e a t i n g , air  condit ioning and other  ut i l i t ies ;
telephone services; power conditioning and distribution equipment
and alternate power 8ource8; and bulldlng security and custodial
8ervlces.

(7) Intra-agency dervloe8, Including normal  agency
support se rv i ces  tha t  a r e  paid by  the indtallatlon.

(8) I n t e r a g e n c y  8ervice8, lncludlng servloes provided
by other agencies and department8 that are paid by the
ln8tallatlon.

c . The term “user” means an organizational or programmatic3
entity that receive8 service from an information technology
f a c l l l t y . A user may be either internal or external to the
agency organization respon8lble for the faci l ity,  but normally
do88 not report either to the manager or director of the facility
o r  t o  the barn8 lmmedlate supervl8or.
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d. The term mgeneral management computern mean8 a digital
computer that  18 u8ed for  any purpobe other than aa a part  of  a
prOce88 Control SybtOm, spa00 8ybtem, mOblle bybtem, or a &y8t0m
meeting one Of the OXClU8iOn8 ldentiflrrd in the Department of
Defen8e Authorization Act Of 1982.

4 . Accounting and Relmbur8ement i%r Sharing of Information
Technology Facilities

a . Iht0ragenCy Sharlna. Agenole8 shall;

( 1 )  Share t h e i r  i n f o r m a t i o n  t e c h n o l o g y  facilltle8 w i t h
u8er8 from other agenoles to the maximum extent teabible;

(2) D o c u m e n t  sharing arrangements, w h e r e  t h e  t o t a l
annual  reimbur8ement exceed8 $500,000,  with individual  written
agreements  that  ldentlfyr

(a) S e r v i c e s  a v a i l a b l e  f o r  aharlng;

( b )  S e r v i c e  p r i o r i t y  procedure8 a n d  t e r m 8  ( e . g . ,
quality performance standards) to be provided to each u8er;

( c )  Price8 t o  b e  oharged f o r  p r o v i d i n g  8ervlcs8;

( d )  ReimbUr8ement arrangemeht8 for 8erVlCe8
provided; and

( e )  A r r a n g e m e n t 8  f o r  termlnatlng t h e  bharing
agreement;

(3) P r o v i d e  s t a n d a r d  t e r m 8  a n d  c o n d l t l o n 8  t o  u8er8
obtaining similar 8erViCeb lnbofar a8 po88ible;

(4) Inc lude  such  bharlng arrangements ,  when  fu l ly
documented and part of a formal sharing program, in
Justlflcatlons to OHB for rebourae requests (see OMB Circular No.
A - l  1, revised)  and allocations. Direct funding by a shared
faci l i ty  should be requested only where exceptional  circumstance8
preclude the u8er agency from using alternative bource8. .

Agencies shall l ocount for the full
information teohnology facllltleb.

U s e r  CO8t Dlbtrlbutlon Sy8t8m. Agencies  shall
lmpleknt a  s y s t e m  t o  d i s t r i b u t e  t h  f u l l  CO8t o f
p r o v i d i n g  s e r v i c e 8  t o  a l l  u8er8. TEat system will;

(1) B e  c o n s i s t e n t  with g u i d a n c e  p r o v i d e d  in t h e
Federal fnformatlon Processing Standard8 Publication No. 96,
~Guldellnes for Developlng and Implementing a Charging System for
Data Processing Servlcesw (National Bureau of Standards,
Departmegt of Commerce, \982).
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(2) Price each service provided by the facil ity to the
users of that service On an equitable basis commensurate with the
amount of  resources  required to  provlde that  service and the
priority o f  s e r v i c e  p r o v i d e d .  T h e  p r i c e  o f  lndlvldual
transactions may be estimated provided that ‘L..dy are periodioally
reconci led to  assure  that  the  ful& costs  of  operat ions  are
equitably dlstrlbuted among all uberb.

(3) Direc t ly  d i s t r ibute  to  the  r e c i p i e n t  o f  t h e
services  the ful l  costs  of  dedicated  aervlces, inc luding
applications developed and maintained; software unique to
a single application; and telecommunlcatlons equipment,  lncludlng
control units, terminals, modems, and dedicated telephone 3r
satellite links provided by the facility to enable data transfer
and computer access to usera.

d. Cost Recovery. Conslstent with statutory authority ,
agencies shall :

(1) Submit periodic statements to all users of agency
information technology facilities speclfylng the costs of
services provided;

(2) Recover full  costs from Federal  users of  the
faclllty; and

(3) Recover costs from nonfederal users of the
facilities consistent with OMB Circular No. A-25.

e . Accounting for Reimbursements Received. Agencies
shall :

(1) Include resource requests  for the amount of
planned information technology use in user budget and
appropriation requests;

(2) Assure that shared facllltles reduce budget and
appropriation requests by the amount of planned reimbursements
from users;

(3) P r e p a r e , a t  t h e  c l o s e  o f  e a c h  fiscal y e a r ,  a
report that documents in the agency’s  off ic ial  records the ful l
past year cost of operating lnformatlon technology facilities
that recover more than $500,000 per year from sharing
reimbursements; and

(4) Use the portion of reimbursements arlslng from
equipment and software depreciation for the replacement Of
equipment and software capital assets, provided such usage 1s
included in the agency’s budget.
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5. jelsctlon of Information Technology Facilities to Support
New Appllcatlons. .

In selactlng lnformatlon technology facilities to support new
appllcatlons, agencies shall establish a management control
procedure for determining which f,pcIJlty will be used to support
each significant application. Thds procedure shall ensure that:

( a )  All.alternatlve facllItIea are considered, lncludlng
other Federal agency and nonfederal facIlltle8 and services;

(b) Agency,rules do not  rsqulre that  priority  be given to
the use of in-house facllltles; and

(c) The user of the application has primary responsibility
for  se lect ing  the  fac i l i ty .

6. Assignment of Responsibilities

a. All Federal Aqencles. The head of each agency shall:

(1) Establish policies and procedures and assign
re~ponslbllltles to implement the requirements of this Appendix;
and

(2) Ensure that contracts auarde’d for the operation of
Information technology facllltfes include provisions for
compliance with the requirements of this Appendix.

b. General Services Admlnlstratlon. The Admlnlstrator of
General Services shall:

(1) Ensure that Information technology facilities
designated as Federal Data Processing Centers comply with the
procedures established by this Appendix;

(2) Ensure that provisions consistent with this
Appendix are included in contracts for the operation of
information technology facllltlss when acquiring services on
behalf of an agency;

7 . Implementation Requirements

Agencies, shall implement the provisions of this Appendix
effective at the beginning of fiscal year 1987.
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APPENDIX III
TO OI4B CIRCULAR NO. A-130

SECURITY OF FEDERAL AUTOM&TED INFORHATION SYSTEMS

1. Purpose

Thl8 Appendix establl8hee a minimum 8et of control8 to be
included in Federal automated information systems security
program8 ; assigns  re8pon8lbllltle8 for  the  security  of  agency
automated information systems; and alarlfle8 the relatiOn8hlp
between such agency security program8 and internal aontrol
systems established In accordance wlth OMB Circular No. A-123,
Internal  Control  System8. The Appendlx revlsea procedure8
formerly aontalned in Transmittal Memorandum No. 1 to OHB
Circular No. A-71, now resainded, and lnaOrpOrate8
re8ponslbllltles from applicable  national  aeaurlty UJr8ctlVeb.

2 . Def in i t ions

The term wautomated lnforoat lon 8y8tem”
lnfor&tlon system ( d e f i n e d  in S e a t l o n  64 o f  t h e  F?%:F) t h a t
is  automated.

b . The term “lnformatlon teahnology ln8tallatlonw means
one or more aomputer or offlae automatlon sybtems lnaludlng
related telecommunlcatlon8,  peripheral and storage units ,  central
processing units, and operating and support system 8oftWare.
Information technology installation8 may range from information
t echno logy  facllltle8 such a8  l a r g e  aentrallzed oOmpUter center8
t o  i n d i v i d u a l  stand-alone mlcroproae88ors bush a8  p e r s o n a l
computerb.

The term “sensitive datam moan8 data that require
proteiilon due to the risk and magnitude of 1088 or harm that
could result from inadvertent or deliberate disclosure,
a l t e r a t i o n ,  o r  debtruatlon o f  t h e  d a t a . The term include8 data
whoae improper u8e or dlbalosure aould l dver8ely affect the
a b i l i t y  o f  a n  agenay t0 aooompll8h It8 mi88lon, p r o p r i e t a r y  d a t a ,
record8 about lndlvldual8 requiring protection under the Privacy
Act, and’data not rel8abable under the Freedom of Information
Act .

d . The term w8en81tlve l ppllaatlonn mean8 an appllaation
of  information t e c h n o l o g y  t h a t  r e q u i r e 8  protection beaause It
proCe88ea s e n s i t i v e  d a t a , or bOoaU8e of the rlbk and magnltude Of
1088 or harm that aould rebult from improper operutlon or
deliberate manipulation of the l ppllaatlon.
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The term "security speclfloatlonsw mean8 a detalled
descrfitlon of the safeguards requlred,to protect a sensitive
application. .

3. Automated Information System8 Seourlty Programs

Agencies shall as8ure an adequate;lsvel of security for al1
agency automated information systems, whether malntalned in-hOu8e
o r  commercially. Spec l f l ca l ly , agencle8 shal l :

Assure that automated 1nfOrmatlOn bystemb operate
effectively and accurately;

Assure that there are appropriate technical, perbonnel,
administrative, environmental, and telecommunloatlons safeguards
in automated lnformatlon systems; and

Assure the oontlnulty of operation of automated
information systems that support orltloal agency functions.

Agencies shall implement and maintain an automated information
systems security program, lncludlng the preparatlon of pollcles,
standards, and procedures. This program will be conslatent with
government-Wide p o l i c i e s ,  procedure8, and standards lS8Ued by the
Office of Management and Budget, the Department of Commerce, the
Department of Defense, the General Services Administration, and
the Office of Personnel Management. Agency program8 shall
incorporate additional requirement8 for securing national
security information in accordance with appropriate national
security directives. Agency programs shsll, at a minimum,
include four prlmary elementst applloatlons security, personnel
security, information technology in8t8llatlon security, and
security awareness and training.

a. Applicatlona Security

(1) Management Co;;;;1 Process and Sensitlvlt
Evaluation. Agencies shall bli h a management contrzl
process to assure that appropriate idmlnlstrative, phy8lCa1, and
technical safeguard8 are incorporated into all new applloatlOn8,
and into significant modlfioatlon8  to existing applications.
Management official8 who are the primary users of appllcatlons
8hould evaluate the sensitivity of new or existing applications
being 8Ubstantlally modlfled. For those appllcatiOn8 considered
sensitive, the management control process shall, at a minimum,
include security 8peclflcatlon8 and design reviews and system8
te8t8.

(a) Security Speclflcatlons. Agencies shall
deflne and approve security requirements and specifications prior
to acquiring or starting formal development of the appllcatlons.
The results of rlsk analybes performed at the information
techn@logy lnstallatlon where the appllcatlons ~111 be.processed
should be taken lnto account when defining and approving security
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apeciflcatlons f o r  t h e  a p p l i c a t i o n s . Other. vulnerabillties of
the applications, such a8 in teleaommu0ications link8, bhall l l80
be considered in deflnicig security  requlrement.8. The Vlewa and
rscommendatlon8 of  the  1nfOrmatlOn technology  u8er organizat ion,
the information technology lnstallatlon, and the lndlvldual
respons ib le  for  becur l ty  a t  t h e  i n s t a l l a t i o n  s h a l l  b e  Conaldered
prior  to  the approval  of  8ecurlty;8peclflcatlon8 for  the
appllcatlon8i

(b) Des ign  Review8 and  System Teats .  Agencies
ahall conduct and approve de8lgn reVieW8 and 8Y8tem te8t8. Drlor
to placing the application into operation,  to assure the prbposed
design meet8 the’approved 88CUrlty 8peclflcatlon8. The objective
of  the 8ystem teat8 bhould be to  veri fy  that  required
adminlstratlve, t echn ica l , and physical safeguard8 are
operationally adequate. The result8 of the design reviews and
bystem tests ahall be fully documented and malntalned in the
o f f i c i a l  agency  record8.

(c) C e r t i f l c a t l o n . Upon oompletlon of the system
tests, an agency OfflCial shall Certify that the bystem meet8 all
appl icable  Federal  pol ic ies ,  regulat ions,  and standards, and that
the results  of the tests demonstrate that the installed aecurlty
safeguards are adequate for the l ppllcatlon.

(2) Per iodic  Review and Recerticicatlon.
shall conduct Deriodiiz audits or reviews of senbltlve

Agencies

applications ahd recertify the adequacy of becurlty 8afeguards.
Audits or reviews shall  evaluate the adequacy of lmplementsti
8afeguards. assure they are functioning properly, identify
VUlnerabllltle8 that  could heigh,en threat8 to  senbltlve data or
v a l u a b l e  resources, and assist with the lmplementatlon of new
8afeguards where required. They are lntended to provide a babls
for  recert i f icat ion of  the becur lty  of  the appl icat ion.
Recertification bhall be fully documented and maintained in the
offlalal agency-record8. Audits or reviews and recertlficatlons
shall be performed at least every three years. ?ney 8hould be
conbldered a8 part of agency vulnerability l 88es8ment8 and
internal control reviews conducted in accordance with OMB
Circular No. A-123. Security or other control weaknesses
ldentifled shal l  be  included in the  annual  internal  control
assurance letter and report required by Circular No. A-123.

(3) Contingency Plans. Agencieb shall e s t a b l i s h
pollcleti and assign responslb~lltles to  assure that appropriate
contingency plans are developed and maintained by end user8 of
information technology applications. The lntent of such plans 18
to as3ure that user8 can continue to perform e8Sential fUnCtlon8
in the event their information technology bupport 1s interrupted.
Such plan8 8hould be conblstent with dlsabter recovery and
contlnulty of operation8 plans malntalned by the installation at
which the application 1s prOCes8ed.
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b. Pe r sonne l  Secur i ty . Agenc;ies sha l l  e s t ab l i sh  and
manage personnel security policies l nd.procedures to assure an
adequate level of security for Federal automated information
systems. Such policies and prooedurea shall lnolude requirements
for  sc reening  a l l  lnd iv ldua la  partioipatlng in  the  dea lgn ,
development, operation, o r  malntenanoe o f  sens i t ive  app l i ca t ions
as well  as those having aCOeaa to~aenaitlve data. The level of
screening required by these policies should vary from minimal
checks  to  fu l l  background invest igat ions ,  depending upon the
sensit ivi ty of the Information to be handled and the r isk  and
magnitude of loss or harm that could be oauaed by the Individual.
These policies shall  be established for both Federal  and
contractor  personnel . Personnel  securi ty polloiea for Federal
employees shall  be consistent  with pollciea issued by the Offloe
of Personnel Management.

0 . Informat ion Technology Insta l la t ion Securi ty .  .Agencles
sha l l  assu re  tha t  an  appropr ia te  leve l  of  secur i ty  l a  mainta ined
a t  a l l  fnformatfon technology i n s t a l l a t i o n s  o p e r a t e d  by or  on
behalf  of  the  Federa l  Government  (e .g . ,  government -owned,
c o n t r a c t o r - o p e r a t e d  l n s t a l l a t l o n a ) .

(1) Asslgnlng R e s p o n s l b l l l t y . Agencies shall
r e s p o n s i b i l i t y  f o r  t h e  s e c u r i t y  o f  e a c h  I n s t a l l a t i o n  t o  a

assign

manigement official knowledgeable in inform~atlon teChnOlOgy and
secur i ty  ma t t e r s .

( 2 )  P e r i o d i c  Risk A n a l y s i s . Agenc ies  sha l l  sa tabl lah
and maintain a program for the conduct  of  perlodlo risk analyses
a t  each  lnstallati6n to  ensure  tha t  appropr ia te ,  oos t  effeutive
safeguards  are  incorporated into  exis t ing and new ins ta l la t ions .
The  ob,jective of  a  r i sk  ana lys i s  is to  p rovide  a  measure of  the
r e l a t i v e  v u l n e r a b i l i t l e s  a n d  t h r e a t s  t o  a n  i n s t a l l a t i o n  s o  t h a t
secur i ty  resources  can  be  e f feo t lve ly  d is t r ibu ted  to  minimize
p o t e n t i a l  l o s s . Risk analyses may vary from an Informal review
of .a  microcomputer  Ins ta l la t ion  to  a  formal ,  fu l ly  quant i f ied
risk analysis of 8 large scale computer system. The resul ts  of
these analyses should be documented and taken into consideration
by management officials  when cert ifying sensit ive appllcatlona
p r o c e s s e d  a t  t h e  i n s t a l l a t i o n . Such analyses should also
be  c o n s u l t e d  during t h e  e v a l u a t l o n  o f  g e n e r a l  c o n t r o l s  o v e r  t h e
management of Information teChnOlOgy lnatallationa conducted in
accordance with OMB Circular No. A-123. A r i s k  a n a l y s i s  s h a l l  j,,
performed:

( a )  P r i o r  t o  the  approva l  o f  dea lgn
a p e c l f l o a t l o n s  f o r  n e w  l n s t a l l a t l o n a ;

(b) Whenever  a  al~nlfloant ohange ocoura  to  th#
i n s t a l l a t i o n s  (e.g., adding a local area network, changing frob
batch to  onl ine  processing: a d d i n g  d i a l - u p  c a p a b i l i t y ) .  Agenor
c r i t e r i a  f o r  d e f i n i n g  s i g n i f i c a n t  c h a n g e  s h a l l  b e  commensurate
with thh s e n s i t i v i t y  o f  t h e  d a t a  p r o o e s s e d  b y  t h e  lnstallatloq,
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(c) A t  p e r i o d i c  i n t e r v a l a  estz,bllshed b y  t h e
agency commensurate with the 8en8ltlvlty of the data prOces8ed,
but not to  exceed every five year8 if no risk analysis  has.,been
performed during that period.

(3) D i s a s t e r  ar.h C o n t i n u i t y  Plan. A g e n c i e s  s h a l l
m a i n t a i n  disaster r e c o v e r y  and  con t inu i ty  o f  cperaclons  p l ans  fo r
a l l  lnformatlqn t e c h n o l o g y  ln8tallatlons. The objective of  these
plans  should be to  provide reasonable continuity of  data
processfng support should event8 occur that prevent normal
o p e r a t i o n s  a t  t h e  l n s t a l l a t l o n . For large instal lations and
lnstallatlons that  support  e88ential agency functions,  the plans
should be fully documented and operationally tested per?odlc&lly,
at  a  frequency commen8urate  with the  r isk  and  magni tude  of  loss
or  harm that  could result  from disruption of  lnfornstlon
technology 8uppOrt.

(4) Acqulsitlon S p e c l f l c a t l o n s .  A g e n c i e s  bhall
a s s u r e  t h a t  a p p r o p r i a t e  t e c h n i c a l ,  a d m i n i s t r a t i v e ,  physical, anti
personnel  security requirements are included in apeclflcations
fo r  the  acquis i t ion  or  operat ion of  lnformatlon techno?agy
i n s t a l l a t i o n s ,  equipment, boftuare, and related 8ervlces, whether
procured by the agency or  by GSA. The8e security requirements
shall be reviewed and approved by the management official
rasponslble f o r  s e c u r i t y  a t  t h e  ln3talIatlon n;aking t h e
a c q u i s i t i o n .

d. Security Awareness and Tralnlng Programs. Agem les
shal l  es tab l i sh  Q security  awarene8s and training  program to
assure that  agency and Contractor personnel  involved it? the
management, operation, programming, malntenanca, or use of
lnformatlon technology are aware of their aecurlty
respon~lbllltles and know how to fulfill  them. Users of
information technology systems 8hould be apprlred of the
vu lne rab l l l t l e s  o f  such  s y s t e m 8  a n d  t r a i n e d  in t a c h n l q u e s  t o
enhance aecurltg.

4. Assignment of Responslbllltle8

a . Department of Commerce. The Secretary of Commerce
s h a l l :

(1) D e v e l o p  a n d  i s s u e  s t a n d a r d s  a n d  gu ide l ines  fo r
assuring, the 8ecurlty of Federal automated information 8ystemb;

(2j E s t a b l i s h  s t a n d a r d s , approved in accoraance with
a p p l i c a b l e  n a t i o n a l  becurlty d l r e c t l v e a ,  f o r  bystem u s e d  t o
procebs sensitive information the 1088 of  which could adversely
a f f e c t  t h e  n a t i o n a l  becurlty i n t e r e s t ;  a n d

(3) P r o v i d e  t e c h n i c a l  assfstance t o  F e d e r a l  a g e n c i e s
in implementing Department of Commerce standard8 and guidelines.
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b. Department of Defense. The Secretary of Defense shall:

(1 )  Act,  .in accordance wlth’appllcable  national
security direct ives, a8 exscutive agent of the government for the
security of telecommunlcatlons and automated information systems
that process information the loss Of which could adversely affect
t h e  natlonal Security i n t e r e s t ;  wd

(2) .  Prov ide  technioal mater ia l  and  ass i s tance  to
Federal agencies concerning security of Federal
telecommunlcatlons,and automated information systems.

c . Ceneral.Servlces Admlnlstratlon. The Administrator of
General Services shall:

(1) Issue pollcl~s and regulations for the physical
and environmental security ,f computer rooms in Federal buildings
consistent with standards issued by the Department of Commerce
and the Department of Defense.

(2) Assure that Agency procurement requests for
computers, software, telecommunlcatlons  serv i ces ,  and  re la ted
services include security requirements. Delegations of
procurement authority to agencies by GSA under mandatory
programs, dollar threshold delegations, certification programs,
or other so-called blanket delegations shall include requirements
for agency specification of security requirements.

(3) Assure that Information technology equipment,
software, computer room construction, guard or custodial
services , telecommunications services, and any other related
services procured by GSA meet the security requirements
established and specified by the user agency and are consistent
with other applicable pOllCle8 and standards issued by OMB, the
Department of Commerce, the Department of Defense, and the Office
of Personnel Management.

(4) Issue appropriate standards for the security of
Federal telecommunications systems. Standards r-elated to systems
used to communicate sensitive information, the loss of which
could adversely affect the national securfty interest,  shall ’be
developed and Issued In accordance with applicable national
security dlrect lves.

d. . Office of Personnel Management. The Director, Office
of Personnel Management, shall malntaln personnel security
pollcles for Federal personnel associated with the design,
programming, operation, maintenance, or use of Federal automated
Information systems. Requirements for personnel checks imposed
by these pollcles should vary commensurate with the risk and
magnitude of loss or harm that could be caused by the individual.
The checks may range from merely normal reemployment screening
procedures trj full background investigations.
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5. Report8

In their annual intarnai Control r8pOri to the Pre8ldent and the
Congress. required under OMB Ciroular No. A-123, agencies shall:

a. Describe any security or other control weaknesse8
Identified during audit8 or revlo of sen8ltlve applications or
when conducting ribk analy8e8 of fn8tallatlon8; and

b. Provide a88urancs that them is adequate security of
agency automated information 8ystem8.
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APPENDIX IV
TO OMB CIRCULAR NO. A-130

ANALYSIS OF KiY SECTIONS

1. Purpo80

The purpose of th’fs Appendix 18 to provide a general context and
explanation for the oontent8 of the key seotlona of the Circular.

2. Background

The Paperwork Reduotlon Act of 1980, P.L. 96-511, 94 Stat 2812,
codlfled at Chapter 35 of Title 44 of the United State8 Code,
e8tabll8he8 a broad mandate for l genale8 to perform their
lnformatlon aotlvltles ln an efflulent, effccrtfve, and economical
manner.
Di rec tor ,

Section 3504 of the Act provides authority to the
Office of Management and Budget (OMB), to develop and

implement uniform and consistent information re8ource8 management
pollcfes; oversee the development and promote the u8e of
information management principles, standards, and guldellnes;
evaluate agency lnformatlon management practices in order to
determine their adequacy and efficiencyi and determine aompllanoe
of  such practlceb wl th  the  pollcle8, prlnolples, s t anda rds ,  and
guidelines promulgated by the Dlreotor.

The Circular implements OMB authority under the Act wlth reapeot
to Section 3504(b), general information polloy, Section 3504(e),
record8 management, Seot lon 3504(f), pr ivacy,  and Sect ion
3504(g), Federal  automat10 drta  process ing and
telecommunlcatlons; the Privacy Act of 1974 (5 U.S.C. 552a);
Section8 111 and 206 of the Federal Property and Adminlbtratlve
Services Act of 1949, a8 amended (40 U.S.C. 759 and 487,
rebpectlvely );
1 et seq.);

the Budget and Aocountlng Act at 1921 (31 U.S.C:
and Executive Order No. 12046 of March 27, 1978 and

Executive Order No. 12472 of April 3, 1984, A88ignment of .
Natfonal Security and Emergency Telecommunlcatlon8 Functions.
The Circular complement8 5 CFR 1320, Controlling Paperwork Burden
on the  Public, which implements other seotlons of the Paperwork
Reduction Act dealing with oontrolllng the reporting and
recordkeeping burden plaaed on the publ ic .

In  addi t ion , the  Circular rev ises  and  consolidates pol icy  and
procedure8 In five existing OMB dlrOCtlVe8 and resclndb thobe
dirWtlV88, a 8  fOllOU8:

A-71 - Re8pOn8lbilitle8 for  the  Adminis t ra t ion and
Management of Automatic Data Procesblng Aatlwlties
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Transmittal Memorandum No. 1 to Circular No. A-71 - Security
of Federal Automated Information Systems

r-90 - Cooperating with State and Local Government8 to
Coordinate and ‘mprove Information Systems

A-108 - Responslbilltles for-the Maintenance of Records
about Individuals by Federal Agencies

A-121 - Cost Accounting, Cost Recovery, and Interagency
Sharing of Data Processing Facilities

OMB’s rev iew of  ihe f ive  ex ist ing  pol icy  d i rec t i ves  l ed  to  the
conclusion that much, but not all, of their content was
procedural in nature, concerned chiefly with how policies were to
be carried out. OMB determined that it was important clearly to
distinguish the statement of pollcles from the procedures for
imp lemen t ing  those  pol ic ies . For thls reason, the main body of
the Circular consists of basic considerations and assumptions,
p o l i c i e s , and assignments  of responsibility! th8 appendices to
the Circular consist of procedures for implementing various
policies and wlth analysis of key sections.

OMB developed the main body of the Circular relying upon
comments on the Federal Register notice as well as other forms of
Federal agency and public input, prlnclpal~y meetings with
interested parties. For the procedural revisions, OMB relied on
the assistance of interagency task groups.

The revlsed contents of OMB Circular No. A-71, dealing with
assignments of responslbllltles, are in the main body of this
C i r c u l a r . The contents of OMB Circular No. A-90 are resulnded
ent ire ly , with the exception of a policy statement at Section 8
(b)(17) of thls Circular. Revisions of the procedural aspects of
the other three policy directives--Transmittal Memorandum No. 1
to A-71, A-108,-and A-121 --are appendices to this Circular.
Appendices  I, II, and III have the same prescriptive force as the
Circular; Appendix IV 18 an explanatory document.

On September 17, 1984, the President signed National Security
Decision Directive (NSDD) No. 145, National Policy on
Telecommunlcatlons and Automated Information System8 Security.
The NSDD requires that the Director, OMB, review for aonslstency
with the. NSDD, and amend as appropriate, OMB Circular No. A-71,
Transmittal Memorandum No. 1. The Circular and Appendix
III satisfy the NSDD requirement.

3. Analysis

Section 6. Deflnltlons

t. Access to information. g Dlssemlnatlon of
I n f o r m a t i o n .  T h e  C i r c u l a r  deflnesbwaccess  t o  information” a s  t h e
func t l sn  o f  provid ing  to  members  of  the  public ,  upon their
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request ,  the government 1nfOrmatlOn to  which they are ent i t led
under law. A c c e s s  refeF8 t o  t h o s e  s l t u a t l o n s  :n which t h e
government agency’s.role 18 passive;  access  i s  what  the -
government’s rssponslbllltles are when the public comes to the
government and asks for lnformafibn the government has and the
p u b l i c  is e n t i t l e d  t o . MDlssemlnatlon,n in the  Circu lar ’ s  usage ,
refers  to  the function of  dlstrlbiitlng government information;
dlssemlnatlon connotes an active outreach by a government agency.
Dlssemlnatlon refers  to those s l tuatlons in which the government
provides the  publ ic  wi th  informat ion  without  the  publ ic  having  to
come and ask for it.

The distlnctlon between access and dlssemlnatlon 18 posed in
order  to  e laborate  the  responslbllltles of  Federal  agencies  for
provldlng i n f o r m a t i o n  t o  t h e  public. Two fundamentally different
s i t u a t i o n s  e x i s t : one in which the publ ic  goes  to  the agency to
ask for lnformatlon the agency holds and may or may not have
dfssemlndted; and one in which the agency chooses to take the
in format ion  i t  ho lds  to  the  publ i c , I n  t h e  f i r s t  i n s t a n c e - 0
access - -Congress  has  provided speci f ic  s tatutory  pcllcy In  the
Freedom of Information Act (FOIA) and In the Privacy Act. These
laws and pollcles concerning access to government lnformatlon are
e x p l i c i t , well known, and now so widely accepted ln practice by
F e d e r a l  a g e n c i e s  a s  n o t  t o  require polloy e l a b o r a t i o n  in this
Circular. Agencies should know that, if members of the public
ask for information sub.ject to FOIA or the Privacy Act, the
agencies should normally  provide the lnformatlon forthwith,
because  the  publ ic  has  a formal  legal process  for  forc ing  the
agenc ie s  to  y i e ld  the  ln format lon .

The relat ionship between access  to  and dissemination of
information la explained below, in t h e  dlscusslon o f  8a(8)
through (12).

Section 7. Basic Considerations and Assumptions

Basic  considerations and assumptions are statements  that  provide
the  underp inn ings  for  the  prescr ip t ive  po l i c i e s  in Sec t ion  8;
they  are  not  themselves  pol icy  s tatements . They are either
der ived  f rom sta tu tes  or  lsglslatlve h i s tory ,  or  represent
executive branch management philosophy as embodied in the
C i r c u l a r .

- . Statements  7-a through 7-d provide the general  context
for management of Federal information resources.

Statement 7-e summarlzss policy found ln OMB Circular
No. A-76, Performance of Commercial Actlvltles.

S ta tement  7-f  s ta te s  a  genera l  pred l spos l t lon  to  use
up-to-date information technology to manage Federal
informat ion resouroes.
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State;nents 7-g and 7-h pertain to the Privacy Act and
the Fr*eedom of Information Act, reapectlvely.

Statement 7-l pert.iln8 to the National Science end
Technology Policy, Organization and Priorities Aot.

Statement 7-3 pertcrins ko the Federal Records Aot.

Statement 7-k btates a relationship between Federal
information policy and international information
policy.

Section 0. Pollcle8.

This section 18 dlvlded into two 8ubsectlon8 that generally
correspond to the twofold detlnltlon 0r lntormatlon re8owce8
management in Section 6-b. namely, information lt8elr and the
resources associated with lntormatlon.

a. Information Management. The Paperwork Reduction Aot
acknowlednes that information 18 a valuable reeource and should
be manage; a8 such. Proceeding from this premise, this
subsection atafes .pollcles ooncernlng the management or Federal
information.

(1) and (2). Information Collection
ClrC\l~ar'8~baSlC considerations and assumptions

The

eStabll8h the value of government information actlvitlea.
Without question, some information created or oollected by
Federal agencies 18 80 vital that the American form of
government, the economy, nations1 aecurlty, and citizens' safety
and wellbeing could not continue to exi8t in its absence.
Nothing in this Circular 18 intended to diminish or derogate the
creation or colleatlon 0r 8UCh information, nor to derve a8 a
pretext under which a Federal agency could damage the Nation.8
crltlcal need8 by falling to create or collect such information.

At the 8ame time, the Paperwork Reduction Act w;8 designed to
remedy deflclencies Congrebs perceived In Federal information
activltles. In the words of the report of the House Committee on
Government Operations (Report No. 96-835, p. 3):

The legislation 18 the re8ult of a growing concern that the
way the Government collects, ubes, and dlaseminates
information must be improved. Inefficlencles in current
Federal information practices drastically reduce the
effectiveness of the Government while, at the bame time,
drowning our cltlzens in a sea of forms, questionnaires, anG
reports.

The Act intends that the creation or collection Or InfOrmattcn be
carried out within the context or efficient, effective., and
economgcal management. When Federal agencies treats cr collect
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information--Just as when they periorm any other vital function8
--they conaume bcarae rebouroea  and 8uah aatlvltles must be
continually bcrutlntzed ‘in l i g h t  o f  g o o d  management.pr~nolpls8.
The appllaable prlnclpleb provided in the purpobea 0r the Act
are:

to mlnlmlze the Pederal,aaperwork burden for
‘lndlVldUal8, small bU8inebbe8, S t a t e  a n d  local
government8, and other perbow:

to mlnlmlze the aost to the Federal Government of
a o l l e a t l n g , malntalnlng, ublng, a n d  dl88emlnatlng
lnformtitlonfi and

to maximize the u8efulness of information aollected by
the Federal Government. (44 U.S.C. 3501)

Agencies mU8t JU8tiiy the Creation or aollectlon of information
i n  t h e  l i g h t  o f  t h e l r  btatutory f u n o t l o n s . Policy btatement
8a(9) ~808 t h e  btandard, “neaebsary for the proper performance of
agency functions, w taken dlreotly from the Paperwork Reduction
Act (44 U.S.C. 3504 (a)(2)). Further ,  the  pol loy  8tatement’
include8 the requlrement that the information have praatlaal
utility,  as defined in the Paperwork Reduction Aat (44 U.S.C.
3502 (IS)) and elaborated in Controlling Paperwork Burden8 on the
Pub110 (5 C F R  1320). Note  that  praat lca l  u t i l i t y  include8
oharacterlstlcs pertaining to the quality of  lnformatlon such a8
accuracy ,  adequacy ,  and rel labl l l ty ,  and that ,  in the  ease of
general  purpobe 8tatlstlas or recordkeeplng, practical  utility
means that  actual  u8eb aan be demon8trated (5  CFR 1320.7 (q)).

Good management and the requirement of practical utility dictate
that agencies must plan from the outset for the steps in the
lnformatlon llre ayale. The Act l l8o stipulate8 that agenole8
mubt “formulate plan8 for tabulating the lnformatlon in a manner
which will enhance Its usefulne88 to  other  agencies and to  the
public” (44 U . S . C .  3 5 0 7  ( a ) ( l ) ( C ) ) .  W h e n  c r e a t i n g  o r  c o l l e c t i n g
lnformatlon, agencies mubt plan how they will proce88 and
transmit the information,  how they ~111 ube it ,  what provlslon8
they will make for acce88 to It, whether and how they will
disseminate  It, how they  will btore It, and f inal ly ,  how the
information will ultimately be dl8pO8ed Of. While agencies
cannot at the outset achieve l b8OlUte certitude ln planning tor
each of  these  proce88eb. the requirement ior information
resourcek  planning lb alearly aontalned in the Act (44 U.S.C.
3506 (c) ( l ) ) ,  and the absence of  adequate planning 18 8UfflCient
reason not  to  create  or  aollect lnformatlon in the  flrbt place.

Before areatlng or aollectlng new information, l gencfe8 bhould
look flr8t to  other  agencies  and the  private  sector  80 ad  not  to
duplicate exlstlng information 8ource8 or rervlce8 that would
sat is fy  their  needs. T h e  Aat require8 t h a t  a g e n c i e s  shall not
conduct or sponsor information colleotlons unless they,have
eliminated collections Which 8eek to  obtain lnformatlon3
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available from another Bource within the Federal Government” ((44
U.S.C. 3507 (a)(l)(A)). I gsch agency must atso “ensure 1t8
1nf8rtnation,8j’stems do not overlap eaoh other or duplicate-the
8y8tems orother agencies” ( 44  U .S .C .  3506 (o)(2)). The Aot also
contain8 provlslons governing the sharlng of information between
agenclas (44 U.S.C. 3510). ApplYi.ng the ~0110~ of OHB Circular
~0. ~-76, the Circular also reqUiFO3 agencies to examine the
po381bllity  0r aoquirlng the neoess’ary+formatlon rr0m private
s e c t o r  8ouroe3.

This is not to say that lnformatlon oreatlon or colleotlon
functions should,bs lndlsorlalnatsly turn& over to other
agencies or to the private 8eotor. but rather to say that
agencies have an obllgatlon to examlae other potential sources cf
information which may 8atiBfY agency needs. Some information can
only be created or collected by Federal agencies themselves in
the exercise Of the government’8  sovereign powers. For borne
lnformatlon, the government can batlsfy its legitimate needs only
when a Federal agency is the OfeatlOn or collection agent. But
other information needs oan be met, and in many cases are
routlnely met, through existing aervloe8 and soul-ces in other
agencies or the private sector. In many cases there 18 no
inherently governmental function that 18 8ervsd by having
information collected by a Federal agency; agencies should and do
consider acquiring lntornat1on collection services rrom the
private sector. The Circular emphasizes that these sources
should always be looked to iirbt in the interests of efficiency
and sconomy.

(3) through (6) . Privacy Act and Freedom of
Information Act. These statement8 oontaln policy statement3
ertalnlng to the Privacy Act an.3 incorporating tl?o yol1cle8 or
OMB Circular No. A-108, whloh 1s rescinded and superseded.
Agencies are to ensure that they meet the requirements of the
Privacy Act regarding collection of individually ldentlflable
information. SOoh lnformatlon i8 to be maintained and protectad
80 a s  to p r e c l u d e  intI’U8iOn into t h e  privacy O f  indiVidU818.
Indlvlduals must be accorded access and amendment rights to
records, as ‘provided In the Privacy Act. Appendix I  prescribes
procedures for the malntenanoe of rsoords abcut individuals in
accordance with the Privacy Act.

In addition to Privacy Act considerations, statements (3) and (4)
include provlslon8 ooncernlng proprletary 1nfortMAOn. Agenclea
are to minlmlze thelr collection of proprietary Information,
conbistent with legal requirements and operational necessity and,
when such Information must be oollected, agencles’must provide
ror its proteotlon.

Agency personnel must receive proper
training to sa eguard information resources. Training
is particularly important In view of the ohsnglng nature of
information resources management. The development of end u8er
oompuffng and office automation, for example, plade the
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management of ’ irormatlon and information technology in the hands
of nearly all agency personnel rather than in the hands of a few
employees at centralized taollltles such as large oomputer-
centorb. Policies and procedures for oomputer security, records
management, protection of privacy, and other safeguards need to
be incorporated into information resources management training
programs.

(8) through (12). Information Dlsseminatlon.

(8) and (9). General Pollay. How does the
public know what lnformatlon 1s available from Federal agencies?
That is, given tkie distinction the Circular makes between aocess
and dlssemlnatlon, what la the the relationship between the two?
How does the public know what government information 18
accessible? The answer 1s: through the government o s
dissemination of information on what 1s available and how to gain
to access It.

The Freedom of Information Act requires each agency to publish
currently in the Federal Register, for the guidance of the
public, descriptions of agency organization; where and how the
public may obtain information; the general course and methods by
which agency functions are determined, including all procedural
requirements; rules of procedure: descriptions of forms and how
to obtain them; substantive regulations; statements of general
policy; and revisions to all the foregoing (5 U.S.C. 552 (a)(l)).
The Privacy Act also requires publication of information
concerning systems of records (sse Appendix I)! the Government in
the Sunshine Act requires agencies to make public announcement of
meetings (5 U.S.C. 552b (e)(l)). The Paperwork Reduction Act (44
U.S.C. 3507 (a)(2)) and Controlling Paperwork Burdens on the
Public (5 CFR 1320) require agencies to publish notices when they
submit information collection requests for OMB approval.

In sum, every Federal agency has obligations to disseminate basic
information to the public concerning what the agency does, how
its programs operate, what the public must do +.o comply with laws
or regulations, how to receive beneflts,  and how the public can
use agency services. These obligations are the basic linkage
between aacess to, and dlssemlnatlon of, government information.

Beyond generic requirements, spec i f i c  l aws  a f f ec t  agency
dissemination of lnformatlon ln two ways. F i r s t ,  for s3me
agenclei the ir  bablc enab l ing  leg is lat ion  st ipulates  that
lnformaffon dlasemlnatlon 18 part of their statutory mlsdlon.
General purpose statistical  agencies,  for example, have
information dlssemlnatlon as part of their very reason for
e x i s t e n c e . These agencies eonduct substantial information
dlssemlnatlon programs In order to carry out thelr necessary
functions. In contrast, other agencies such as some regulatory
agencies have basic information access, but minimal information
dlssemlnatlon, responslbllltles; the existence of substantial
lnforma’tlon dlssemlnation programs in such agencies would be
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unusual. Second, statutes may aomstImes require that agencies
produce and dlasemlnate ap~clfIc Informatlon products or
services . For example, the law may state  that  the PresIde;t or
head of an agenoy shall make report8 to the Congress on given
subjects; these  would  be l ega l ly  required  dIssemInatIona of
Information.

Beyond generic and specific 8tatUtOry requirements, agencies have
posit ive obllgatIons to  dlsaemlnate Informat ion as  a  necessary
part of performing their functions. Each agency head must
c l a r i f y  the  n a t u r e  o f  t h e s e  obllgatlona f o r  t h e  a g e n c y ’ s
particular mlsslon and set appropriate boundaries for
dlssemlnatlon functions. Before decldlng to disseminate an
information product or service, and perlodloally  thereafter ,  an
agency must be able to demonstrate that the dlasemlnatlon of the
product or service passes the test of either being required by
law or being necessary for the proper performance of agency
functions.

In conformity with the purposes of the Paperwork Reduction Aat,
the agency’s posltlve obllgatlons to disseminate lnformatlon must
be discharged within a responsible management framework of
vlnimlzlng costs to the Federal Government while maxlmlzlng the
usefulness of the Information. Ef f i c ient ,  e f fect ive ,  and
economical dlassmlnatlon does not translate Into dlmInIahIng or
limiting the flow of lnformatlon from the agency to the publlo.
To the contrary, good management of Information resources should
result in more useful information flowing with greater facil ity
to  the  publ ic , at less cost to the taxpayer.

Glven an adequate basis for dIasemInatIon,  agencies must also ask
themselves whether a proposed or existing Information product or
service substantially duplicates similar products or services
that would otherwise be available, either from another agency or
from the private sector. This requirement of non-duplication,
originating In the Paperwork Reduction Act, husbands scarce
resources and leads to more efficient, effective, and economical
information dissemination by the government.

Similarly, the fact that an agency has created or collected
information Is not Itself a valid reason for creating a program,
product, or service to disseminate the Information to the public.
Agencies create and collect much Information, Often for purely
internal governmental purposes, that 1s not Intended for
dissemination, for which there 1s no public demand, and the
dissemination of which would serve no public purpose and would
not  be  cos t -Just i f i ed ;  e .g . , compilations of routine time and
attendance records for Federal employees, or publication of the
thousands of pages of common carrier tariff filings by regulatory
agencies. While such Information may be sub.ject to access upon
request under provisions of agency statutes, the Freedom of
Information Act, or the Privacy Act, the agency must demonstrate
in each case the need actively to disseminate such InfOrmatIOn.
Over tiqe, changes In laws, economic conditions, or Informatlon
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technology oan result in changes In pub110 demand, public
purpose, <r dlspemlnatlon  costs; for example, an agency's shift
to eIectronlo flIlng of reporta, perhaps carried out primarily ln
order to improve internal information management, might generate
a public demand for electronic d1esemlnation that oould be
satisfied at minimal Oost to the government and also improve the
performance tqf the agency’s lnfor6atlon acoe8a function. The
decision to dlsssmlnate information, however, entalls potentially
significant uosts, must be addressed separately from the deoislon
to create or collect Information, and mllst hinge upon a
determination that dlssemtnat~on i8 necesbary tor proper
performance 0r agency functions.

If agencleb do contemplate dlaseminatlng particular lnformatlon,
they should plan for its dissemination whan creating or
collecting the information (see 8a(l)). ?lannlng for
dissemlnatfon should proceed from the Paperwork Reduction Act
premises of minlmlzing the cost to the government while
maximizing the usefulne88 of information. The focus of
lnformatton dfaseminatfon plans 8hould be on elevating to a
policy level declalons regarding the agency's po8itLve
obligations to dl88emfTiate lnformatlon and ensuring that the
agency discharges the Obligation8 111 the most efficient,
e f fec t ive , and economical manner.

(IO) Adequate-Notice. BeCah8e many government
Information actlvltieb are important to the government and to the
public, agencies muat exercise care not to act caprlclously with
respect to information product8 and services. When agencies
intend to commence Offering new products or dervices, they should
proviae adequate advance notice 80 that the pub110 may oomment a8
to the need for the product or service. For example, if private
sector intereats belleve they are already offering or are about
to offer the bame or a bimllar produot or service--in whloh event
the government may potentially be entering into unfair
competltlon-- su6h notice will allow these lntere8ts to present
their case before the product or service 18 launched. By the
same token, if many member8 of the public greatly depend on a
particular product or 8ervlce. they should be permitted to voloe
their view8 to an agency that is contemplating termlnatlon of the
product or bervlce.

The Clrr=ul.ar refers to w8ignlflcant R lnfcrmatlon pPOdUCt8 and
8erViCe8.. It 18 not the Circular's intent that agencle8 should
follow notice and comment procedure8 when terminating relatively
lncon8equentlal lnformatlon prOdUCt8 and bervlces; examples might
be minor brochure8 or flyers, product8 and 8ervlces that were
never lntended to be continuing, or for which there 18 now little
or no public audience. Agencies should determine for themsalve
whether information product8 and services are nsfgntfloant,W and
in borne cabe8 may wlbh to establish procedure8 and threshold
crlterka for making such determinations. If a product or service
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1s considered slgnlflcant,
head,

as determined ultimately by the agency
the agency may be well advised to follol- notice and comment

procedures prior to lnitiatlon or terminatidn.

(11)(a). Reaching the Public; Avoldlng Information
Monopolies. When aaencles have Justified and made the baslo
declslon to dlssemlnate  lnformatlgn, they must also satisfy
conditions regarding the manner of dlssemlnatlon. F i r s t ,
agencies must take steps to ensure that members of the public
whom the agency has an obligation to reach have a reasonable
ability to acquire the lnformatlon. The audiences for
information products and services Will vary, and agencies should
tailor the dissemination methods so as to place the information
into the hands of those whom the agency intends to receive it.

Federal agencies are often the 8Ole holders of certain
information; hence, when the!y disseminate, they are sole
suppliers and In a position Of natural monopoly. When agencies
use private sector contractors to accomplish dlssemlnatlon, they
must take care that they do not permit contractors to exercise
monopolistic controls in ways that defeat the agencies’
information dlsaemlnatlon  obligations, for example, by setting
unreasonably high prices. In some caacs agencies may need to
formulate contractual terms with a sole suppller uontraotor so
that the contractor functions a3 a mere intermediary for the
agency in dealing with end users in tht pubAfc.

(11)(b). Reliance on thi? Private Sector .  In
disseminating information - -as  with other act ivit ies- -agencies
must act in the moat cost effective manner, which includes
maximum feasible reliance on the private sector. This 1s merely
an application to agency information dissemination programs of
the policy stated in OMR Circular No. A-76, Performance of
Commercial Actlvltles, and summarized in Section 7f of this
Circular. xt 1.8 “the general policy of the government to rely on
commercial sourocs to supply the products and services the
government needs, It including products and services the government
needs in order to d!ssem!nate information to the public. For
example, before an agency establishes a service for electronic
dissemination of government lnformatlon Via an Online computer
system, the agency should compare the cost of contracting for
operation of the service versus in-house performance and ’
determine whether in-house performance is less costly both for
the government and for the public who will receive the service.

Pollcles contained in OMB Circular No. A-76 are applicable to
lnformatlon dissemination, including the policy that inherently
governmental functions should be performed by government
employees. The general policy of reliance on the private sector
la balanoed by the “inherent governmental function” policy, and
the Circular in no way intends to abrogate the latter. Where
agencies determlne that information dlssemlnatlon actlvltles are
inherently governmental,
the  act iv i t ies .

the agencfes themselves shoulq carry out



xv-11

(11)(c). User Char es..
the sole possessor and supplier 0#--

The Federal Government la
certain types of  inform_stlon,

which is frequently of substantlal  oommerclal value.
DlssemlnatlOn of  such  lnformatlon, or  its d l s s emlna t lon  in a
specific form or medium, may represent a government service from
which i d e n t i f i a b l e  reclpfents derive speolal b e n e f i t s ,  i n  w h i c h
case they may be subjeut to OHB Clraular No. A-25, User Charges.
For example, where the information 18 already substantially
available in printed form, agencies may consider dlssemlnatlon in
electronlo form to  be  a  serv ice  of  special benefit ,  the costs  of
which should be recovered through user charges.
not have conslstknt,

Many agencies do
agency-wide policies and procedures for

setting user charges for information products and services wlth a
view to cost recovery. Agencies must establish user charges for
tne costs of lnformatlon dissemination, and recover such costs,
where appropriate. Whether user charges are appropriate depends,
in principle , on whether identifiable recipients will receive
special  benefi ts  froin information products  and services.  .

The requlrement to establish user charges la not, however,
lntended to make the ability to pay the sole criterion for
determining whether the public receives government information.
Agencies must balance the requirement to establish user aharges
and the level of fees charged against other pollcles,
speclflcally, the proper performance of agency functions and the
need to ensure that information products and servloes reach the
public for whom they are intended (see Section 6a (11)(a)). If
an agency has a positive obligation to place a given product or
service in the hands of certain specific groups or members of the
public and also determines that user oharges will constitute a
significant barrier to discharging this obligation, the agency
may have grounds for reducing or ellmlnatlng its user charges for
the product or service, or for exempting some recipients from the
charge.

(12;. Perlodlc Review and Depository Libraries.SW-
Agencies must albostabllsh procedures for perlodlcally--
revlewlng their information dlssemlnatlon prbgrams. Agency
information dissemination plans must ask whether the agency
should dlssemlnate a given lnformatlcn produot or servloe at all;
if the agency 18 already disseminating the product or servloe,
reviews should ask whether the agency should oontinue to do so;
or whether the manner or medium of dissemination 1s the most
ertlclent, effective, and economical.

In addition, agencies must establish procedures to ensure
compllanae with 44 U.S.C. 1902,.whloh requires that government
publlcatlons (defined in 44 U.S.C. 1901 and repeated in Section
6k of the Circular) be made available to the Federal depository
libraries through the Government Printing Office. The depository
l ibrar ie s  prov ide  a  kind of  in format ion  Rsafety net” to  the
public, an existing institutional mechanism that guarantees a
minimum l?vel of avallablllty of government information to all
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members of the public. Providing publications to the depository
library program Complies with the law and costs executive
agencies virtually nothing.

fnformatlon Systems and Information Technology
T h i s  s u b s e c t i o n  s t a t e s  p o l i c i e s  concerning t h eHanagFAent.
plannific-acquisition, operation ,-and management of Federal
information systems and technology. The Federal information
systems and technology budget, whloh was $14 billion fn FY 1985,
is projected to  increase  at  a rate  faster  than that  of  the
overall Federal budget. Wlth outlays at these levels and
agencies becoming increasingly dependent upon information
technology to accomplish their missions, it 1s essential that
planning processes be applied to the acqulsltfon and appllcatlon
of lnformstlon technology.

(1). Planning. The Paperwork Reduction Act mandates a
stronger central role in information resources planning.
Spec i f i ca l ly , the Act requires that OMB: (1) publ ish  a  f ive -yea r
government-wide automatic data processing and telecommunications
plan; (2) revfew and coordinate agency proposals for the -
acquisltlon and us6 of information technology; and (3) promote
the use of the technology to improve governmental efficiency and
effect iveness. In order to meet these obJectives, It is
necessary to initiate a government-wide process for developing
and institutionalizing lnformatlon technology planning that lb
based in agency programs and misSiOnS. The planning must also be
tied to the budget so that budgetary decisions derive from plans,
and conversely, so that budgetary constraints are reflected in
the plans. The process must further ensure that sufficient
information 1s avallable to the central agericles to enable them
to monitor compliance with Federal policies and ldentlfy maJor
issues, lnsludlng cross-cutting issues where more active
centralized planning and maragement may be appropriate. Hence,
agencles’must institute information planning processes tied to
both the conduct of programs and the preparation of the agency’s
budget.

(2) and (3). Management Controls and Accountability.
Basic management controls for agency information systems are
fundamental to sound information resources management. These
controls should ensure the documentation and periodic review of
ma.jor information systems, a s  wel l  a s  p e r i o d i c  c o s t - b e n e f i t
evaluati.on of overall lnformatlon resources management in light
of agency missions. In order to provide greater incentive for
management efficiencies, accountability for information systema
should  be  ves ted  in the of f ic ials  responsible  for  operating the
programs that th2 systems support.

Program managers depend upon lnformatlon systems to oarry out
their programs, and yet frequently they do not have direct
control over the technical and operational support for those
systems. Program managers often depend upon agency computer
centers or contrircted service organizations, the heads of which
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may not be directly acaountable to the program manager8 In a
formal organlzatlonal 8enbe. Program manager8 are nonetheless
re8pOn8iblO for OondUOtIng their program8 and, to the exteat
SUCCe88fUl  oonduct of the program8 entails bupport from
Information Oylitemb, program manager8 must be held accountable
for acquiring that 8upport. The ~e8pOn8IbIlftie8 of program
managers are therefore presumed tcs Inolude 8ecurIng lnformatlon
system8 support a8 needed, and planning for oontIngencIe8.
Technical support organlzatlons have a concomitant responsibility
to meet their commitments, oontractual or otherwise, to their
program ollent8, but the program offlolal ha8 the ultimate
re8pOn8ibilIty fO,r delivering a prOgram’ produot or 8ervIoe.

(4) and (5). Sharing Information Procesblng Capacity.
OMB Circular No. A-121, whioh I8 rescinded and 8Uper8eded.
required only-that the holder of exoe88 automatic data proce88ing
capacity share such oapacity. Because the holder of exce88
Capacity ha8 little Incentive to beck OppOrtUnItleb for sharing,
however, the new policy require8 both that the holder share
capacity and that the agency 8eekIng,lnformatlon procesalng
capacity fulfill its need8 from other agenoleb or the private
sector , whenever possible, before acquiring the new capacity
itself. The policy edtablIdhe8 an order Qf preference In meeting
needa--look first to exibting 8ource8 before acquiring new
capacity--but Is not Intended to a88ert blindly that 8harlng or
commercial 8ource8 are the bole conslderatlbnb. Agencies must
al80 conaider whether existing bouroes are more cost effective
and whether they In fact will meet agency speolflc needs.
Procedural a8pects of these policy statements are found In
Appendix II.

(6) and (7). Life Cycle Costing; and Avoidin
~~~~~~~k~“,;;, Agencies frequently develop InfortnatIony;~;;;logy

through a set-lea of interim Upgraded,
regard for lodger term oonaIderatlon3 such a8 the information
8y5tbm8' life OyClO. A8 part of their planning, agencleb need to
consider the full Information system life oycle when determlnlng
the oost of InfOrBatfOn technology. While oompetltlve
procurement I8 generally to be valued, It8 oo8t8 should be taken
into account, including the oost to program effectlveneas of
unnecessarily lengthy procurement processes. Other condItlori8,
such as the need for oompatibllity, may alao be legitimate
llmltatlon8 on the competitive process. Similarly, agenay
plannlng.should enbure that Information bystems are not
unnecesbarily duplicative of 8yatem8 available elsewhere In
government or from the private hector.

03). Software Management. The prevailing agency
bractice Of deVelODinE ou8tomized OOmDUter 8OftUare 18 a 8OUrCO
&f IneffIoIency, ab tiie General Acoouhtlng OffIoe and other8 have
noted. While borne agency appltcatlons can only be 8atl8fIed with
customized boltware, the tendency to prefer custom development 18
excebsively 008tly In term8 of Initial development, continued
malntenmce, and eventual conver8Ion to new technology, beCaUse
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it r e q u i r e s  t h e  agency t0 b e a r  the f u l l  co8t Or  d e v e l o p i n g  aid
maintaining the software it ubeb.
the-shelf software has pltrall8,

While recognizing that Orr-
8UCh a8 uncertainty of ooBtlnued

malntenanoe,
off-the-shelf

manager8 are generally to prefer acquiring generio,
8OftW'L available from the private 8ector instead

of developing their own. .5
(9). Necessary Compatlblllty. Agencies orten acquire

technology that 18 incapable of communicating with other 8Y8tem8
with which the agenCi8S need to communicate. Compatlblllty among
information systems has consequently emerged as a slgnifloant
fnformatlon resources management problem. Agencies must acquire
or develop lnformatlon systems in a manner that enhances
n e c e s s a r y  compatlb l l l ty . The qualifier “necessary” 18 used
because compatibility 1s not an unrestricted goal; lnformatlon
systems need to be compatible with other systems only to the
extent that they must communicate  with those systems.

(10) through (13). Security. Security of lnformatlon
systems means both the protection of information while it 18
within the systems and also the assurance that the systems do
exactly what they are supposed to do and nothing more.
Information system secirrlty entails management controls to ensure
the integrity of operations including such matters as proper
access to the information in the systems and proper handling of
input and output. In this sense, security 6f information system8
is first and foremost a management issue and only secondly a
technical problem of computer security.

The recent introduction of smaller and more powerful computer
systems and new communications technology and transmission media,
together with the greater involvement of end users in managing
information resources, have increased the potential vulnerablllty
of Federal lnformatlon systems and hence the level of management
concern. Protecting personal, proprietary, and other senaltlve
data from unauthorized acce8s or misuse; detecting and preventing
computer related fraud and abuse: and assuring continuity 0r
operations of maJor information systems in the event of emergency
re la ted  d i s rupt i ons  a r e  i n c r e a s i n g l y  SeriOUS po l i cy  188ue8.
Policy previously found in Transmittal Hemorandum No. 1 to OHB
Circular No. A-71 1s here revised; procedural aspect8 of the
policy are in Appendix III to the Circular.

The General Accounting Office reported in its review of the
first-year lmplementatlon of the Federal Manager8 Firanclal
Integrity Act (FIA) that internal controls In automatic data
processing aystems received inadequate coverage in FIA
evaluations. GAO noted that some agencies were uncertain of the
relationship between (a) OMB Circular No. A-71, Transmittal
Memorandum No. 1 , Security of Federal Automated Information
Systems, and (b) OMB Circular No. ~-123, Internal Control
Systems. The relationship between security of automated
information systems and agency internal oontrol report8 is now
stated. clearly in Appendix III.
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Appendlx I I I  provides  a,mlnlmal set  of.requlrementa for  the
securi ty  of  a l l  Federal  automated information sys tems. ‘Ws
Appendix also tWqUir88 SgOnCiSS  to incorporate addltlonal’
requ i remen t s  fo r  the  secur i ty  o f  lnformatlon classified f o r
nat iona l  secur i ty  purposes , in l cqordanoe with appropriate
n a t i o n a l  s e c u r i t y  dlrectlvea. 7.

’ ( 14 ) . Standards. The Nat&al Bureau of Standards,
Department of Commerce, develops and issues Federal Information
Processing Standards. The National Communications System
develops and the,Ceneral Services  Admlnlstrat lon issues Federal
Telecommunlcatlons Standards. Some standards are mandatory for
Federal  agencies, whi le  others  are  voluntary. Agencies may waive
the use of Federal standards under oertaln oondltlons and
pursuant to certain procedures, which vary depending upon the
indiv idua l  s tandard . In  general , OMB strongly recommends use of
these standards government-wide. Such standards can contribute
to overall government economy and efficiency by increasing
compatibi l i ty  in uomputer and telecommunlcatlons networks ,
improving the transportablllty of software, and enabllng oomputer
systems to be developed using aomponents of different
manufacturers. These advantages oan result in reduced
procurement costs for equipment and aervlces, improved
competition, a n d  b e t t e r  utlllzatlon o f  s t a f f  t r a i n i n g  a n d  s k i l l s .
While government-wide standards can result .ln management
e f f i c i enc i e s , agencies should be mindful that standards can also
have the untoward effects of regulations, as noted In OMB
Circular No. A-119. Agenclerl should oontlnuously aaaess relative
costs and benefits of  standards and their  effects  upon the
agency’s accomplishment of its mission. Note  a lso that  nat ional
security direct ives  prescr ibe  s tandards  for  computer  secur i ty .

(15) Avoiding Information Technology Monopolies. Hany
agencies operate one or more central information technology.
faci l i t ies  to  support  agency programs. In  these  agenc ie s ,
program managers are often required to use the central
f a c i l i t i e s . The manager of such a monopoly facility has a lesser
incentive to control  costs, since he or she has a captive
c l i en te l e . The program manager has l i t t le leverage to ensure
that  informat ion process ing resources are-ef f ic iently  al located
since he or she cannot seek, or can seek only with great
d i f f i c u l t y , a l t e r n a t i v e  8ourcea o f  s u p p l y . When ubers,are
dependent on effective technology support  to perform thelr
func t ions , c o n t r o l  o v e r  s e l e c t i o n  o f  f a c i l i t y  l a  e s s e n t i a l  a n d
consistent with holding uaera responalble for producing their
government lnformatlon products. To provide Incentives
conducive to more businesslike procedures in information
techno logy  f ac l l l t l e s , agencies should avold monopolistlo
information processing arrangements and should enter into them
only if their  cost  ef fect iveness la  olear and they are subject  to
periodic review. Appendix II specifies certain procedures with
respect  t o  this policy.
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(16) Cost Recovery. Thisllpollcy oonatltutes a revision
t o  po l i cy  s t a t ed  in OMB .Clrcular.No% Ap121. Whereas Circular No.
A-121 r e q u i r e d  on,ly t h a t  ooata for Wtomatia d a t a  praceaa~g
facllitles b e  a l l o c a t e d  t o  uaera; agencies  mus t  now recover  the
c o s t s  o f  i n f o r m a t i o n  t e c h n o l o g y  facdlltles ‘ram g o v e r n m e n t  users’.
Viable management  Of a large in~OrWLtiOn technology faci l i ty
requires t h a t  m a n a g e r s know the atiotint of resources devoted to
e a c h  u s e r  w h e n  provldlng s e r v i c e s .  f F u r t h e r m o r e ,  e f f e c t i v e
management  of  the  Use Of infOtWatlOn technology requires  that  the
u s e r  h a v e  r e s p o n a l b l l l t y  f o r  a n d  c o n t r o l  o v e r  t h e  r e s o u r c e s
consumed by  use  of  the  faclllty. E’XperfenCe w l t h  C i r c u l a r  N o .  A-
121 showed OMB teat allocating zoata had lfttle effect on
a g e n c i e s ’  b e h a v i o r ; r e c o v e r i n g  cotis m e a n s  t h a t  a c t u a l  t r a n s f e r s
o f  f u n d s  will t a k e  p l a c e  b e t w e e n  s u p p l i e r s  a n d  u s e r s  o f
i n f o r m a t i o n  t e c h n o l o g y  f a c i l i t i e s . ) P r o c e d u r a l  a s p e c t s  o f  t h e
p o l i c y  a p p e a r  In A p p e n d i x  I I .  )

(17) Coordination with State and Local Governments.
Th i s  po l i cy  r ea f f i rms  po l i cy  prevLously found  in OMB Ci rcu la r  No .
A-90,- Transmittal Memorandum NO. li. The interagency group’  that
worked on the revlalon Of Circular No. A-90 recommended, and OMB
agreed , t h a t  t h e  C i r c u l a r  s h o u l d  b e  r e s c i n d e d  e x c e p t  f o r  a  single
p o l i c y  s t a t e m e n t  p r o h i b i t i n g  F e d e r a l  a g e n c i e s  f r o m  p l a c i n g
u n n e c e s s a r y  restrlctlons  o n  t h e  l n f o r m a t l o n  s y s t e m s  t h a t  S t a t e
and  loca l  governments  use to  car ry  out  federa l ly  f inanced  program
a c t l v l t l e a . a

(18) A p p l i c a t i o n  o f  U*to-date Informat ion  Technology.
Recent availability of low cost, rhighly e f f i c i e n t  a n d  e f f e c t i v e
e l e c t r o n i c  i n f o r m a t i o n  technologqf c a n  g r e a t l y  i n c r e a s e  w o r k e r
p r o d u c t i v i t y  a n d  f a c i l i t a t e  opera’tlon o f  F e d e r a l  a g e n c y  p r o g r a m s .
T h e  C i r c u l a r  s t a t e s  a  predispd?ition,  b a s e d  i n  t h e  P a p e r w o r k
Reduction Act, in favor of applyi’ng such technology to the
l n f o r m a t l o n  l i f e  c y c l e  ulthlnla d e a p o n a i b l e  m a n a g e m e n t  c o n t e x t .
T w o  b r o a d  a r e a s  o f  i n f o r m a t i o n  t6chnology m e r i t  f u r t h e r
d i s c u s s i o n : (lj e l e c t r o n i c  l n f o b m a t l o n  c o l l e c t i o n  a n d
d i s s e m i n a t i o n , and  (2) end  use r  comput ing .

.
- E l e c t r o n i c  C o l l e c t i o n  a n d  D l a s e m l n a t l o n  o f- -

Snformatlon. F e d e r a l  a g e n c i e s  are m o v i n g  r a p i d l y  t o  p r o v i d e  f o r
co116ctlon a n d  dlsaemlnation o f  information t h r o u g h  electronic
media. In  deve lop ing  this Clrcuaar, OMB cons ide red  whe the r  i t
w a s  n e c e s s a r y  t o  p r o v i d e  apeclflrc p o l i c i e s  c o n c e r n i n g  e l e c t r o n i c
collectlbn a n d  d l s a e m l n a t l o n  o f  Qovernmental i n f o r m a t i o n . OMB
c o n c l u d e d  t h a t , except .for the  gene ra l  p red i spos i t i on  in  f avor  o f
applylng.new technoldglcal  devel!opments t o  i n f o r m a t i o n  r e s o u r c e s
management, t h e  p o l i c i e s  thkt app ly  to i n f o r m a t i o n  c o l l e c t i o n  a n d
d l s s e m l n a t l o n  in o t h e r  m e d i a  a l s o  a p p l y  t o  e l e c t r o n i c  collection
a n d  d l s s e m l n a t l o n . It 1s lm~ortant,  h o w e v e r ,  t h a t  a g e n c i e s
r e c o g n i z e  t h e  n e c e s s i t y  o f  s~atsmatically t h i n k i n g  t h r o u g h  t h e
a p p l i c a t i o n  o f  p o l i c i e s  s t a t e d  e l s e w h e r e  i n  t h i s  C i r c u l a r  to
e l e c t r o n i c  c o l l e c t i o n  a n d  dlise&lnatlon  o f  i n f o r m a t i o n . For
example, w h e n  d e v e l o p i n g  ele&tlibnlc c o l l e c t i o n  p r o g r a m s ,  a g e n c i e s
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8hould give partioular a t t e n t l o n  t o  ibsues buoh aa p r i v a c y ,
publ ic  aCObb8, and record8 management.. When developing
e l e c t r o n i c  dl888mlnatlOti programll, agencies  8hould ensure Jhat
aCCe88 18 provided t0 each Ola88 Of u8ers upon reasonable terms,
avold problem8 arising from mOnopo~l8tlc oontrol, eneure maximum
rellanoe upon the private sector , and take neorb-.ary btepb for
cost a c c o u n t i n g  a n d  ooat reoovery-,’

- End User Computing. Federal, agencies are also
moving rapldly.to acquire end u8er oomputing catabilities. OHB
endorbeb the managed lnnovatlon approach to end uber oomputlng
presented In GSA’8 publloatlon Managing End U s e r  Computing in the
Federal Government (June 1983). Eecaube end u8er computing
place8 management Of lnformatlon in the hand8 of individual
agency personnel rather than in a central automatic data
proce88lng o r g a n i z a t i o n , the Circular requires, that  agenolea
t r a i n  e n d  u8er8 In t h e i r  re8pon8lbllltle8 f o r  bareguarding
information; Appendlx III deal8 In part wlth the aecurlty of end
u s e r  computing.

Section 9 . Assignment of Responsibllltles.

Thfa 8ectlon assigns re3pOnbibllitle8 for the management of
Federal information re8ource8 addressed in this Clrc!rlar. OHB
Circular No. A-71 18 rescinded and its content8 are revised and .
incorporated into  this sect ion  a long with r+!sponaibilltles
a88igned under the Paperwork Reduction Act; Section 111 of the
Federal Property and Admlnl8tratlVe Services Act, a8 amended; and
Executive Order No. 12046. Certain assignments of  r88pOn8lblllty
from OMB to other agtncleb, as noted below, are also included.
Following are principal noteworthy aspect8 Or thl8 aectlon.

Reaponslblllty  for Hanagfng Information Resources.
Statement ga(l) 18 a key e lement  in the Clroular beCaU88 it
establishes t h a t  t h e  locus o f  responslblllty f o r  a c t u a l
management of Federal lnformatlon rebources ib the head of each
agency. This means, for example, that  the dsterminatlon of what
18 “necessary for the proper performance of agency funotlon8”
w i t h  respeat t o  i n f o r m a t i o n  creation o r  oolleutlon (8a(l)) and
information dlssemlnatlon (8a(9)) lies with the head of the
agency. In the Circular OHB 8ets the polloy framework wlthln
which buch determination8 are to be made and the standard8 and
provlalon8 for reviewing the determlnatlons, but the management
declaion8 and their  1mplementatlOn belong properly with the
agency tioldlng the lnformatlon rebourcea.

Trlennlal Reviews. The Paperwork Reduction Act provide8
t h a t  t h e  D i r e c t o r  of GMB “. . .,shall, with  the  advloe and
assletanoe o f  t h e  Admlnlstrator o f  G e n e r a l  Servlceb, eeleotlvely
review, a t  lea8t once  every  three  yearb, the  lnrormatlon
management aotlvltles of each agency to a8certaln their adequaoy
and etflelency. II (44 U . S . C .  3 5 1 3 )  T h e  Admlnl8trator o f
Information and Regulatory Atfalr8, OMB, and the Deputy
Admlnl8tratOr O f  t h e  G e n e r a l  Servlo@s Admlnlstretlon, in a n



exchange of OOrreSpOnd8nce dated June 13 and July 22, 1983,
concurred that GSA has the

r*evf ews of Fedetial
necessary statutory authority to

condu-’ agency  informat ion resource8 _._ _._ . .-
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mar,,bsment actlvxles. 3eparate trlennlal rsvlew8 or agency
activities by OMB and GSA would be unnecessarily duplicative,
which would not be COnSi8tent with the Act. Accordingly, the
t r i e n n i a l  reviews condui?ted by  GM wlL1 be  Qesigned t o  ac,.t OHBTs
requirements under the Paperwork Reduction Act as well as GSA’8
own needs. .

Senior 0fficla:s for Informatlon Resources Management. fn
accordance with 44
required to designat;

S C 3506(b) and 5 CFR 1320 8
i’ienlor offlclal t o  carry’oit

agencres are

responslbllitles underethe Paperwork Reduction Act. The
designat ion o f  the  o f f i c ia l  1s in tended  to  as sure  c lear
accountablllty  for betting polloy for agency lnformatlon
resources management actlvitle8, provide for greater coordlnatlon
among the agency’s lnformatlon activities, and ensure greater
visiblllty of such actlvltles within the agency. The
responsibi l i t ies  of  the senior Offlclal*for in format ion  resources
management were ldentlfled in Ot4B Bulletin No. 81-21, which has
e x p i r e d . Those reapo~~slbllltles are now established in this
Circular.

International Informatlon Policy. The Circular deals with
the management of information resources held by the Federal
government. While the creation, collection, processing,
t r ansmiss ion ,  d i s semina t ion ,  use ,  storage, and dispos i t ion  o f
lnformatlon by the Federal government has lnternatlonal
ramifications, Federal:government information resources
management policy 1s not the same as V.S. lnformatlon pollcy,m
which refer8 to U.S. national interests in the information field
vls-a-vls the pollcles’and interest8 of other nations. The
Circular  formally ackndwledges this dlstlnctlon and assigns
responslbllltles for lhternatlonal information policy only
insofar as it relates ko Federal government information resources
management policy. i

Timely Technology Procurement. Inherent in effective
management of information technology 1s the ability of program
managers to acquire technology in a timely manner. GSA 18
assigned the re8pOnSibility in Section 9 to develop Criteria that
will streamline procurement procedure8 and delegate procurement
authority to agencies that comply vlth those procedures. All
Federal agencies are directed in Section 9 to develop Internal
policies and procedures that further provide for tlmgly
acquisition of InformaFlon technology.

cr
Records Management.. The Paperwork Reduction +ct makes the

management of Federal records an integral part of information
resources management. While no new policies are embodied in this
C i r c u l a r , rasponsibilltles have been assigned in order to ensure
that agency records management programs are oonaldered .wlthln the
context of Federal information resouroes management.
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section 10. 0vcrslght.

The broad scope Of the Circular dictates a strategy of focusing
oversight on a series Of aspect8 of information resources
management rather than on a blngle comprehensive reporting
scheme. OHB intends to use exlstfng mechanisms, such as the
flsoal budget , information Collection budget, and management
reviews, t0 examine agency COWllance with the Circular. For
example, during 1984 the management reviews for the FY 1986
budget year concentrated on fiV8 cross-cutting information
issuea: overall.informatlon resources management strategy,
telecommunlcstlon~, software management, welectronlc filing,” and
end user computing . OMB issued data call bullstlns requesting
informat ion  spec i f ic  to  these  issues, ta rge ted  the issues fo r
spealal attention during the management reviews, and requested
individual agencies to submit management improvement plsns on
epsclflc aspec t s  o f  t he  I s sues . P u r s u i t  o f  t h i s  kind of
selective oversight strategy permits OMB and the agencies the
f lex ib i l i ty  to  sh i f t  the  focus  of  overs igh t  a8 lnformatlon issues
and the technological environment change.




